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Trends and Analysis of Scan Packets by Darknet Observation

Jun Arimoto?™'  Naoto Sone? Masakatu Moriit

Abstract: The darknet observed packets originating from malicious activities such as malware infection and scanning activities.
By observing darknet packets, it is possible to grasp illegal activities occurring on the Internet. The purpose of this research is
trends and analysis of scan packets by darknet observation. First, we analyzed illegal traffic using IP addresses owned by university
institutions. From the analysis results, IP addresses that showed characteristic behavior were analyzed. Next, we investigated
whether the IP address of the scan packet was spoofed. Using reverse DNS lookup, we examined how many packets were spoofed.
Finally, in order to build a healthy network, we proposed the spread of BCP38 and the exchange of information about the IP
addresses used. By executing these, the effectiveness of darknet observation is demonstrated. It becomes possible to detect
malignant traffic immediately.
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