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Online Learning and Anomaly Detection of Network Traffic
using Self-Organizing Maps
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Abstract: In recent years, cyber attacks are increasing and researches for detecting cyber attacks have been
actively studied. Cyber attacks are constantly changing. In order to detect the attacks continuously, it is
necessary to respond to change in the attacks sequentially. In this paper, we propose a method that can
detect the attacks continuously even when the cyber attacks change by using a machine learning method
that can perform sequential learning and anomaly detection. In general, in machine learning, there are many
methods that require supervised data for learning. In our method, outliers are detected based on the Maha-
lanobis distance of feature vectors extracted from network traffic data and used as supervised data. First,we
extract feature quantities such as packet size from traffic data and calculate entropy for each feature quantity,
and generate feature vectors. By using the feature vectors and the supervised data extracted by the above
outlier detection, we perform sequential learning and anomaly detection using a self-organizing map. And it
is possible to detect network anomalies in response to change in the cyber attacks. In the experiment, we
confirmed the effectiveness of our method using MWS dataset.
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Fig. 1 Outline of Proposed Method.
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Table 1 Packet Header Features.
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Fig. 3 Outlier Detection using Mahalanobis Distance.

Ry MIVZER

A1 > bk’lfd: ';).l—.E':%‘1
Qg1 < bk’lti: '\Ogﬁ

4 FREBRHEOH]
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Fig. 7 Conparison between proposed method and

outlier detection model(6,, = 4).
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Fig. 8 Conparison between proposed method and

outlier detection model(6,, = 7).
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6, 10 REFIE 0.950 0.935 0.006

AEEEST IV 0.673 0.521  0.002

EOELMATEHEZMBTEZTE, TOMRBFER
EHOWTANERBET VEZRREETEZ ENTE 2h
LIEEEZOLND.
4.2.2 EHR2

BEPE L ANMEREE TV O AT OB RO
475, BE6, 24, 7, 10 & UTKME#E%E 100 o1
mEE, BEFECB T 2REMERANMERIEE TV
DAEHNZIGED FHEOEEOMB K 7, 8, 91TR
T, O,=4, 10 DRHIIREFIEDO AVEEDEGL, 0,=TD
RIZREFEOLPREEME N L 2R TE 2. £72
Om=4, 7, 10 DRFOREFE LA NEREBE T VICEIT
% F i, TPR, FPR O} %K 2 IR, 0,=4 DRI
FRRZEFIED FPR OEAANEMIBE TV L DKL, E
WrF—22FELLMETETED, 0,,=10 DFICIFRET
D TPR OEPHANEREET NV LD ELBEETF -2 %
ELLRHETETWS. ZTOLEOREFETOFEIPKE
oz FEzohd, SHOT—RTIE, 0,=7 DK
ANEMEE T VD HBREERR D > 2R E NS D 0,
TIHIREFEDO DR - 72, EBRETEERT T 502
X0, DZIZONA N BRBEFEDOFVRRBVWEFZ 6N
5. 518, WOF—REffioERZEIZE > TAFHED
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ARTIE, STy bO~NYy X o U-EHSE» S T
vhov—2BHLU, B U RN 2 S VIZH U TFRR
2B EITOIANERBETILE SOM Z#AL, Fho %
HAGDE S Z & THEOE TG U TR RE %
M TEBFEERELZ. EBRTIEX, MWST—Xt v
FERAWTAFEOANMEZER L 2. EBROME, Fx
FEEFDIZETINTORBENR LTS Z & 2R
L7z, 512, BB E T L RETEZ L 725
BORBETEOHPONZ MIKBEE2METETH S
ZLEMRTE., UL UBIMEZ Bl b U 728561 I3 8RE
FEOHMENIER L 2 GEN D o7, SHROFEEL L
TlE, SOM D/XF A — X DFHE, HHI T 2 B E O MR
REDBETOND. £725%, FRFHEEITO L THE
DIEAAZT DRI THHELZMTE D Z L DA%
fTIOEBREITO>FETH 5.
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