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Proposal of Blockchain System to Detect Anomaly Parameter on
Decentralized Machine Learning Model
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Abstract: Recently, total amount of data generated by IoT devices or smart devices has been increasing.
When training the enormous data using machine learning, it is difficult to process it on a cloud. Hence,
we can consider the system that edge nodes renew the cloud’s parameter of machine learning model each,
transmit the local gradient to the cloud, and an integrated model is generated on the cloud. However, this
system has two problems of privacy leakage and transmission of the anomaly gradient by malicious edge
nodes. Therefore, in this paper, we propose the blockchain system that solves above two problems using
differential privacy and anomaly detection by generative adversarial network.

Keywords: decentralized machine learning, blockchain, parameter, anomaly detection, generative adversar-
ial networks
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