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in Home LAN by IoT Device Management System

Yusaku Funane™ Kenichi Nagami! Takahiro Endo™ Ryosuke Tokizaki'!

Abstract:

In recent years, cyber-attacks that exploit IoT devices are increasing. The Ministry of Internal Affairs and
Communications and National Institute of Information and Communications Technology (NICT) investigated
vulnerabilities on IoT devices and implement initiatives to alert them. It's called "notice". If it's accessed illegally
from the WAN side, it may become a springboard and spread malware in the home. Therefore, we also need to
consider the safety of devices in the LAN. To this issue, we investigated vulnerabilities of devices using the IoT
device management system. The contents of the investigation are port scans and logins when entering easily guessed
passwords for http and telnet. In addition, we collect statistical information on port availability and device type. As
a result, we found that weak passwords were set at about 18.8% for devices with http authentication and about 13.6%
for devices with open telnet.
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