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Evaluation of Utility and Security for Anonimized Data
Using Dimentional Reduction

TAKAYA YAMAZOEL® KazuMasa OmoTe!2:P)

Abstract: In recent years, the use of data has become popular due to the development of machine learning
and deep learning. Along with that, companies, medical institutions, financial institutions are collecting
large-scale data, which is called big data. The data collected by each organization is considered to be
useful knowledge as the scale is large, but since the data contains a lot of personal information, it cannot
be disclosed to the outside and shared. Anonymization methods such as k-anonymization have been pro-
posed as a method for protecting personal information from data, but it is difficult to anonymize while
maintaining the usefulness of high-dimensional data. In order to anonymize while keeping the usefulness
of data high, a technique combining matrix decomposition and anonymization has been proposed. In this
study, we propose an anonymization method using dimensional reduction algorithm and compare existing
methods with safety and usability.
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F0EL DT —REWNET 2HPBETH 5,

LA L., 7T—XFEHOA RO KE,. 57— X FliEH
ZIET I AN —DREDBA TS, HEEEIREIHHRE,
ZDML K DT — RIZIFMEANERPEEENTED, T—X
RUFOTIA N — % R#T 272012, T— XD DK
WIZIHHEEIZR S R WIT 2w, F—REftED TS
ANY—=PREINZFEH L U T, Netflix DFEHH»H 5,
Netflix 1Z. #EET LTV LDV RTF 4 ¥ a v % fik
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T—=RP5 %2 —RICRE T 200 T30 BRen
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T—RREEDTTANY -2 R T 2 FEE T — X DE
HAL LR, REMZRFIEIZ kB ) A 57280
H5, UL, RENZFED 1 D2TH S k-ELILIZEX
LT —ZOEMAMEBEL R FERIIPRETH S &
INTHEY 3. 2O LRFRTCDOBNEIFENT WS, £
ZT, BIRET—ROERAMERHELEDD, T—X%2EL{L
THEFREE LT, (VIR E k-BEX ) 1 X5 % /A
BOEBFEPREINTVS [6][7), ZhS5DFEIX, 17
BIDRTEIRIET — R 2 RIRTIZ AW T 52 LT, T—X

DIRTEDWNMIHLL T W B,
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WITHR 7V T ALk WV ELETFEERET S, A
WHNZIE, ERS AR BATERTERNE, A—bzZra—
R—72 EDWTCHIHE T VTV XL & kB4R ) 1 X5
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iR W ELLFE e el - GREOBSTHIKRT 5,
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coder D 3 DDRFCHIIE T NIV XL %AW Hi7-7%
EAEFELRET 5,
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g IIMC & @Rt T — X DA M2 R L 2 S5 EX1L
THOFEMREINTVD, 2D 128 LTITHIAE%E H
W FEDRDH 5 [6][7). 1THIREIZ. M e R™™ % 2D
DITFHITHD U c R*?*" &V e R IZHRT 5 FIETH
5, 5 X =UVT I3 M OiEflZ->TEY, I 71
BZDEMEEZBET 537 XA —XTH 5, Mimoto 5 [7]
& TR R k-EAL, TR R A S AG
OETCHERLET —2OFHAMZE Aoz A TE
5Z %R U, UL, Mimoto 5D H W7 IEEEITH
N RITEOENEENDE T —XIITHEAT 2 Z A
K\ WAy, T— RO EEITFIENEEINTVA

E R 72 T — R BEIRGTITE T 2 HAHHK D TR
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3.1 RITHIETILTY X4

AETI, BEZAATIRIZHOZRITHIE 7 VT Y X5z
DVWTIER B,

3.1.1 EmHIaH (PCA)

PCA R¥ET— XD X ORI ERKIZIES FAANDFR
WEHZRDZ ZLIZL>T, T—XDOWITLEHIKT 5 F
HETHh 5, RoTHIEED EAuE. 8T — X DLk
THDEERT MLERDBZIZE>THONE, 25
ULTROoNZERSITFET — X OFHEN % %  REF
LTWwWaeEZ6NE, FHT —XDMILBREVGE,
T — R DERPHEEC D, T XD 2L R
FUZBIROtOERDMIZ T — R 2T HI LT, 7—
R DEFIMEE ED B ENHEKD, ZDL D2, PCAIZT—
R DFERMEZED B 7-DICHOC SN FETH 50, KRif
ZECIEHE AN Z R 5 72 £ FIROTIEMED HIZk D PCA OME
WEBU, BRAAFEADIHEZRET 3,

3.1.2 RBMERENR (LPP)

LPP4] ¥ PCA LU <. F— & % &R0 22 5T
57D ER A LB L. @IRoeT — X DERRTZEM T
DEG4%E/BLFIETH S, PCA LOEWVIL, FHOBIZH
WEFTFZHNSD ZLIZ& > T, FFITD 7 A X —kik
ZRE UL FMRGERGHRER/ONSRIZH B, PCA
LRk, ARIZT — X OMIRMZ RO B 72DICHN oD
FETH D,

3.1.3 Autoencoder

Autoencoder =2 —F )V 12y b7 =2 Z2FHL7ZIRT

JEME T VTV ALTH D 5l =a—F)xy hT—2L

. ANE. REE, BAOETHERI NG, BED= 21—
INFY NI =TTk, ANBIZFET—K%2 AN, H
HEPCRONBH N EEMT — R &5 itk -
Ty M=o 2K%2FEH X4 %, Autoencoder Tlk, IE
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BADANIELELLLRDZ L2y VT =02 FHIE
5, ZOMIZAY MY =22 FEIEEHI LT, ANEE
WHE LD SO CFfER» S, FH T — X D%t
T—R%EGEEIPED, RFFETIE. Autoencoder D
FULT — R 2 R2 7DD EIEFIHT 52 2I2&-T
EalbT—RE2EKT S,

3.2 FHEAE

AT, RFFETHW S ELLT — X OFf 5% R~
T, KR TIE, BT — 2Ll mA%D 220
BEZ VT T 5, PAR LM &G MOl %
IR T B,
3.2.1 &£k

LMD FMIZ 1 Re-Identification Attack[7] %z W5,
Re-Identification Attack & &, WEE P ELLFTDET —
REEXT — 22RO E 2007 —Xky bOLa—
REMEDTE2HETH S, L I— KOS T HoiH|
WMHEE BEZLZENTELDT, WBEN LT —XLEL
fb7F—2DV a— FEOREHSEEL L & WS BET,
B 30 B Y P COERE S SR D AT E 2 E S (Accuracy)
TEAT — X DLW %2 iHET 5,
3.2.2 HRAK
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HEEEIRL Tl T RETH B, ARFFETIL, EFDOBEM
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LbNBEILEMET D, TDH, RFFETIE=ZARS [7]
S OH RO FEEZRAT 5, BAEKIZIEZ, ©7—4
EROWCHEESELZETVOF % F, BT —%
EHWCHEESELETVOF % F,,, 2BE, B4t
T2 DHMVEEZ LT DX TS 5,
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T X% 3.1 i TR 7z B o, BRI &
Autoencoder TH 5, ATFIZRETFEDOT IV ITY XL %R
., DT =Xty bE M, XTHlE 7 VT X LDEH
% f. TOWEHE -1 BEHETVI) AL%E A LT B,
G f 2 WTIRICHIE T — & Myequetion % L. BE#LT
NTY X AZFINT Myeguetion 2 ESZALL. Mg i
185, TORIZIRGTTHIE T VTV XLOMEE f~1 %
WTIHT — X ERCIRTBDELLT -2 M %2155, #
EFEOTIVTY X L% Algorithml 1Z5R7,

Algorithm 1 Anonymization algorithm

Require: dataset M, reduction algorithm f
M;cduction = f(M)

’

MT/'eduction = IA(MTedUCtiO’ﬂ)
— £—1
M = f (Mreduction)

return M

5. REREER

AETIE, AW TITR - 72 FEEROMERZ RS, EBRN
ik, 32fiTHLlREBY, BT -2 OLEML
EHRMZGHET 572 DERTH 5,

51 7—4%+&vk

AffZETld Otto Group DRGHT — Xy M EMAL 72,
/7N —=T1EZDTF =Xy bERF L. 2015 FI2E 5
OHF ) —%nHETEarRTF v a vl ZRBLTOY
%, ZDF—ZEX v MZIX 61,678 (HDORGHDERA IR X
NTWa, TNTNOEGT — X, ZHEHORD 93 D
B ZOEEB D EINERE ST T —OERTH
HENTWS, FEFIZI2DHTF T —DWTFNHIZHHE
IND, AR TIE, BRORREEZ XY YT 1 TRER
RS T, B e et - HRMOFNI %1775 - 72,

K1 kEALLET—&A~
Re-Identification Attack %
FfE L 72§D Accuracy
k 3 10 50 100
acc | 0.331 | 0.094 | 0.018 | 0.009

K2 Ap, fpea(M) TEHILLIZT — 2
Re-Identification Attack %
FEHE L 721D Accuracy

4 k 3 10 50 100
30 0.246 | 0.059 | 0.011 | 0.004
50 0.251 | 0.059 | 0.012 | 0.006
70 0.253 | 0.065 | 0.008 | 0.005
*1 Otto Group Product Classification Challenge

https://www.kaggle.com/c/otto-group-product
-classification-challenge

5.2 Effk

ARG TR o 72 FEBRTIE, EEOEBELLT — X %A/
U7z, BEFHEICIE, Rl 7LV T ) XL L EH/LT IV
TV ZLD 22007 NI ALRBEL RS, SEOFER
Tk, WITHIIE 7 )V TV A6z, ERS O (PCA). R
MERTFHE (LPP). Autoencoder @ 3 DD 7I)VI VY X L%
W7z, 26 3 DOWGTHIE T VT X bz ZhE N,
focar fipps fae ERFELT D, 05 3 DOWTTHI T )V T
DALITIA, BHFEFIETH 2175038 % fomy CTRILT
5, AVIFNDOFT =Kty M 93 IRTTORHHE THRE
INTWEH, RICHBE TV T X2 HWT, KL%
d = 30,50,70 [ZHIB L., BZET VT AL %EEHT 5,
BTV T XLTE k-ERE /0 X5 (8] 2w
T2o /ARG LIZ, T=RIZ /A X2MABIETT Y
X LA6T B2HMARFIETH D, REBRTIET 77 A0
Weo72/ 4 X e~ Lap(0,2¢?) 21545 Z & CEHALT
%, k-EALE ) A X GIEENTN Ay, Ay TRILT 5,
UTFDOERTIE, 267V X hiflAaGbE,
SIZEZLETNTY) ZLDNRST A=K k& ¢ 2L HE,
Tz 170tz AVIFLDTF—XEY b%2 M 2L,
REFHEOBEXT VI XL %E A f(M) &£ILT 5,

5.3 RMETM

ZEMOFTMTIE, R UZRIHIE T VTV XL e
EAAT VT AL zflAabETER L ZEALT —
REHAWDS, BELILT—R2OERIZHANZNNT A =&
k-E£LDEE. k= 3,510,100, / 1 AfF52B LT
X, HAEDEBZWTHIET VT ) ZALIZE>TIMA B R
E)ARXDNRT A —=RZPRIL L7280, £T7)VT) XALIZ
HUTHEEZIT o7, ThoDERINZELILT —
ZIZX LT, 3.2.1 fi T X7z Re-Identification Attack T
ML 7z, WOTHIK T L T ) XA WS, AV YV FL

R 3 Ap, fipp(M) TERHLLIZT— &
Re-Identification Attack %
FME L 720§D Accuracy

d k 3 10 50 100
30 0.081 | 0.005 | 0.003 | 0.003
50 0.146 | 0.020 | 0.001 | 0.001
70 0.210 | 0.029 | 0.004 | 0.001
R4 Ag, foe(M) TEZELZT—2A
Re-Identification Attack %
FEMi L 72D Accuracy
k
d 3 10 50 100
30 0.255 | 0.061 | 0.008 | 0.004
50 0.257 | 0.054 | 0.005 | 0.003
70 0.258 | 0.053 | 0.007 | 0.003
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i% 5 Ak, fnmf(M) Tg%f[ﬁbf:%—ﬂ’\
Re-Identification Attack %
FEfi L 72 I D Accuracy

k
3 10 50 100
d
30 0.261 | 0.061 | 0.012 | 0.007
50 0.253 | 0.062 | 0.008 | 0.006
70 0.255 | 0.055 | 0.007 | 0.007

R 6 Ay(M) CELZLLEZT—&A
Re-Identification Attack %
FEHE L 72D Accuracy
1) 2.5 3.5 4.5 5.5 6.5
acc | 0.529 | 0.163 | 0.075 | 0.03 | 0.015

RT Ay, foea(M) TEHILLEZT—2 A~
Re-Identification Attack %
FMi L 72D Accuracy

P ¢ 1.0 1.5 2.5 3.5
30 0.737 | 0.492 | 0.235 | 0.146
50 0.851 | 0.641 | 0.346 | 0.182
70 0.878 | 0.693 | 0.406 | 0.227

DF =Rty MIEZETIVIV X %ML A(M)
R B EHAiRE R AR 1 ISR T, kB ROTHIE T
VTV XL, ATFI R R E A G DR T Ak, foea(M).
Ak, fiop(M)y Ag, fae(M)y Ag, from (M) (233 % 3EATi#E
HrzrzhzhFk 2, K3, K4 KR5ITRT, £/, kocHl
BTN TV XL ETFFIRIRDINT A—R%E d=50 £ LT,
Exib 73D XLk &2 E 72D Re-Identification
Attack DFRIRD L EE 2 1ZRT, /1 AfF5 L IRIT
HIE T VTV XLz flabbE TERLZEALT — &
WZOWTHEREU&SICEe D, /1A AMFEDARE W
TEAMLUT — X OFHIi#E R EZR 6 (2. Ay, fpea(M).
Ay fiop(M)s Ap, fae(M)s Agy from (M) 1259 2 FFAHHE
Fx,FRKT7.K8 K9 K10ITRL~,
k-t e fAEHLE-T—XIZBE L T, 2 &0k
TCHIRT V2D XA %E WSS E I W5E
H, kEAOAZEHLZEALT -2 X0 EWgert
EHRATETWNB I NN 5, £, T BRITHIE
TNUTY XL L > TEHEMITHELR MIFT Z 0o
2o MEEBWEEMEMRIEL TWSDIFLPP 2 WE
AT =R TH BN, ZNF LPP OFfMED 2 5 A & —HE
BEERFTEAMEL EALD TV T Y X LITERIMED
HolzlzbEZoN3, /1 AXGLHAELELT—
ZIZBELUTIE, MAB /A RXDNATA—RE2RETE L
2k o T, BB BIT BERIZH B, RT%
H22, RIA=ZDOEINNI VI k-BALEID L
SR, RIRA—XDEERLIZKRELTEI LI
ko T#eMEBLTEHI LN TES,

R 8 Ay, fipp(M) TELLLEZT—& A~
Re-Identification Attack %
FEE L 721D Accuracy

d ¢ 0.001 | 0.003 | 0.005 0.01
30 0.336 | 0.087 | 0.032 | 0.006
50 0.699 | 0.303 | 0.096 | 0.019
70 0.933 | 0.632 | 0.257 | 0.054
0.25 1 — Ipp(d=50)

pca(d=50)
—— autoencoder(d=50)
—— nmf(d=50)

o °
= N
w o

=]
-
o

re_identification acc

©
o
@

0.00 -

T T T T T T
0 20 40 60 80 100
k

2 re-identification attack DKL=

5.4 BRI

BHMEOFHMG Tk, 5.3 M TRMiiL 2Lz EEL.,
FA#EDZ 2N EFEOEL(LT — X AL THKREZITS, £
T, R COELZHLT — &0 S REELHEDR, 0.1 BET
FAKMETH BELILT — X OHEHAMTMGERZR 1112
R, NTA—RIE, RIEEIE TV T X LB L T,
Fmethod—d TR U THB D, method W EIRITTHITFIZ AN T
VTV X L%, dIFRTHPEED T — R DL ERL TWH
%, BTV IT) ZLZBUTIE. Amethod—p Tl U
TEY. method IZBEZICHWAEZTVIY X L%, pliE
HALIZHWIZ N T A =X %R LT WD, £D S Accuracy,
F i, Precision, Recall DI CRITHIEZ T VT Y XL
EAAT N T) AL EMABDEREFIETERL ZE
AT = 2R OEREDRENZ LRGN b, TOZEh5,
T—R2DAEAMER - 72 FIRGCEMEHN T E BRTHIR T
VT ZLIE, ELALDTET D 2RI DWEN DRI &
LTEMTHEEEZ LN,

WRIZ, IRGTHIE T VTV AL & A 024 % et
T 578, WRTHE T VTV XL e k-EZAL. RoeHITE T
NIV XL ) A AN GEEMAGEDEZFIET, 22D
FKEDELT — 2 2 i U 72k 2R 12, & 131
BT, ZOFRERNS, T—ROBEBIKEL RSB X HIZIR
JLIEMEE T 5 PCAVERLT—XOEAMZE o7 %
FT—REELTIILICEHLTVWEEEZ LN,
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RO Ag, fae(M) TEALLZT =2~ BFEEBRERZITV., REFEVFKEOLRMET
Re-Identification Attack % HREMERENZ 2 2R U,
L7zRFD A = o - S L N ) S, >
R 1D Acouracy BEE COMAUE. EYHISE AT AL F — -
) ®l o1 | 03 | 05 | 10 S5 G TR (NEDO) OB EBOREE 5N
30 0.983 | 0.845 | 0.486 | 0.139 0T,
50 0.993 | 0.906 | 0.653 | 0.228
70 0.997 | 0.986 | 0.864 | 0.396 SE
[1]  A.Narayanan, V.Shmatikov, Robust de-anonymization
R 10 Ay, fams(M) TERZ{LLEZT—4A of large sparse datasets, In Proceedings of 2008 IEEE
Re-Identification Attack % Symposium on Security and Privacy(SP), 2008
i L 72 #¥D Accuracy [2] S.Latanya, k-a.nonymity: a model for protecting. pri-
vacy, International Journal of Uncertainty, Fuzziness
¢ 0.1 0.3 0.5 1.0 and Knowledge-based Systems, Volume 10, Issue 5,
d pp.557-570, 2002
30 0.431 | 0.067 | 0.014 | 0.003 [3] Charu C.Aggarwal, On k-Anonymity and the Curse of
50 0.613 | 0.098 | 0.021 | 0.002 Dimensionality, Proceedings of the 31st international
70 0.687 1 0.102 | 0.022 | 0.004 conference .on Yery large data ba.ses, 200.5 .
[4] X.He, P.Niyogi, Locally Preserving Projections, 16th
) B International Conference on Neural Information Pro-
+F 11 [FKEDOZ 2% FE OB T — X OF RS R Cessing Systerns7 2003
Dataset Accuracy | F measure | Precision | Recall [5] G.E.Hinton, R.R.Salakhutodinov, Reducing the Di-
Ap=10(M) 0.487 0.353 0.438 0.469 mensionality of Data with Neural Networks, Science,
Ag=10, fpea=70(M) 0.739 0.577 0.655 | 0.637 Vol313, 2006
Ap=3, fipp=30(M) 0.595 0.474 0.465 0.564 [6] Satoshi.Hasegawa, Ryo.Kikuchi, Shogo.Masaki,
Ag=10, fae=30(M) 0.594 0.399 0.446 0.498 Koki.Hamada, 175143 fif % FIFH U 72 HE SR k-[E 20 % 3%
Ap—10, famf—s0(M) 0.583 0.417 0.511 0.514 7= 3@t T — X AR, CSS,2016
Ag_a.s(M) 0.594 0.371 0.653 0.394 [7] Torpoaki.Mimoto, Shinsak.u..I.(iyomoto, Se.ria.Hidano,
Apss. Foraso(M) 0.747 0.6 0.702 0.608 A.n.lrban.Basu, Thfe P9351b111ty of Mat.rlx Decon}po—
" o oD 0571 e oaan 0516 sition as Anonymization and Evaluation for Time-
$=0.003, Jipp=50 - : : : sequence Data, Annual Conference on Privacy, Security
Ap=1.0, fae=30(M) 0.702 0.612 0.592 0.637 and Trust. 2018
As=0.3, frms=50(M) 0.545 0.326 0.529 0.355 8]  J.J.Kim, A method for limiting disclosure in microdata
based on random noise and transformation, in Proceed-
% 12 WEHIRT LIV XAz & 3 EAEOZLL ings of the section on survey research methods, Amer-
K-[E 4L ican Statistical Association, 1986
Dataset Accuracy | F measure | Precision | Recall
Ak=3, fpca=30(M) 0.733 0.581 0.6 0.637
Ap—s, fippero(M) 0.593 0.389 0.42 0.518
Ak=3, fae=30(M) 0.653 0.545 0.522 0.596
£ 18 WOLHIET VTV XL & 2 EHMEDZAL
) A RE
Dataset Accuracy | F measure | Precision | Recall
Ap=3.5, fpca=70(M) 0.733 0.614 0.764 0.608
Ag—0.005, fipp—r0(M) |  0.521 0.424 0.407 | 0.508
Ag=1.0, Fae=s0(M) 0.72 0.629 0.604 | 0.653
6. BbWIC
AR TIE, T — 2 DESZLOFET D 2K LD

WG B 7=, WOt T LT XL BT LT X
LEMAEDE B FEERE L, RTHIET VT X L
THIVIFNDT —RDOERME R > 72 £ £IRGCEM L 72
F—REEZHEL, FEEEHWTIRTEETT S LT,
FRAMEOBVEZLILT—X2ERTEIENTES, X5
I, BEEFEOTHINMEEL AT VT XL EMAED
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