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Hash chain computation models
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Abstract: With the spread of IoT devices, the number of devices with limited memory has increased. To
perform secure communication between IoT devices, if you have N users, you only need to have N keys.
However, in that case, the number of necessary keys becomes enormous as the number of users increases.
Therefore, hash chain aggregation (HCA) was devised by Kurihara as a lightweight and efficient mutual
authentication method. HCA is a method of assigning multiple hash values to each user and using them to
generate a common key. Each user needs to hold O(log N) hash values. However, in HCA, when multiple
people collide and attack, non-certifiers may be able to calculate a common key between authenticators.
Therefore, an HCA with an improved Kurihara’s HCA has been proposed, but this requires an increased
number of hash values for each user than the Kurihara’s HCA. In this paper, we propose a more general hash
chain aggregation that can express both hash chain aggregations, and describe the hash values necessary for
common key generation using a hash chain calculation model.
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