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Generalization of Query-based Order Revealing Encryption using
Symmetric Searchable Encryption

MASAYUKI YosHINO''®)  KEN NAGANUMAL2 NoBORU KUNHIRO®? HISAYOSHI SATO!

Abstract: The leakage of personal information and confidential information from companies and organiza-
tions are recorgnized as serious issues. In order to solve this problem, various cryptosystems that enable
processing with data encrypted have been researched. In this paper, we employ symmetric searchable en-
cryption that realizes perfect search of encrypted data to construct query type order revealing encryption for
encrypted range search. In general, symmetric searchable encryptions are equipped with high speed, thus
the order revealing encryptions based on the proposed configuration achive high speed as well.
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MD—>TH BIEFHRE =L, ZORMEMEIZEN S KH,
X DNEFAE 2 N 72 S EFRIT DS B OIRIR & 72 D X
V. EE, ZolEpEHRICER L, IEHFBSRES TR St
Uo7 — R Zffaes 2WENRE SN T WD [18]. KX
ik, AMV—=VNIZREINRE SRR A, BB CHH
RS DIEFBREREERED AHEREZMAGDLE S
ZXIZ& b, EXERERT S, flRIE, EREEELL -
T —REBEENATF UGG, FECEMIE 100 FEEE &
WS Wiz, eIz T —XEALOLEKRIZED,
EWHERTIUOFE X 2 #HEITE 5 (18]
BELI Nz T — X DR/ HER R S AR e U
T, ARAHISN5.
e Order Preserving Encryption (OPE) [1-3]
T =X R—=ZANDIEEL I Nz T — X [F L DK/ GER
ML L EUFHRCUIETES [1]. —FH, BEZ
NIz T = ZDKINPZEDE EITLDFEXDRNERLT
W3 78, JTTOEXHBHR T NPTV, LD Hgsik
AL, INEMET 5121, D L HAERKE
BOEXEMEET LI eI NTWS. £
X OPE 721 CIZ T2 OMBEVP#H L W2, il
7T 72 AR EHHT 2 H6EDRH 5.
e Order Revealing Encryption (ORE) [9,10,15]
OPE L 5720, Wb nizT — X DL OB
ZHVWSHATHS. ZOBAOBEIE, —Hizix
T—RAR—= 2T AAATEESE S, FHENIZIE
OPE L ARkDEF 2T 1 ThHb.
e Query-based Order Revealing Encryption (QORE)
[10,15]
QORE &, Ll 2HEHORS{LARNE ZRZY, g
Hizig{bahiz7—% (IR, W5 ) EIES)
LT —ARN—ZNDIEF LI NT—& (IR, WS
XENES) DADIEPARETH 5. T —XR—AN
DIEE X LD XK/NHEFE S ) 722 U CldNE
Thodd, HMIEP OB LB ZHRL PV,
AFETIX, HERBED? S DLEMZEH L, QORE O
HEREIRET B.

QORE (ZBAL T, WL 2D &fTii%End 5. [10] T
i, RV M) A—T5Y - AEERRE, %
NnEHAWZ QORE O EZRELTCWS. LrL,
FXEMFA b =2 Y OHBIEOFR E LT, KNBER

ZNZ, BEbT—2 g —2 oD R
BTCLED, WS tFalss LOFEENHS. [15] T
1%, B ORROAZRT S5 F 27 7% QORE %
FHT B FEERELTVED, —~HTHSXOY A XA
FREINIZEMUTL W, FHNTRZRW. £z, BiSX
DY A X&MNT 2 FIEBRELTEHD, Tz v
A, [10] [k, BEEEDSIRA VT D, WO HEN D S.

£ 1 QORE ETNVOERMARDLEN LT — XY 14X

| 10] 151 [15]-2  QOREggs
AL R S No No Yes Yes
WEXDY 1 X n [n/z]2% 27 n
e ZVDYFA X | n [n/xz] 1 n
(z <mn)

2. #fg

n KiDOIEADBBOES {ili € [0,n—1]Ai € Z} % [n]
THRT. EXEMEP=2" LEHTS. FXUpteP ik
pt = Z::ll pt;2t & 2 pt; THRYE, pt = (pty_1,...pto)
&9 5. FRRC, SEXTTY pgePH pg = (pgn_1,---Pq0)
9B, X pt LIEXTTY pg BENTNRESLL
T—REMES X ct, BEATTY g LILR. S XD
EX% ], MEXITYDEIE |cq &L, BEEERH
% Crp, BE{bos ) %EM%E Co £95. EREDceNIZ
F=o(1/A) B 2o & =, B F(N) % A 12D\ THES
AIRERAE L IS, N 258 B MR RERIE Z negl()),
ZIHA % poly(\) L EKT. H5HRDEEMEERD negl(N)
ThdLE, TOFELE MIDOVTHHTREE WS,

2.1 RRAEES

@ S N DMK AT BERE 5 (Symmetric Searchable En-
cryption : SSE) i&, BERK T T XL Gen, BEH/LT IV
Y X Enc, BEEI7TVERT IV TY XL Query, b
7N TV XL Cmp D 4 DDLIEARR 7L TV X L0
ELTERING, @i = HTh 5.

SSE = (Gen, Enc, Query, Cmp)

e Gen: ¥F¥aUT 4 NTA—KX NXeNzZASTEL, &
FI/ST A — R EFREYE sk 2 H 1T ZHERT VTV
N

SSE.Gen(\) — sk
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e Enc: MEHE sk L - pte PE AL L, WS ct
T BHERKT LT Y X A,

SSE.Enc(sk,pt) — ct

o Query: W& sk LIEX I/ T pge PR ATIEL, B
FLI LY cq BT HMEEH T LT XL (B L
<X, HERKT LTV XL) .

SSE.Query(sk,pq) — cq

o Cmp: W5 ct LIGHITY) cq ATTIEL, HEX
ct WAL Y cq EFELWI EZRTE L, 7203
BB 2RTMHE0ODWTNNEHIT SHEENT
NI XL,

SSE.Cmp(ct,cq) — 1 or 0

EFE 1. [SSEOQOTLMH] 2 TDpt € P, pg e PIZHL,
SSE = (Gen, Enc, Query, Cmp) PMXAZ AT 5 L &, SSE
etz dens.

L(pt # pq) (7272 L, WER 1 —negl(\))

SSE.Cmp(ct, cq) = i
{O(pt =pq) (z72L, ME1)

ZIZTANEFEF 2V T 48T A=K L&, sk < SSE.Gen()),
ct < SSE.Enc(sk, pt), cq < SSE.Query(sk,pq) &3 5.

WIZ SSEIZH T BREMETNEERT D.
&2 AROZEARM T VIV XL A= (A, A) IZ
X U, SSE=(Gen, Enc, Query, Cmp) MR RN % 5 9 5 I,
SSE I3 AN TH 5 £ W\, Secure SSE &L,

: 1
Advé‘ﬁA = Pr[Efp;gg;b =b| — 3| < negl(A)

ZIT, Bapia X1, be{0,1} 1ML, RO SIER
ENBT—LET 5.

ind—b .
E TPssE, A

sk <+ SSE.Gen(\);

(pt°, pt*, st) « AT (n);

b & {0,1}; ct® + SSE.Enc(sk, pt?);

b+ Ag’Q(ptO,ptl,ctb,n,st);
return o’

2T, st FWMER, £ BEROFEX pt iZx L,
SSE.Enc(sk, pt) (2 & D IS5 3 et &K% S % SSE W 51k

I INET B, F, QIFFEXITY pg iU T,
SSE.Query(sk,pq) [T X VIEH Lo TV ¢q #IRE T % SSE
BB ZVERA I VT 5. b, BRI %R
BT R, (pg,pt0, pt!) ORIWEDLRIXIRRA 272 T4
I35 Ed 5.

pt® = pg, pt' =pq

3. JIYVR—RADEFHTES

JiEf7BAmREE S (Order Revealing Encryption) &, ¥ —/3
MPHES AT O E FHMNE UTEE SN2, £Fa
VT« DB S Y — DS A £ D i & 5 24T
ABILFEEUL BV, AT, BE5XHALOEIX
METRR T, =P 5 OERIZE UK 5% ks
%27 Y R—ZAD|EF RIS QORE(Query-based Order
Revealing Encryption) (Z DWW TH#HET 5.

3.1 QORE EF /)

QORE I%, SR TNV TV XA Gen, WEELTILITD XL
Enc, BE L T VEKT NIV XL Query, ER7 LT
)X Cmp D 4 DDOLTHEARM 7N TV XLDHME LTE
HINng, LS R TH 5.

QORE = (Gen, Enc, Query, Cmp)

o Gen: ¥FaVF A NT A=K Ne N LHPH/NNT X —
ZneNZANEL, RNNTA—XEIBER sk %
HOT2RERK 7TV X A,

QORE.Gen(\,n) — sk

o Enc: MMEHE sk L - pt c PEASIE L, WS ct
EHITHMERATVTY X L.

QORE.Enc(sk, pt) — ct

o Query: &M sk LIEX I T pge PR ATIE L, B
T LY cq 2T DHENT VT XL (L L
<X, HERKTLITYZL) .

QORE.Query(sk, pq) — cq

o Cmp: B55 X ct LHEHILI TV cq Z ATTE L, BEHX
ct BHEFLT TV cq KOKRKEVWZ L ERTIEL FL
WIZ e EERTEO, /NIWZ EERTME -1 DWThn
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2T BHEER T LT X L.

QORE.Cmp(ct,cq) — 1,0 or — 1

% 3. [QURE DELM] 2 TD pt € P, pg € P ITH
L, QORE = (Gen, Enc, Query, Cmp) DA Z{HE T 2 & &,
QORE X FZE &M%~ d & v,

1(pt > pq) (7272 UHEZR 1 — negl(\))
O(pt = pq) (772 UHEE 1)
—1(pt < pq) (7=72 UHEER 1 — negl(N))

QORE.Cmp(ct, cq) =

ZIZT, AEEFa)T4 T A—& nlTH#ANT
A =X &L, sk<+ QORE.Gen(\,n), ct + QORE.Enc(sk,pt),
cq + QORE.Query(sk,pq) &5 5.

QORE (25 7V TV X LXMW DY, AES W55 DOFEHE
By 70 LA B 512 & 2 151k % QORE.Enc WIZENIT 5 Z
TR, RBIEET VI XL EMAD I ENTE S,
ARTIE, BibD7zo, H57LTY XALFEL.

RN ZIEAREME 7TV ITY L0 (-3 Uy, =N
S)T&kD, 2FMTO N AN Sogre = (U, S) BEHES N
5. Sqore 1, BANC—EREIESTTEERE T o — Xk,
EHEITTIHRT 2 —XDMPSHKD, &7 =2—XiH
\WT QORE D4 7 )L T Y X L (Gen, Enc, Query, Cmp) % U
FLIESITLDHEEERINS.

(1) U ¥ QORE.Gen (T & D MAEHE sk & REHNT A —&
BERT S, £z, BFANTIA-RIEXSITET.

(2) UBRZEHAMEDEXDES PT = {...,pt[i]...}
% AR P 2 o filiH, QORE.Enc 12 & D 53X
DEAGCT ={... ct[i]...} ZIEKT 5.

Qm U IZIESXOHES CT % S 12T

(1) URFEXZ T pg 2 FXZ2EM P » o HlH,
QORE.Query IZ X DG E b =Y cq ZIERK, S
I

(2) Sldecq & CTIZBTB2TOMEESLL DR
R {. .. QORE.Cmp(ct[i],cq)...} ZIEHKT 5.

(3) SWEAvFv A tHRHEROMDES

{...,(i,QO0RE.Cmp(ct[i],cq)) ...} & U IZYET.
- /

3.2 QORE ET/ILODEFa T4

QORE ETMIZHBWT, FIREINS Cmp DHIIE, KB
BV S X RN T A2BOET R Y MIkb, iz,
HBLUENMELESSXORNPHENRETH D, PDZED
ULEWEZNEEVLHHICRENRTH25E, WEHIX
BEXE2RDIZEBNTES., 2070, Cmp KSR
WENMBRENZ5 X5 2 DR HFREGE 2R\, QORE
FIVZB T B XDOLeN2ERT 5.

W5V % MY H—& U7 LA BE 72 s B X DA
R #EME X Furukawa 23 # L T\ 5 [10]. T4 % QORE E
TIVIZHERR U 72 B 5 X DI R 2 IRD L S ITEHRT 5.
E&F 4. TEOZHEARKM7 VTV XL A= (A, A) T
#} U, QORE=(Gen, Enc, Query, Cmp) XA % e 5 &
&, QORE XiMAINE#ETH 5 &\, ZD QORE % Secure
QORE & W3R,

. 1
AdvéA = Pr[ExpEggETi =b]— 3 < negl(\)

ZIT, Expgpa i, be {01} IR, MO L SI1TEH
ENBT—LeT 5.

ind—b .
Exp[JORE,.A :

sk + QORE.Gen(\,n);

(pt2, pt!, st) < AT S (n);

e {0,1}; ct® + QORE.Enc(sk, pt®);

b A‘;’Q(pto,ptl,ctb,n,st);
return o’

ZIZT, stlZNEER, EIXTEDEXL pt 1T L,
QORE.Enc(sk,pt) IZ & D W55 3 et Z23E% § % QORE M5
AT 70 ed5. £z, QIFEXTTY pglzxf LT,
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QORE.Query(sk,pq) IZ & V(L TV cq %3RE S 5 QORE
el TV ERAS 2NV ET S, b, AR %R
BT R, (pg,pt0, pt!) ORIWEDLRIFRA 272754
&9 5.

pt® < pq < pt' (1)

4. BIEFEOMRE

[10] & [15] TlX, ORE(Order Revealing Encryption)
DHARI 2 HEE 2 RS 5 & & B2, QORE DREKIED
BELTWS., LU, ZOKD Cmp i, ct & cq DR/
MRET D&, WHZEILL, KNEBROKEZE T
5. o T, WEX ct LWEHI Y cq D 1 [EODHIKE
WL, Cmp Z2FETT 5 SITIHA/NBOREIZE D, B
BX et EBEELT T g D EAIE Y MIHFESTH-72Z
&, BB (0,...,0,2,%,...,%) WS ITHmEIND. 72720
z e {-1,0,1}, * IRPHRMETH L. />T, cp & gD
FEHEDIRIE I N T L E > TV 5.

5. SSE %M U\/z- QORE O—f&HI#ER %

AETIE, SSE % H\ 7z QORE O — etk 2 d R %,

5.1 1RFEFE: QOREss:
S =M NG 5120, EXE1EY bTOH0EIL
AR E XSV XM S5NE, —
H, 1€y bADS#EN, BEXeEsts ) ik
HAVYy NEATHEINS 20, RETAHEHRENKE
BEYXFTWV»., 22T, bbb D QORE HEl D H: AU
AT D@D & L7z,
o BEXLIFEBLI T DY A XEMFIT E728, FEX
EEXZ TV E LYY FIOREE(LT S

o RAWBEHERMUZWVWES, EXEEXITVDOL
Yy bEREL, 5L EAEZR1IHOARN
EXA)

Z DHAMMRIZHDE, FEFL 72 QOREgge 2R 5.

B FIE T, HEBEERICMZ, SEXXEEXI YD
Yy MIBELHERINTLEY, HEXOZEMEIMETT
%, LWOMENRHL., ZOVYy MIBEZMET S0,
QOREggg Tld, EXEEXITVDOE Y MiIEZBET S
FHEERETS. UITEXE1EY NTOFE5LL, 20
EXDOE Y MiEES VXLV Yy 7NV LEET, BS

t95%. FXIZTVERAKIZT VX LR Yy TN%ELT
PoEET 5. U PolEXEEabr ) 2EI N
SIZiX, EXEEXIZTVDOE Y MIEDPBEI TV,
QOREgsg % #%)¥ 3" % (Gen,Enc, Query, Cmp) (Z 2\ Tk
N5,
o Gen: ¥XaUTANRTIA—RANEANTILTS.
(1) SSE.Gen(1*) — sk
(2) sk ERBEANTA—REHIITS
o Enc: REBE sk L P pt # AT LT 5.
(1) X% pt = (pta_1,...,pto) 7272L pt; € {0,1} &
5
(2) FVvRLE# T [n] = [n] ZEKT S
(3) ®TDicn T,
ct x(;) = SSE.Enc(sk, ptp_1...,pt;) ZatHT 2
(4) WEEX ct = (cty_1,...cty) ZHITT 5.
o Query: B sk, SEX I LY pg ASILT 5.
(1) FvRLE#r: [n] = [n] 2EKT S
(2) ®TDicn T,
(a) cqnx(;)+ = SSE.Query(sk,pgn_1...,pgq; +1) Z3&f
He5. 7272L pg; +1 € {1,2}
(b) ¢qr)— = SSE.Query(sk,pgn—1 ...
HeI 5. 7272UL pg; —1 € {-1,0}
(3) WSt TV cq = ((Cqm-1)4sCn-1)-);---
(cqos,cqo-)) ZHTIT 5.
o Cmp: W55 ct, WEBALT TV cq EATTIL T 5.
(1) i=n—-1&73.
(2) j=n—-1&75.
(a) SSE.Cmp(cti,cqj) =1 7201, —1 (pt <pq) %
whds
(b) SSE.Cmp(ct;,cq—) =1726IE, 1 (pt>pq) &
YA IR
(¢c) >0%451%, jZ2 135U, Step.(2)(a) NRES.
(3) i=0%61F, 0(pt=pq) Z2HIT3
(4) 1% 135 L, Step.(2) NES.

,pg; — 1) &5t

[e2M™] pt; = pg; +1 DL E, B RERER%
bk &, SSE.Cmp(ct;,cqjy) = 1 WL T 5. > T,
SSE.Cmp(ct, cqiy ) = 1 2 51X pt; > pg; LHWITES. 20D
& & pt >pg LHIHTE S (L5 T, QORE.Cmp iF 1 % 7).
[FI#RIZ, SSE.Cmp(ct;,cq;—) = 175 & (X MM AT REZRHER % bR
E pt; < pg; BRI TEDT, pt<pg LHWTES (&o
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T, QORE.Cmp I& —1 21 )]). RTD i€ [n], j€ [n] ITx
L T SSE.Cmp(ct;, cqj+) # 1 5> SSE.Cmp(cty, cq;—) #1 T
HBHOE, pt =pg TH5 (£->7T, QORE.Cmp 1X 0 %
).

QOREgsg @ Cmp 1%, T ¥ X LABEHUIZ K D X pt XX
TY pg DYy MIEDPEE ct LEESLT T cqg S/
EINTWwWd., {->T, W53 ct LTI T gD 1
B O ZEL, Cmp 2FEITT 5 S ITITR/NEBDOFERD
AN S IHREND., 272U, EXELIFEXIZVES
PEINTEZDHE, (x,...,%y,%,...,%) £721%(0,...,0)
BH—NSICHREINDG. 72720y e {-1,1}, x EAH
BETHD. Hf-oT, K/NHEL y DRLED AT 3,
F-EEEY MR TH -7 Z LAVHEFT 5.

6. &b

ARTHE, BT — X O—HRER % LB 5 Hmn
DHERFRERE ZIZEH L, T OMRREWHEN 5% FH W CHiH
MR & EH T % 7 ) MOEF AN 5 (Order Revealing
Encryption) 2 Z&ME T IV & HITER L. RIZ, HE
PS5 DR RERE 5 %2 W72 7 =) B OE/F B R g5 O

— IR R R Uz, — RIS, @i o MR T HER
FiREEEEREE LTED, RETIMREICEI W
Ny Fm i 5 @l 269 5.

SE X

[1]  AcrawaL, R., KIERNAN, J., SRIKANT, R., AND XU,
Y. Order-preserving encryption for numeric data. In
Proceedings of the ACM SIGMOD International Con-
ference on Management of Data (2004), ACM, pp. 563—
574.

[2] BOLDYREVA, A., CHENETTE, N., LEE, Y., AND
O’NEILL, A. Order-preserving symmetric encryption.
In Advances in Cryptology - EUROCRYPT 2009,
28th Annual International Conference on the Theory
and Applications of Cryptographic Techniques (2009),
vol. 5479 of Lecture Notes in Computer Science,
Springer, pp. 224-241.

[3] BOLDYREVA, A., CHENETTE, N., AND O’NEILL, A.
Order-preserving encryption revisited: Improved secu-
rity analysis and alternative solutions. In Advances in
Cryptology - CRYPTO 2011 - 31st Annual Cryptology
Conference (2011), vol. 6841 of Lecture Notes in Com-
puter Science, Springer, pp. 578-595.

[4] Cao, Z., Mao, C., Liu, L., KoNGg, W., AND WANG,
J. Analysis of one dynamic multi-keyword ranked search
scheme over encrypted cloud data. I. J. Network Secu-

[5]

(6]

8]

[10]

[11]

[12]

[13]

[14]

[17]

— 1216 —

rity 20, 4 (2018), 683-688.

CEsELLI, A., DAMIANI, E., DI VIMERCATI, S. D. C.,
JAJODIA, S., PARABOSCHI, S., AND SAMARATI, P.
Modeling and assessing inference exposure in encrypted
databases. ACM Trans. Inf. Syst. Secur. 8, 1 (2005),
119-152.

CHATTERJEE, S., AND DaAs, M. P. L. Property pre-
serving symmetric encryption revisited. In Advances in
Cryptology - ASIACRYPT 2015 - 21st International
Conference on the Theory and Application of Cryptol-
ogy and Information Security (2015), vol. 9453 of Lec-
ture Notes in Computer Science, Springer, pp. 658—-682.
CURTMOLA, R., GARAY, J., KAMARA, S., AND OSTRO-
VSKY, R. Searchable symmetric encryption: Improved
definitions and efficient constructions. In Proceedings of
the 13th ACM Conference on Computer and Commu-
nications Security (New York, NY, USA, 2006), CCS,
ACM, pp. 79-88.

Ding, Y., aND KLEIN, K. Model-driven application-
level encryption for the privacy of e-health data. In
ARES 2010, Fifth International Conference on Avail-
ability, Reliability and Security (2010), IEEE Computer
Society, pp. 341-346.

Furukawa, J. Request-based comparable encryption.
In 18th European Symposium on Research in Computer
Security (2013), vol. 8134 of Lecture Notes in Computer
Science, Springer, pp. 129-146.

FurukawA, J. Short comparable encryption. In Cryp-
tology and Network Security (2014), Springer, pp. 337—
352.

GoH, E. Secure indexes. TACR Cryptology ePrint
Archive (2003), 216.

HacicUmUs, H., IYER, B. R., L1, C., AND MEHRO-
TRA, S. Executing SQL over encrypted data in the
database-service-provider model. In Proceedings of the
2002 ACM SIGMOD International Conference on
Management of Data (2002), ACM, pp. 216-227.
HacicUmUs, H., MEHROTRA, S., AND IYER, B. R.
Providing database as a service. In Proceedings of the
18th International Conference on Data Engineering
(2002), IEEE Computer Society, pp. 29-38.

KAMARA, S.,; AND PAPAMANTHOU, C. Parallel and dy-
namic searchable symmetric encryption. In Financial
Cryptography and Data Security - 17th International
Conference (2013), vol. 7859 of Lecture Notes in Com-
puter Science, Springer, pp. 258-274.

Lewr, K., AND Wu, D. J. Order-revealing encryption:
New constructions, applications, and lower bounds. In
the 2016 ACM SIGSAC Conference on Computer and
Communications Security (2016), ACM, pp. 1167-1178.
Liu, H., WaNG, H., AND CHEN, Y. Ensuring data stor-
age security against frequency-based attacks in wireless
networks. In Distributed Computing in Sensor Systems
(2010), vol. 6131 of Lecture Notes in Computer Science,
Springer.

Lu, W., VARNA, A. L., AND Wu, M. Security analy-



(18]

(19]

20]

21]

(22]

sis for privacy preserving search of multimedia. In 17th
International Conference on Image Processing (2010),
IEEE, pp. 2093-2096.

NAvEED, M., KAMARA, S., AND WRIGHT, C. V.
Inference attacks on property-preserving encrypted
databases. In Proceedings of the 22nd ACM SIGSAC
Conference on Computer and Communications Secu-
rity, Denver, CO, USA, October 12-16, 2015 (2015),
ACM, pp. 644-655.

PANDEY, O., AND ROUSELAKIS, Y. Property preserving
symmetric encryption. In Advances in Cryptology - EU-
ROCRYPT 2012 - 31st Annual International Confer-
ence on the Theory and Applications of Cryptographic
Techniques, Cambridge, UK, April 15-19, 2012. Pro-
ceedings (2012), vol. 7237 of Lecture Notes in Computer
Science, Springer, pp. 375-391.

Pora, R. A., REDFIELD, C. M. S., ZELDOVICH, N.,
AND BALAKRISHNAN, H. Cryptdb: Processing queries
on an encrypted database. ACM Communications 55, 9
(Sept. 2012), 103-111.

Emily Shen, Elaine Shi, and Brent Waters. Predicate
Privacy in Encryption Systems. In TCC, volume 5444 of
LNCS, pages 457-473. Springer, 2009.

TANG, Q. Privacy preserving mapping schemes support-
ing comparison. In Proceedings of the 2nd ACM Cloud
Computing Security Workshop (2010), A. Perrig and
R. Sion, Eds., ACM, pp. 53-58.

—1217—



