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A Study for Weak Post-Compromise Security on ID Based Key
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Abstract: When a user using a tamper resistance device such as SIM to store his secret key securely, an
adversary can do any calculation using the secret key if the adversary can get access right to use the tamper
resistance device. Gordon et al propose Weak Post-Compromise Security (wPCS) which is the security model
after adversary gets an access right of a tamper resistance device. On the key exchange protocol that has
wPCS, the current key change is still secure if an adversary once had an access right to use the secret key in
the tamper resistance device in the past and lost it. In this paper, we estimate the significance of wPCS in the
use case of ID Based Key Exchange. Then, we propose Weak Post-Compromise Security for ID Based Key
Exchange (id-wPCS). We also propose the example of ID Based Key Exchange Protocol that has id-wPCS.
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ET5. FrlyVy =37 — LAOBRINITHEE VRS,
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Game0
FVIFNITr =L T 5.
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i EgEO Y b REEFARSTE, ZORERIZMK
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2T O A VBN, YY)V IEEE TPM A
TIT5FHIZE Y, id-wPCS %27~ 3HERL 7=,
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