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A study of web pages distributing Android applications
shared in Twitter and consideration of a detecting method

TAKAO MiMURAL:®)

Kazuo MakisHiMA!  Kazuki IwaMoTO!

Abstract: There are a large number of applications that are developed for Android OS. Although they are
generally distributed via Google Play, the official application store, those apps can be distributed directly on
the Internet. There are, however, reports on the direct distribution of apps with malicious behavior. Our
previous study gathered and examined information about Android apps that were shared in Twitter, one
of the social network services accepting anonymities, and showed that the use of the apps shared there had
a certain risk. In this paper, we investigate web pages distributing Android apps that have been obtained
from Twitter and evaluate classifiers that use features extracted from the pages in order to detect ones that
distribute malicious apps.
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Android 12X 2 EHELRFZFRDO—DL LT, 77V &L
THEAAINZ VT =7 HEITSNS. Android 7 7Y
1%, APK (Android PacKage) XD 7 7 AV ThH D,
D 7Y — NIk D FRICES T S Z ENHEETH B DY,
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EMREEEZITS 7 7Y ORGEFERESI LTV [5].
ZTDD, BT 7 ORADX Y o — KEIET
5ZriE, ¥FaVTq Lk, BUTHAS.

% DRATIIZR[6) Tld, Y=Y ¥ Lry hT—2H%—¥
A (SNS) O—2T&H 5 Twitter IZDWT, VA —hrENL
THEHRLEINS APK BT 20 &217\», TDOFEEE
W Uz, BiAEHREOIRI B L RO L 2GR
LT, VirusTotal IZ& % 7 7 1 IVRETHRA I 15 APK
LM T 5T A NOGFEEME L. 61T, ¥—F
N=T43—=7v s LTINS APKIZ—FEDY A2
PIFEL, BOEWICEEPBETHDL I 2R LT,

Twitter TIFHRILE I N/ APK 22— D1 VA b —
NI BE, TOMBPKLRSFY X EUTFTDOL SIS,
9, 2—YIEY 1 — bAD APK (ZFET % 56\ i %
B, BENBHURL 22V v 295, RIZ, #RIhiz
DT R=VDNEEMER L%, APKOURL%Z2V v
LA vu—KN%2175. ZLT, ¥ura—RInsk
APK #¥iK ETHE, 1 VA=V 7okt 2 %2HBT 5.

EREYFUATIE, VA—bPUzTR=Y, URL &
Wo ZZIHHIEE A BT 5. 2 s E LEMZ APK 12
K Th 572513, ERMOBLENTRELEEZZSNS.

AT, 77V 2EHTE0 2 TR=VOHERITV,
BT ) AR T B R— U ERRAT B FEEME,
fliL7z. BAF, 2 FE Tl Twitter 2» 5 DT — XUVEIZ DN
THHAT S, 3BECTIRHFAEHT AT —XE Yy MZDWVWTHR
5. 4 ETIEHMAIFEL LOERERIZOVWTHRRS, 5
FETIE3HE, AZEDHIB L UOEREITS. 6 =ZTIXEENT
FIZDVWTHBRSE, BRI, TETEHATOE LDEITS.

2. Twitter ZFIH L 7= APK IX&

A f& T &, Public Streaming API[7] (track sta-
tuses/filter, F¥—7 — K “apk”) % fH\\T Twitter (%
INBTFAL (VA—1F) BXUOEEEINS URL 1YL
£LU, YFEURL 2DV v kizE&ENS URL 225 2
VTUYERG LR, BEa YT YTl HTML 238
ENB70, LTFORMFIZETART ST 71)0% APK
& UTHIHL 2.

e ZIP 74—~<v hThH5D
e classes.dex ¥ & AndroidManifest.xml DFEAE
e META-INF/ DMFAE

FRFMEICL ST - 2NHEZ 2017 F 6 H 22 H» 5
201945 H 26 HIZWIFTEMUAZ. APK 77 1)L L
T 86,761 28 L, VirusTotal File Report (FR) [8] %
FIH AT RE 72 66,996 1% AfECTORFEN L (BAF, 7%
v b APK) & LU7-.

T—2Z+t v b APK IZX9 % VirusTotal FR Tl&, R#

R 1 FHiiT—&&y - OE

HH 4
APK # (EEEEE) | 66,972 (32,016)
APK filfi URL 86,981
TR AR—Y 100,597
WA —h 127,598

HIWS 34,972 (52.2%) £, MEIEC 1 DA EAS 32,024 (47.8%)
HTHo7z (K1), %AFHE 6] DT —%t v h APK &
W UTH, RMED - AR A EOEIE ORI K E 72
ZALIER STV, 2L, REEA 10 BAEE %5
DEFa) T4 R RIZAEHREPRBEI N TS APK I

DWTIE, BATHIZETIE 545, 1.6%TH-72DIZxtL,
$?—ﬁhvbAH&@i3M4# 5.3% & & 0 mH

HENTWA., VirusTotal FR TOMEI L IX, K+
VF 4 RYZAPWA—=PIZH U TCEETRETREALRLT
WBEHDTH D, PAT, AKRETIEMRAIED 1 L ED APK
ZHEERE APK 2P,

T—X+Ev b APK O AROESMHEIZ DWTIE, INEE
HARIAYE N 2017 426 A & 2019 4E 5 A 2R &, H/NT 1,150
£ (201849 H) » oK T 4,645 4 (2017410 A) &
BRIZ R S5 0%, Mk APK A A ST w3
EEMHERIN TS (] 2). BEREAPKOHEIGELT
I, 2019 £E 4 HIZEIED 20% L RWEUES RO B D, &
RIIZIZ 40 225 60%FEE THR T2 EBZRLTW5.

3. T—4%tvh

3.1 BE

ARG OBIHIE PN TIX, APKIZY > 2 X7z URL »E
BYA4—bIhdr—R3EFEIDRL, 37THD APK IZ
B9 % 43 £ URL OADHERINTVWS. ThLAND
APK il URL iZ2WTlE, Vv okoarvsFoVitgs
NTW7z. BUF, APKIZV > 27 X7z URL % APK Bdfi
URL, APKiif/s URL 2887 = 7 R—=V 2T 72 AR—
JEYIER (H 3).

8, HITP 727 ATiX, VXA L 27 Mz &k b Hlo
URL ~"DEBRHET LI DS, EER APK O X
oa— REHNCEL TS0V XRTIE, EHEDXA
SVTRINANR=D) I ERIV Y ITEHHTHD. TDI-
®, V&A1 Lo bFEERTO APK Fiifi URL Z2{#HA L 7-.

DR omETcik, APK Fidfi URL 25E#HY 1 — MZEF
NTHH, TI7RAR=IUDBERTER W APK 24T
5. FF—&ty bER 1IZRT. H5 APK MWERO
URL TR X NS Z & HH 578, APK Filfi URL $
APK LD Z L moTWdB., /2, ZHUz kb, Fidko
37T HIZIZBRA I NN APK 235 5 Z L IZEE I .
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# of Detections per APK

1 VirusTotal File Report iZ &% APK AN

HTTP
APK _—
() — = #

At

TIRAN— APK
HTTP+U #4 L2 b

B3 727kaxar—vY¥ APK [iifi URL

3.2 APK % URL
3.2.1 bMYTFLRILRALSY-IP T RLR

Bl 5 APK & B3 APK (2D2W T, APK fiifi
URLD by 7L RVRA1 Y (BUF, TLD), BLUCIP 7
FUADOHELZEA - F2HEEL U-BEREZH 4,
52/, 7272, bHLIP 7 RVATHREINA
219 ® URL {Z2W T, MU TLD Z)V—7& L TWw
5. F7-, HELI—RIZDOWTIE, 20194E8 HIZ KA1V
DEBIFRZT, BURIZHEII L7 2,361 O IP 7 KL A
XY 218 % MaxMind GeolP[9] & FH\WTHUE L 7=.

Fifs APK #& ByEE APK OE| &2 & A CHHES I
Honws, TLD B&LUPE# - N2E#L T2,
HiE APK Q#EIEPRECELR-T WD, 28, fifi APK
B (10 BAF) 056, ZER APK #14250.0 % 1.0
Vo BEE o TWED, ZHIEY YTV S
WERT 3 EZ5N5.

g R OAPK # & A & W TLD & UL T
i, .o, .co, .org, .info, .in A%, {K\ TLD & L T
X, .jp, .moe, .ai, .br, .de DEEINT V5.

E4 a3 — R DWW, B APK 028 100 282 %
J— ATk, EERE APK OFEM 0.2 25 0.5 208U
TW3H, NL (X7 V&) TiX092 EE0WHiiEzZxRL T
W3, Zhik, NL ik, ZERE APK EI&27EFEICE»
T TVEAEY 1 FDRAS VBEREENTVWEHTH
5. ZORAA VI, NL2EOK 8% % HDHT 5.

EHIP 7 KL ATHEZINT W APK ElAfF URL 122
WTIE, R APK #4513 38.8% TH - 7.
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3.2.2 FQDN

APK fig#i URL @ FQDN Z## > U T, Flfi APK #(&
FHE APK OEEOBBER 6 1I2R7T. 215D URL
IZHBT 5 FQDN & LTIE, IP 7 KL AN HEBEEE X
NTVWEEDEEDT, 2,571 TH 7. FQDN HlIZ R
% LM APK & EEE APK O#[&IFkEIES5D0
TWBA, ZhoDIEIZIEFE A CHBIZR S i,
&bH% < APK %35 FQDN Tl, 8,418 {0l
PHERINT WA, EER APK OEIGIE 7.1% & K WE
Br7zoT\Wb., ZOFQDN T, ARANTOT 7V %
HEAMAT2LINTED, HEHMEN—HZEEZOND.
—7%, BT APK %A L, BHh D, EEE APK
DEEMN 50% % B A %5 FQDN BEBRA I TWS. Z
nNoid, 1 vE&—2v hETT Y 2GS EY— RKS—
TADI—=TY NTHDBELEZONTWVS.

3.3 7UOEAR—=Y
TORAR=YDaAVT YL, HIMLEATHS. T
DAVTVYRODERIFL LT, Tz T R=YDAXR
BHEEET H-DIZHAINS, HTML @ meta X 72
HHUZ, AZERO—HlE LTIE, BREBEZ VY VT
WET DV T R=VMEERTLTHDD 5.
ZITIHMEN G L UT, neta X 7 DJEMIT title,
description, keyword D\W§ N% GLAMMBIREI N
TWAHBEIZ, content BIEIZIRE SN2, kG
T5IETXES AR LTz,
B U 72 3BT DWW T, language-detection[10] & FW
BN & HEE U7z, language-detection (&, ISO 639-1
THEINDEHEI—NE2HETE701 77V THD. 5
FEHEE DRERER 2 1R T. BRBZVWHESEI— NI,
en TH Y BERD 77.8% % HHTWS. WIZLWHERIK, X
FHRZEINTVWARWEEGZED, language-detection
MEEHEIZRB LT —ATH 5. TN, id, es,
tr e &, AL 10 MEHTRAERD 99.2% % HHOTWD. 74
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AT

o

correlation =

s

5 fiifi APK & 293 APK #& 0B (E42— 1K)
*® 3 VA — boftE S

gk | S3a—F | S iS¢ Ha B
1 en English 88,667 | 69.5% | 69.5%
2 SW Swahili 6,995 5.5% 75.0%
3 id Indonesian 4,767 3.7% | 78.7%
4 CHAR®E) | - 3,491 2.7% | 81.4%
5 de German 3,415 2.7% | 84.1%
6 pt Portuguese | 2,286 1.8% | 85.9%
7 es Spanish 2,086 1.6% | 87.5%
8 ja Japanese 1,473 1.2% | 88.7%
9 sV Swedish 1,230 1.0% 89.7%
10 ar Arabic 1,193 0.9% 90.6%

4 Fif APK #(& Z0ER APK BI& OB (by LRIV AA V)
P
g
6 filfi APK #(& Z:E APK #l& OB (FQDN)
% 2 HTML meta & 27 XFF OHEE S 5ER
gk, | SfEa—F | 5§ 5 HE S
1 en English 78,304 | 77.8% | 77.8%
o | iR | - 11,631 | 11.6% | 89.4%
3 id Indonesian 5,549 5.5% 94.9%
4 es Spanish 991 1.0% | 95.9%
5 tr Turkish 794 0.8% 96.7%
6 de German 738 0.7% | 97.4%
7 pt Portuguese 689 0.7% | 98.1%
8 fr French 530 0.5% | 98.6%
9 ar Arabic 377 0.4% | 99.0%
10 fa Persian 174 0.2% 99.2%
B, jall20TE, 19FHIMAELTWS (H836).
34 YA—+h
VA — MZE, SEBICIGU THRAT 140 XF 7213 280

X?@%#XFT—&#aiM5uu
language-detection 12 & 3 SFEHEE DGR E2 R 3 1TRT.
BELZWHESHEI—RIE, en THOLMAED 710%% 5
TWa. TNLABEE, sw, id, HHIARA, de i &, kAL
10 FEET2MRD 90.6% % HHT WS
Twitter D2 —H & LTI, AARIZET S22 -V DHE
MN2H/FHIZENZ EAREINTVWEA12], jallDWVT

1, 8BHIZMBELTWS. ZHiE, ABTOF—RIE
OXHE L TF—T— RIZ “apk” & FIFEELTWEZ L
NS, HRGEDOADY 1 — MINENEIE LT 0B D
EDBERD—DEEEZSNSD.

4. MEFE

AREZETIE, MAIFHEELLT, 3SECTCRLET 05
ORI, DEBADOREEOMAHIE, 8L,
FEAMSEERIZ DWW TR R B, 43 %8R & LT Support Vector
Machine (SVM) 7L IV XLZFALTEY, FDFEE
& UTCTLIBSVM[13] #fIH L7z, #1—3)ViZlE, RBF 71—
IV EIRELZ.

4.1 HEAZNI
ARDOF—X+¥y b APK T, VirusTotal FR TO#
HBUIZEDWTEFEZ APK 2 €& L TW5. FHE APK
w2 5 A (Positive Class), LA/ D APK % [&:
275 A (Negative Class) & UT T XA %2475 7.

4.2 R[¥EHE
FMEOm&ST (MMF, ¥—

e APK [iffi URL

B2V —2A) LA FITRTY.

o TIURAR=Y (33 HDFMHTXFH %)
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x4 RFEEOMAGDENAZ—V

HR | APKEAE URL | 722 AR=Y | V1 —b | KiED

RTEE
#1 v 89,273
#2 v v 116,350
#3 v v 104,283
#4 v v v 125,580
e YVA—h

INO6DT—RY —ARSEELERICH LT, T
DB EEHT % 2 & TR E L 21T 5 7=,
FE 2 MORHEL
(1) BEINEZTFFAMIDOWT, EEBTFO T % 5
HE LT h—2 Iz 0E

(2) BEIZEDEKSINEZE -7 ITHLT, X
FIVIEEMB. AT IVIDOEEL LTI, go-
porterstemmer[15] % F]H

—flE U T, AJIfHIZ https://wuw.example.com/
apks/Awesome-New-Game-Mod-v1.2.3.apk % 5 X 72 85
&, MAOINBRHEIIUATDOLS127205.

http,wwwexampl, ,com apk

awesom new,game mod, ;v1,2,3 ,apk

4.3 ¥R

R U 7R E % LIBSVM ~AD AN & T 5728, SVM-
light[14] DT — X 7+ —< v MIEH L. 117H—D
DIMEIFZT AT —RITHISE L, SEEHITEE T XL
(Positive Class +1, Negative Class -1) (222 % ftl) THF
MR T 5. BEEITIETO 21 & 7 58K
ZEDLTTCHE, Tl TEeNRT 5MEEza0Y (0)
THfE LA TEET S, BEEICHET5Ee LT,
GFHEERTZO1E2RETS. 72720, —ELHM»HHLAR
WIRERIZ O WTIE, AT 5.

FiiE %2R 4 Ol ICHAG DY, DEBEEEL .
BT, ZOREEOMAGLEEZNENAFAN LIEER.

4.4 FHmEEAE
MUFOREE AT, SEEOMIETS.
TP +TN
A — X
ceuracy TP ITN T FP I EN )
.. TP
Precision = TP EP @)
TP
Recall = TPTFN 3)
F — measure = 2 x Precision x Recall @

Precision + Recall

x5 ZVy FY—FILXOPELENLN—NT A—&

ViE:N Cost Gamma

#1 | log,3.0 | log, —5.0
#2 log, 9.0 | logy, —11.0
#3 log, 1.0 | log, —3.0
#4 log, 7.0 | logy —11.0

TP BLU TN IZDWTIE, s I X, BikE7 7 A0
EULSBHEHINHHTHY, FP B LU FN IZ[f#E->T
SEINMEERT. (D) &, f8EERZSWT, EL
KHFEINEEEEZRT. (2) 1, BELSEINZT—
2IZBVWT, ELLSFHIENZEEEZRT. (3) 1%, Bk
IADT —RIZDOWT, IEULSGEHEINEEEZRT.
(4) 1%, Precision & Recall DFFIEYITH 5.

4.5 FHE=ERR
4.5.1 NAIR—=/)XFA—%

SVM THWABNA N—=8F X=X &RET 5728, LIB-
SVM IZRfHD 7Y v RY—F 2475V —)b (grid.py) %
FAWTRT A — X PR EFT > 72, 10,000 fF 5 DE4 T — &
ERRIZETLTED, RELZNANTA—X %K 5IZRT.
4.5.2 ZREWREE

FERROFAM 24T S 728D, REMGE (k=5) 12X biTo7z
ERRERZR 6 121”7 . AEERTIE, F-measure 12X 57
flilz BT, APK #lilfi URL © A% WS HMAEHEH R
#1HBERWERE o7, VA — b EHWS HRAS,
TOZRAR=VDIAVTFUYEHAWDSHRH#2 BEHE, £
TORMEZHAWS HR#4 PREBENEE L 225 72,
4.5.3 HF—IL KT Nk

RHEMGEEHET, S—NV K7 Y METOFMEERZ E
T, 2RO TH D 43490 2T —2 L LT
FAEL, ROD 43491 2T AT —X & L7z,

FEEEER (R6) LTI, KEMGEEFAKIZ, RO
RWIEIZ AL, #3, #2, #4 2ko7-.

5. ER

i)

EERTIX, 3HHEORMEZHAS O - EBIIT
% F-measure 12 & BFHMIZ & D, RWEMRGETIX 82.1%0 5
87.1%, F—I K77 METIX 80.1%2 5 85.0% &\ 5 B
A S0, B APK Ofigfi URL ORENZ —E DR
BWRHDZ RSN, UL, REMREE, m—ILK
TUMNEESIZ, AT AIREBEORMBEEZEYTI L TH
EWMET TR o72, AR T, "=V K7D hE
TOEBRIZBEWTHOHEBIZ L 2 FHINEL {73, FP
FZEFN &R0z TF AT =& (UF, FHEKT R
T—R&) OONiRERERT.

BHACTEETEFMERT AN T —ZONM%E 712
AT, PHIEHRT A b TF— 2 ORI 11,491 TH B, Z
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x 6 NDHHOFMRER (CV : REMGEE, HO : A—ILFT U MEK)

Accuracy Precision Recall F-measure
ViE:N (A% HO (0AY HO (0AY HO Ccv HO
#1 87.1% | 86.5% | 87.3% | 86.3% | 86.9% | 83.7% | 87.1% | 85.0%
#2 82.4% | 82.2% | 82.1% | 80.6% | 83.0% | 80.3% | 82.5% | 80.4%
#3 84.8% | 84.4% | 84.8% | 83.5% | 84.9% | 82.0% | 84.9% | 82.8%
#4 81.9% | 82.0% | 81.5% | 80.9% | 82.6% | 79.3% | 82.1% | 80.1%

Method #2 Method #3

836 950

180

335 414

Method #1
Method #2
Method #3
Method #4

221 1184

760 817
3179

384 1247
270 569

Method #1 145 Method #4

7 BHXNTEET L FHUERET AT — KON

KT FRUERETA TR EMOSATELL FHlTEEE

AR #1 #2 #3 #4
#1 - 26.6% | 30.9% | 29.0%
#2 | 44.5% - 38.5% | 20.3%
#3 | 402% | 29.8% - 25.6%
#4 | 46.8% | 21.0% | 35.5% -

D535, JIT9HFEDOT AN TF—=RIZDOVWTIE, ®TOAN
TELLFHTERdh o7z, FHRSLTTRET S FHI%
e LT, ZNEh 760 25 950 HREE L HER & Nvrz.

HEAFRTOFRERBT AN T —=RIZOWT, MDFAFR
TIRIELL FHlENEEZR TIIRT. £HATBWT
o DR ONED, ARHALIZDODVWTIE, FHILKT
AN TF—=XDEY 20% %MD FRTIFELL FHITEZZ
EERT. ZhE, DEBTETIVICEME IS REEDE
WiZE D, EULLKH#BTCELT AN T —X0NBREZ L%
~LUTW5,

—fRIZ, NAR T TV INT A =X ED URL Hk%E
FlX, Yz 7Y 1 bOFRFHPHEMAEINS CMS (Content
Management System) (&> TKE HE225. APK AR
D%\ FQDN 129 2 FHIKMT A b7 — X DEG
2% 8I1TRT. HHH a) R b) T, AR#1ICHRTHR
#2 X3 OFUEIME T UKEE O LA R S h-—F, HE
h) CTIHBUEPKIFIZ ERUBEMETL TV, Zhig,
AR DRFREDEWZ L D EL < #ATE RN EIT
52 %L TW5.

APK Fid6 URL OREDE W & BB 2 EET 5720,
NAETTVNT A= ZDMABAPKE L HRIRS 2DOD
FQDN 2% & U AR#1 12 & 2 PHIEEROKAR 9

IZRY. ZZTIE, URL 2B S APK EH O HEA A
RKELMESTH S, APKERVHIT 5 FQDN T, fid
EURL DRAIT TV [ EBONDEXTHINEENT NS
(fl = /7/Skype\%20Lite-1.15.0.28121-release.apk).
APK E#AMHI L 2\ FQDN T, FifZ URL O3S 2%
WIZEEETHY, 2TIVNRTA—ROANEIT 5L
AL oT WD (i : /wp-content/themes/APKM [**x]
/download.php?id=337833). Hi#& ® FQDN Thifi & 1
5T ARNT—RIIT 2 FHKEERTIE, B) BLU(6) 12k
DEHEINS FPR, FNR 22N 14.7%, 51%& 7% -
TH D, Positive, Negative ND/NT » AD R WK IEHRE
NTWb. —J, %ED FQDN TlE, THEEEIT Positive
D1M%ERE, £T Negative TH-o72z. ZHuUl &b, FPR
1 0.0%, FNR 1% 99.8% & 72 0, M 2K\ F-measure 1
PEEEINZ., ZOY A b THRAFE IS APK OBENZ X
MU TWERWIZ ERRINT VWS,

FP
FP+TN

FN
FN+TP (©)

UEXD, AFROBRMTFETIE, EER APK OR/(E
URL OMANZ —EDREMNH S Z &, APK /g URL ©
MGz RERMELZILZ L, o, HEEIZT 2
TAR=T VA — MElAAEDLE S Z L THRAT RN
REETDHEVRYFCE L2 RSN, 7L,
RN AR 12DV TIE, WEDBELRKETH 5.

FPR(FalsePositiveRate) = (5)

FNR(FalseNegativeRate) =

HHE

AREORBEIE, XFHERETEIETER L M—
I VBN THERINS., V=T VR BBEO—FlE LT
T IVEWH BN, APKEME URL, 727 ®AR—=Y, VY
A= PFDOVWTNTHHETEZLDHE. T—XY—AIZ
BEFEFZEEHL CHAT2HEEOHZE 8 ITmT.
APK [iif§ URL TlXEA OREENLHE SN TNWBHDIT
WHUT, T7¥AR=Y, VA1 —bMZ, FEEBD MM
N TH Y, ERTIEIGIEITN TN 48.4%, 31%L
EWEBIETH - 72,

B O/EIZDONT, Bllio X)L 2HHE Y U Ek %
% 10 1Z/”8 9. APK fg URL T, ZhlliAhoT—%
V=AW B, RigBHET IV TOEEDI XS
BHZ DR W L RS NZF D, OREMEL LA
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% 8 FQDN MOFHIRKT A 7 —2DEE

EN
FQDN % s | #1 42 43 4

a) | www.apkm[***].com 6,441 | 6.8% 6.5% 5.8% 6.8%

b) | webservices.apt[***].com | 2,943 | 0.4% 0.2% 0.2% 0.2%

c) | www.medi[***].com 2,184 | 13.1% | 17.3% | 12.9% | 15.4%

d) | download.devi[***].com 1,744 | 7.1% 7.1% 6.1% 8.4%

e) | dl3.ap[***].org 1,444 | 8.9% | 11.8% | 82% | 11.2%

f) | sirius.andro[***].com 1,358 | 10.2% | 12.2% | 11.0% | 12.1%

g) | dl3.uap[***].com 1,237 | 13.3% | 15.3% | 11.6% | 15.4%

h) | sl.re[***].com 1,146 | 12.4% | 34.7% | 33.5% | 35.7%

D) | d12.ap[***].org 1,139 | 83% | 9.2% | 6.7% | 10.5%

j) | dl2.uap[***].com 1,117 | 8.6% | 11.5% | 7.6% | 12.0%

& 9 APK fif§ URL OREIC £ 5 AH#1 O 7 IO Hi
APK 1% Tl RS

FQDN % (BEEEE) Positive | Negative | F-measure | FPR | FNR
d12.uap[***].com 1,117 (63.5%) 733 384 93.3% 14.7% | 5.1%
www.apkm[***].com | 6,441 (6.8%) 1 6,440 0.5% 0.0% | 99.8%

Distro. URLs
Access pages
677 21297
70786
13224
5780
1586
9230
Twests

K8 £#T—XY—AWERT ZRHBEDOERD M

® 10 BT RV EREEL URMEOREDOH S

LSEE 55 3@ | Negative | Positive
APK fg URL | 89,273 9.5% 46.1% 44.4%
TIRAR=Y 43,978 | 35.7% 27.8% 36.5%
VA — b 29,820 | 26.5% 32.9% 40.7%
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TR T 5 HAGE & LIZIE ST E RV, SR
WNEL LT I7RAR=—VEIVTY A — MZDOWTIE, &
FEL T I NS LFFINKRE S & DT WD, FlAIEH
KREEARZBED T — R e WO 5H, WREREMITIZ X 50
ERBRTIBENDD.

TORAR=Y (BREEUFENRT T EHEH)
AROT—X ¥ v MTlE, EXFESHZTEIRLUEMER

APK 2[5 EZO6NBET 7 AR—VUDNHERI N
TW5. HTML Ofsd e LT, #ifka 7o Y SIFIER
DY =T R=IUhSGRMAAER, B APK DAEZTD
R=YDRRAL U6 Xyva— KI5 MAaLR->T
W7z, meta X ZIZIFBWAHREINTWEDr 72, Th
5DV 7 R=Vk, BfiTd APK #2&X v ra—FR, 1
VARN—NWEREED, T4y YU ZHNTHHEIATY
LEMEINTWS., TR, REZVIYVRHTDT
X A%ERBTELEENL WD, neta X T IZERM
HEINTVWEREVWEEZOSND.

F7z, EEEOEML APK DT 72 AR=V L LT, Uz
TR=VDFa)TF1REZTOEHROYA MEEEHN
TWe., Zhid, BT 7)) OFEZ2EREE T 5720
APK #idfg URL OMEAER % Twitter THRE L7722 212 cl:
DTF—Xty MIEENEEZOND.
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eEZNBET =N, T —RIZ8H:, FAMNTF—X
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FQDN %% /8 2RI 2 X FH BRI I N2 72, [EL
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N5, BOREENBEIC LD AREELRD 5.
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7. FEHESEDRE

AFETIE, Twitter THEHILA TN S APK IZDWT,
i URL ®7 7 AR—=Y DI 2IT\, BIER APK O
HERNFHWRY TRV R A1 FQDN BWEET S Z
EERBESMZUE. £/, APK liidfi URL ®7 7 A~R—
UV, VA — oMU EREEEZAWT SVMIZ L 57
MM AL, FEMSZERIC & B APK O URL ©
AN —EDRPH B BRIz,

SHOMEE LTI, MAKEOR EXZET NS, £
3, ARONMHEETIIHEH L TOWARWERIZOWT, B
BYUCOMATNE2RET 5. #lRndTse, EHI—F
ZihedO LT 5 Geo IP [HH®, 7272 AX—TYD HTML 2
VIFUVIZEEND neta X T UNDERLETH D, I
2, TRV —ADEWERBEICKIEE 5 1A% R
A5, AKHRTIE, A—b—2 VA UR#®EZ LTk
OB, TRV —AEXBT S IZLBHHEBAD
WMBETRNT S, FLT, INSOREEOREXHAL
OEEFMTZ LT, MAITFHEOREEL2XS.

BEE OARMRRIE, ENLAFRRIFSIE NG BB G SRR D
ZEREHTE TWeb WA BYBCE G SR AR D FEAGIZ 19V 72 A 5%
FAFE) OBRO—HTT. T2z gkkic, %<
L ET.

SE
1]  “Google Play, Developer Policy Center”,

https://play.google.com/intl/en/about/
developer-content-policy/

[2]  “Supported locations for distribution to Google Play
users”,  https://support.google.com/googleplay/
android-developer/table/3541286

Android”,

[3] “Amazon Appstore for https://www.

(6]

[7]

8]
[9]
[10]

[11]

[12]

[17]

[18]

[19]

— 11556 —

amazon.com/androidapp

“Fortnite”, http://fortnite.com/android
YOOI B IO K D”) https://www.ipa.go.jp/
security/anshin/mgdayori20181129.html

ZROBER, B HIEE, AR —K. V—YylEx v b
7 — 27 THAEIND Android 77V I —3 3 v DFEREH
#H., OVEa2—REFaV T4 URIT L 2018 X
#,2018(2),113-120

“Filter realtime Tweets”, https://developer.
twitter.com/en/docs/tweets/filter-realtime/
api-reference/post-statuses-filter

“VirusTotal Public API v2.0”, https://www.
virustotal.com/en/documentation/public-api/

“MaxMind, GeolP2”, https://dev.maxmind.com/
geoip/

“langdetect”, https://github.com/Mimino666/
langdetect

“Tweeting Made Easier”, https://blog.twitter.
com/official/en_us/topics/product/2017/
tweetingmadeeasier.html

“Leading countries based on number of Twitter users
as of July 2019 (in millions)”, https://www.statista.
com/statistics/242606/number-of-active-twitter
-users-in-selected-countries/

Chih-Chung Chang and Chih-Jen Lin. 2011. LIBSVM: A
library for support vector machines. ACM Trans. Intell.
Syst. Technol. 2, 3, Article 27 (May 2011), 27 pages.
“SVMlight”, http://svmlight.joachims.org
“go-porterstemmer”
go-porterstemmer
B —ER, OKH BoR, IWHE B, 2 YERBESHIC XS
RIG Exploit Kit O EHABIH & REFZE izt U T2
BRI, 2o a—XEeFaVTa T URI YL 218 5
X 2018(2),1154-1161

A, BRE RRIA, MHE A, EORRE RS R, R
b R, <FH EM, URL EHRRB B4R & 2 8@
ERMPIECET I —E8. 2 a—KREeFa)Fq
T URYY L2015 FCEE,2015(3),242-249 (2015-10-14)
£, BL W, UK B AR . BEXIOBENM: URL e
FLLU 2R2 > URL oK. ava—X&Fal
T4 Y EIY L 2014 HHE,2014(2),1-8 (2014-10-15)
PR UK, R Bk, Rig Exploit Kit % F]H U 7z Drive
by Download HZBIZH 1T 5 HEFlL. ava—&*%
Fa V7Y VRYY L 2018 iwxXHE,2018(2),327-332
D.Halwar, Jyoti, Kadam, Sandeep, Desale, Vrushali.
(2015). Detection of Suspicious URL in Social Network-
ing Site Twitter: Survey Paper. International Journal of
Computer Applications. 110. 6-8. 10.5120/19334-0688.
T.Takahashi, T.Ban, T.Mimura, K.Nakao, ”Fine-
Grained Risk Level Quantification Schemes based on
APK Metadata,” The 22nd International Conference
on Neural Information Processing, 663 - 673, Springer,
November, 2015.

https://github.com/reiver/



