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Abstract: Recently, digital forensics, methods of scientific investigation for digital devices, become more
important. Because of a rapid growth in smartphone popularity, we encounter the challenges of developing
smartphone forensic techniques.

There are various smartphone security researches concerning improving application security. While less re-
searchs are about digital forensics, however, Some recent researches leverage existing security researches of
Android apps for digital forensics.

Data encryption is one of the major challenges of digital forensics. In such cases, the development of decryp-
tion method is essential. In this paper, we study analysis methods of crypto API usages on Android apps,
using an existing static analysis framework for security vetting of Android apps.

Keywords: Android, Static Analysis, Crypto API, Digital Forensics

1. LIS

T mmT

National Police Agency, Japan
2 RS A RN SR Al

Institute of Industrial Science, The University of Tokyo
) sumita@post.cyberpolice.go.jp

b)  kanta@iis.u-tokyo.ac.jp

© 2019 Information Processing Society of Japan

RV AVRAT— T & VITREI N B EREEFEEED
IR =TT R L, 2D & D i RE SR RIS I A
RIZBHDEHRS>TWS, BIZAT—FT7 5 VIZOWTIHE
EIRFRRNCE XL, R AERIIN S ENGELXY IV %

— 1130 —



EEZRIE o TWS (1.

InsEHREER 2 OB TEREICREI NI HER
X, BREEFICBVWTEEREBRIIUI 25505 5.
FDED, HATEOTFIRL - 751 v Vv 7 I3
BRGSO T 2R 2R ERMIPEEN I T E
W, FROEETEAY= NI A VIIR/TBETFIRIL - T
LyYy 7 OBBEMEDIEFICEE > TWV5.

INETDARY—bMT7 5 VIZHET B LT, 77
Vr—varvpeXal) T4 2R DL 0WIBEANG, K
IZ Android 7 7V 7 — ¥ 3 ¥ DN FIEIZET 2R
BATHD (2], [3], TN5EDHUTIZIIFEDEE L U TN
AT 27877 0% —BIZRAALTVWEH0EH
% 4], [5. £, METHZIOLS5RTOS I L%FAL,
Android 7 7V 7 — ¥ a v O & 4T > TEERIEHRIME
FEINDGEHEHSIPICITEIET, TYXL - TxL YV
Uy ZITERTAMEL DN TNS [6], [7]. 215 D
FANZBWTIIHEROREGT, bbb T 71NV %kE
ETHZez2HFEL L, Android 7 7V r— 3 VO
FffizEHLTWS.

DX IEROBEFLHIZRET I LT VXL -
TALV VY ZICBIIBRRERPFED 1 DTHBEH, J
DHEL LT, T—EPBEINTHREINDIGEE~D
ML HIT oD, FIZIEROBFEHIHHLZL LT
H, Tho OBERPIEG AL - WHTERVWIE TR
FENTWNRETIZNL - 75 L v Iy 7 DEBEL IR D 15
EMHTHE. FDOLILHEIITLT, INETOWE
TREZENDOT TV r—v a VvEIZ AFIZ X 5HE LT
W, BT TV =2 a v THHINTVWAREAREZHS
P B Z L THALTE 8], [9], [10].

AfETl, kbh—@WpdneLc, 77V r—vayv
NTED X S IZIEBL API BFIHI N T WA 02 HET 5
FHEIZOWTHETT 5. 2 E TOWSET Android 7 7Y
T—arvolEElt APLORMIZERH Lz DL LTI,
FHDY, TibbReMEDEWFIHHEZ SR L THE
ELUTOWARLWRZRAIT 230 [11), [12] Bd 20, FUX
WV T x LTy ZIZERT 2720121385k APT O &K
PR RINZB S 2MZT 2 RERH L. TD720, AR
TS APTICBI U T & 0 GEM 2R AT 2 47 - 7= R AR
DFEIZDWT, BFORMRET 7V — LT — 2 Z21EHL
=R AT, FIAREZASCTE S Z L 2RT 5.

AROBBIILATDE B THS. 2T Android 7
TV =g VOERNBREHIZDOWTHAT 5. 5 3
TSk API O FiE 2 MG L. 2 4 B CHGT L 72 f#
WFEOERETS. mEIZ, B TRz LR,

2. Android 77VU4s—>av

AT ONL L LT WS Android 7 7V 7 — 3
VIZDOWT, KEiCTZOERARN L E RS, F7z,

£ 1 APK 7 71 )LD
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byte[] plaintext = ...;

KeyGenerator keygen = KeyGenerator.getInstance("AES");

keygen.init(256);

SecretKey key = keygen.generateKey/();

Cipher cipher = Cipher.getInstance("AES/CBC/
PKCSSPADDING");

cipher.init(Cipher. ENCRYPT_MODE, key);

byte[] ciphertext = cipher.doFinal(plaintext);

byte][] iv = cipher.getIV();
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String initialVector = "ThisIsMyInitVect";

byte[] iVec = initialVector.getBytes();

IvParameterSpec ivParamSpec = new IvParameterSpec(
iVec);
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Table 2 Target Crypto API Methods

Target API Method

Method Description

Cipher getInstance(String)
Cipher getInstance(String, String)

Cipher getInstance(String, Provider)

Returns a Cipher object

void init(int, Key)
void init(int, Key, SecureRandom)

void init(int, Key, AlgorithmParameters)

void init(int, Key, AlgorithmParameters, SecureRandom)

void init(int, Key, AlgorithmParameterSpec)

void init(int, Key, AlgorithmParameterSpec, SecureRandom)

Initialize the Cipher object

% 3 Cipher 75 ADAY v RDOB[$EERT S API DAY v K
Table 3 API Methods that generate variables in Cipher class

API Class API Method

Method Description

javax.crypto.spec.SecretKeySpec

void <init>(byte[], String)
void <init>(byte[], int, int, String)

Key Definition

javax.crypto.spec.PBEKeySpec void <init>(char[], byte[], int)

void <init>(char[])

void <init>(char[], bytel[l, int, int)

Key Definition

javax.crypto.spec.PBEParameterSpec

void <init>(bytel[], int)

void <init>(byte[], int, AlgorithmParameterSpec)

Key Definition

javax.crypto.spec.IvParameterSpec
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void <init>(byte[])
void <init>(bytell, int, int)

IV Definition
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Ljavax/crypto/Cipher; .init: (ILjava/security/Key;)V -> _SINK_ 2

Ljavax/crypto/spec/SecretKeySpec; .<init>: ( [BLjava/lang/String;)V CRYPTO_FUNCTION -> _SOURCE_
Ljavax/crypto/spec/SecretKeySpec; .<init>: ([BIILjava/lang/String;)V CRYPTO_FUNCTION -> _SOURCE_
Ljavax/crypto/spec/PBEKeySpec; .<init>: ([C)V CRYPTO_FUNCTION -> _SOURCE_
Ljavax/crypto/spec/PBEKeySpec; .<init>: ([C[BI)V CRYPTO_FUNCTION -> _SOURCE_
Ljavax/crypto/spec/PBEKeySpec; .<init>: ([C[BII)V CRYPTO_FUNCTION -> _SOURCE_
Ljavax/crypto/spec/PBEParameterSpec;.<init>: ([BI)V CRYPTO_FUNCTION -> _SOURCE_
Ljavax/crypto/spec/PBEParameterSpec;.<init>: ([BILjava/security/spec/AlgorithmParameterSpec;)V CRYPTO_FUNCTION -> _SOURCE_
Ljavax/crypto/spec/IvParameterSpec;.<init>: ([B)V CRYPTO_FUNCTION -> _SOURCE_
Ljavax/crypto/spec/IvParameterSpec;.<init>: ([BII)V CRYPTO_FUNCTION -> _SOURCE_

Ljavax/crypto/Cipher;.init: (ILjava/security/Key;Ljava/security/SecureRandom;)V -> _SINK_ 2

Ljavax/crypto/Cipher; .init: (ILjava/security/Key;Ljava/security/AlgorithnParameters;)V -> _SINK_ 2|3

Ljavax/crypto/Cipher; .init: (ILjava/security/Key;Ljava/security/AlgorithnParameters;Ljava/security/SecureRandom;)V -> _SINK_ 2|3
Ljavax/crypto/Cipher; .init: (ILjava/security/Key;Ljava/security/spec/AlgorithnParameterSpec;)V -> _SINK_ 2|3

Ljavax/crypto/Cipher; . init: (ILjava/security/Key;Ljava/security/spec/AlgorithnParameterSpec;Ljava/security/SecureRandom;)V —> _SINK_ 2|3

1 T4 Y MEFOZODIZEE L7z Source & U Sink

Fig. 1 Souce and Sink definition for taint analysis
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