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Anomaly Detection of Network Traffic Using CNN
and Threat Information Extraction from Anomaly Traffic
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Abstract: Recently, damages due to cyber attacks have occurred frequently, and immidiate and effective
measures for cybersecurity are urgently needed by government agencies and companies. For effective mea-
sures to prevent such threats, it is necessary to accurately grasp in advance what kind of threats are actually
approaching. This research proposes the method which enables to detect suspicious network traffic by CNN
trained with malicious and unmalicious network traffic image data and to provide useful threat information
about cyber attacks which are coming. Actually the suspicious network traffic was detected by CNN trained
with gathered malicious and unmalicious network traffic, and more, threat information which was likely to
be related to attacks was extracted from suspicious network traffic.
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Fig. 1 Proposed Framework
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FYRNT—=TNT T4 v 0%DLIIHAN—REIZET S
BB G ® % HH$ 57 Intelligence (1 7YYV RA) 7,
WAL EERE S IO nEE2RTEEE 2R
3 3”Scoring (AIT7 VYY) ", BElEHREENLULE
T EER D A% R FHE ICEAE T 2” Warning (B) "D 4 D
D7 z—AhoiERIN5.

2. BEEMRE
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LT3 2. ZoF#FEIzLS L, 2008 fELARTIX, Moore
5, Park 5, Nguyen ©, Haffner 5, Williams 5, Erman
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FEBIZE S Vo 2 BEN D DD, EHDB Z L IZEEET
H5.

WA, *y N7 =2 N7 1w I HRITHEMEE, R
Za—=I0W2xy N7 =2 2RV FENLELEHINTY
5. AWETIE, CNNZHWTRXAY NI —=2 T T 1
I DRERMET, 51T, TONTI T4 v ITF—R%
LIz, VAN —WBRIZET 2 EHRBEEERE ML,
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Fig. 2 Imaging process
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3.1 Anomaly Detection

3.1.1 =3

NS 74w bREN S T4 v 7DMHED NS T4
IF—XENEL, T—ZFEy b2 LTHED. X7 v b
Xy 7 FYREITEIVEIE L PCAP 7 7 1 V%, TCP
£/-3UDP DIy a vy I itHE L TIHREFET S, 2
ZTWwd [axzyvay) WSk, (ETIP T RL
A, BEIHR— MRS, RERIP 7 FUX, #EFEF-1
Fe, WETONIND 5D (5-tuple) B —ET 5 —HD
NRTy "EDOZ & THB. 6T, Xy hOIP T RV
2% HIRT 5.

12D PCAP 7 7 A NW%EINAF 1) & UTHidAH, ASCIL
d— RIZEHL T 2RThSNZ L, ZD 2 Rthds] % ik
IZAEBT 5. mHifRiX, Bicubic Z{f > T KT -I3HE/NL,
Mt e £12 256 12725 K5I8 T 5. FHE 2 RoThHNIZ
ZHL, 2K% 255 THREL T, CNNIZANTES &S
IZEMT 5. MEXER 2 12K

WIZ, B 3ITRTEIBRETNVEMET S, MEL-T
FIZHEGERT -2 %2 AL TEEIES. filLEZE
T ERONTEA (weights) T— X E2RFLTHE, XK
HNZ 74y 7HEOBIZHRHHATES LS IZLTHL.
3.1.2 HE
FRZL->THONLZETIVEEAT—XZHFALT,
BUWNEELOHEETS. FEOBERAKOTIET, 15
5N7- PCAP 7 7 A VAT — XIZEHL, CNNIZA
HUTHEZES.

3.2 Intelligence

Anomaly Detection ® & THEME L HEI N~ b T
T4w I T—8ho, EREREZM>T, 74 —7—
Va v THEONEXFHE, TUT 7Ry bvEK L TW
BHEEROXFHIX®, IP T RV A, FASVHERLGN
LXFH R T 5. 51z, M LEXFH %, SMHRD
T—RR—ZATHHEL, &0iFMRERENET 5.

4., EE

PETFIETHIT 727 Anomaly Detection” & 7 Intelligence”
IZ2OWT, 2Tk,

140255525995408

input: (None, 256, 256, 1)
output: | (None, 254, 254, 32)

conv2d_5: Conv2D

input: | (None, 254, 254, 32)

max_pooling2d_5: MaxPooling2D
output: | (None, 127, 127, 32)

input: | (None, 127, 127, 32)
output: | (None, 125, 125, 64)

conv2d_6: Conv2D

input: | (None, 125, 125, 64)
output: (None, 62, 62, 64)

max_pooling2d_6: MaxPooling2D

input: | (None, 62, 62, 64)
output: | (None, 60, 60, 128)

conv2d_7: Conv2D

Y

input: | (None, 60, 60, 128)

max_pooling2d_7: MaxPooling2D
output: | (None, 30, 30, 128)

input: | (None, 30, 30, 128)

conv2d_8: Conv2D
output: | (None, 28, 28, 128)

input: | (None, 28, 28, 128)
output: | (None, 14, 14, 128)

max_pooling2d_8: MaxPooling2D

input: | (None, 14, 14, 128)
output: (None, 25088)

flatten_2: Flatten

input: | (None, 25088)

dense_3: Dense
output: | (None, 512)

input: | (Nomne, 512)

dense_4: Dense
output: | (None, 10)

3 CNN EFIVEEEX
Fig. 3 CNN Model

4.1 ETRE
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VT Bb. Google Colaboratory 1%, 58222 70 NTH
f7&N 5 Jupyter / — N Ty 7BRETH S, REFRET,
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1 FHULEE
Table 1 Machines for practice

VM Google Colaboratory i~ v
OS CentOS 7.3 Ubuntu 18.04.2 LTS CentOS 7.6
CPU Intel Xeon E5 Intel Xeon Intel Xeon E3
RAM | 62GB 12GB 32GB
GPU | — Tesla K80 —
& 2 CONN OFEIMHHALEZT—XEy b
Table 2 Dataset for CNN Training
Train Test
7500 &l 2500 {&
Malicious Unmalicious Malicious Unmalicious
3750 il 3750 fii 1250 1 1250 fi
MTA SUN Mine Others MTA SUN Mine Others
1875 fifl | 1875 { | 1875 M | 1875 | 625 { | 625 il | 625 fli | 625 {@#

4.2 Anomaly Detection

HHLAET—XEy FOWGRELTRER 208D TH
5. 75 % FEEMD Train 7—X &y T, 25 %WT A
MHD Test 7—X 2y beoTWwb, BHENT 71y
7 ®DF—& & LT, Malware-Traffic-Analysis.net CHEff X
NTWBEIYNVY T M7 74w 2%88 PCAP 771V
(MTA T —%&v b)) &, RERBENESRY hT—2T
FYyIFY LTI 714y (SUNT—XEY ) 25
CPCAP 77 A VEMHLE. RIENS 74 v oDT—
2 LT, 2y MY —7 4 yOHEGHEROLX Y b T —2
FI774v20%Fy T7F ¥ UTHRIEL PCAP 7 7 ()L
(Mine 7—& v &) Z2HL 7. BiE»BEEIOHEIL,
ProtectWise DX F a2V 57« F— L TH % 401TRG D
TE#R [13] 2252, "Emerging Threats Suricata ruleset”
%@ U 7z Suricata [14] 2> T{T > 7. %%, Others
T—XEv X, MTA & SUN @ 5%, Suricata O¥E
OBIZRMTHB L HEINZT —XHTH 5. Google
Colaboratory DEHE T, Keras [15] Z{#-> T CNN DE T )L
ZREFE U7z, CNN OFE itz B 4 127”9, "accuracy”
MIEMER, "loss" WK TH 3. ERLBROHERE2D
LIz, TRy 72100 L5 LI2T 5.

4.3 Intelligence

FETHBLHELZ PCAP O s, EIZEHKEZ
o T URL®IP 7 RV AR EDXFH 2ME L, Zh%z
DT — XA XN—ZDMEBEF —7 — F & U THEEERDOM
REfTD VAT LEWET S, IMBDT -2 R=22L LT,
TGRS ZERRE A BEF L, OSS & L TR L 72 EXIST
(A N—BEEREN T AT L) [16] ®, Google iZE %
FAHUZ. 43, EXIST i& Docker % > THEEE L 7=,

10

0.8

06 —— accuracy
val_acc

— loss

0.4 — wal_loss

0.0
D 0 20 60 80 100
Epochs

Accuracy / loss

4 CNN O
Fig. 4 Learning curve of CNN

£ 3 CNN OFHZHEALAET—ZE Yy b
Table 3 Dataset for CNN Evaluation

Valid
5000 fi

Malicious Unmalicious
2500 i 2500 i
MTA SUN Mine Other
1250 f#l | 1250 fd | 1250 fl | 1250 i

5. il
5.1 Anomaly Detection
5.1.1 %

AR DL TR %2475 .

(FEB 1) #HHAOT— X L AXHNCFHEHO 7 — & % 4
BU, ONNIZT—&% AJILT, CNN BEARDOMEED T
Z2175.

(EEBR2) HELEZT—XZtEy bTlERW, EROSRY
F7—=2 b 574w 0 %F vy TF v L7 PCAP 2w,
CNNIZ LB ARERA Y hT =2 bT 71 v 7 OBRARE
% SIS 5.

5.1.2 FHEi#ER

Train, Test 7— Xty b ZIFHNCHELZ, &R 3 IR
9 Valid 7—&ty bEMHHALT, £l Z2iTo%. Z0D
FEREZR 412587, Accuracy (IEfE3R), Precision (&
%), Recall (FFHHE) OHIZZNZ N True Positive, True
Negative, False Positive, False Negative Df% & £1Z, L
TOHBRZEHNTHEH L.

4 B TP+ TN
CuraY = TP Y TN+ FP+ FN
Precision — TP
recision — 7TP + FP
TP
Recall = ———_
= TPFFN

RBIRTERUKEDORY b =2 5T 14w 27 &N
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£ 4 CNN OFFfi
Table 4 CNN Evaluation

TP TN FP FN
3417(46.6%) 3253(44.3%) 375(5.1%) 290(4.0%)
Accuracy Precision Recall
90.9% 90.1% 92.2%

x5 FEBR2 CHAL RS
Table 5 Simulated attacks for Experiment 2

ALY = WEOFEE
TCP SYN Port Scan
Nmap
UDP Port Scan
. vsftpd 2.3.4 Backdoor
Metasploit

WordPress Admin Shell Upload

* 6 HEBEOMIE
Table 6 Detection Rate of Simulated attacks

WO D FESH 2 TP FN B

TCP SYN Port Scan 65535 63778 1757  97.3%

UDP Port Scan 131246 127638 3608 97.3%
vsftpd 2.3.4 Backdoor 4 4 0 100%
WP Admin Shell Upload 18 14 4 77.8%

B5 BHENT 71y o 0fER
Fig. 5 probability of being Malicious Traffic

T, FER2%27-o7-. 2OHiR%E2% 6, B 5, K 6I1IRT.
£ 6%, WEOHEBEI L OBMIMEREZRLTVWS. K5I,
CNN ¥ L7z, %y NI =T T T4y 7R EMETH
L%z, 7oy bLEbDTHS. X 61%, HBLILE
T714v I DEREEOHEERL TV,

5.2 Intelligence

5.2.1 FH@AE

BYEDOXY VT =T N T T4y 2 OHR S XEFIOH
H, ZEBROMZEZT, YO XS aERi Mt s ns
PRGES 5.

5.2.2 FHM#ESR
AZERNHBINESXY NV -7 THFy TFr Lz vy b

m00-01
mQ01-02

0.2~0.3
m03-04
m(0.4~05

0.5~0.6
W (0.6~07

0.7~0.8
m08-09
m09-10

M6 HLWELS 71y 0B EOHEG
Fig. 6 Percentage of Simulated attacks

F 7 HhE N SCFEM
Table 7 Sample of Extracted Strings

community.sicherhei

aYLogin incorrectlogin:
Nordrhein Westfalenl
myip
Cookie: mstshash=
* /bin/busybox iDdosYou
shell:rm /data/local/tmp/dlr;
rm /data/local/tmp/bin;
rm /data/local/tmp/adb

msftncsi

http://ocsp.digicert.com0B
1J@Vul
Lhmac-sha2-256,hmac-sha2-512,
hmac-shal,hmac-shal-96,
hmac-md5,hmac-md5-96,none
2DOWNGRD

.conexant@

whoami

nsldigitalocean
hunt57596
(hodukubat

7—2 8774w 2®D5%, Anomaly Detection IZ &> T
TETHBEHEINZAY NT—F T T v 7 2HV
T, XFH O Z T >72. 72F, False Positive & False
Negative l&d L — R A ZIZEWVWERIZH D, 2y U —
7%F 2T 4IIHBITBRAMAITI, False Negative &
DI KMMA 572012 H 5FEE D False Positive % AT 5
BEhRL ., ZOVATACBWTEZTNNLEZ L WEH
Z, SEiE—H#lE LT, Anomaly Detection T CNN IZ
LERERNT T4 v JMRAOEMEME L 0.4 ITREL 72,
M E N XTI DMl ER TIZRT.

X 50z, I N XFHNTDWT, Google IER* EX-
IST ZFIH L TBIEHEROMBEZIT o7z, MERHERD S b,
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xR 8 BN WMRERER
Table 8 Search Results of Threat Information

RER 75 Google #%&  EXIST
/bin/busybox iDdosYou 11 ff —
Cookie:mstshash= 94 {4 —
myip 100 14 1
ttnet 101 1 {4
(ho4uku6at 50 —

http://myipcheck121.pro/enter.php

IP Address 217.107.3453

Domain

URL http://myipcheck121.pro/enter.php
Date 2019-07-28 14:10:10

Source CyberCrime Tracker

Description sTDS

Referrer https:/icybercrime-tracker.netindex.php
CountryCode

7 "myip” EXIST MZEiER
Fig. 7 Search Result of "myip” on EXIST

http://bottnet.site90.com/PHP/index.php?p=Login

IP Address 31.170.162.223

Domain

URL hitp://botinet.site90.com/PHP/index.php?p=Login
Date 2019-07-28 14:10:11

Source CyberCrime Tracker

Description Warbot

Referrer hitps:/fcybercrime-tracker.netindex.php
CountryCode

8 7ttnet” EXIST #MFH5H
Fig. 8 Search Result of "ttnet” on EXIST

BEBERTHDUREELRDHEL DK 8IZRT. Google
MROFEROMHHITIE, BEEDRVEDEEEINT VS,
P, "myip” & ttnet” &\ D SUFFIA, EXIST DN
RTHEYLZEDD, MEHEE (7, 8) ZffiRT 5
Y, BEURERE B o T\,

6. EE

%9, Anomaly Detection IZ2WTIE, 4 D@D, #
MEEELSZ DD, 0% LOKEET, RHMTEI VT
7. BB EBRY NI —2 NI T 0w 2 RFEHALEZGES

TH, BIAEDAY NI =T 5T 4 v 0 %2BMETH S
CHIET B LD TE/720, CNN 2o TARE R LY b
T—0 o714 v 7% RATEHI LI, FRETH S & HEH
b, LeL, BOBED 55, WordPress Admin Shell
Upload DMEIRLNH £ D &< Ano72DI%, T DREN
HTTP POST AV vy R&fHT 578, IEHF4 POST &
DYIFIVHE L o7z Z ERFRTH D L FEAOND. 5t
&, ATy beRTRERL, BRI TV 5 avEoR
A1u—NIZEHT 5 Z LT, DPI O &S Rl kasiay
BB EeFEZ 5. CNNIZBHL T, @FE %2195
SR D & % Dropout JEDE T ILADBIR, L OEEDE
WF—Xty NORAREICE>T, MiEEZHEIEIR
WrbsdeEZONS. £z, SHEIXCNN 2 ML 7223,
Lopez-Martin & DFik 8] D & 12, WRHT—X%2HD
Z 2N TE B RNN % CNN &HlAaGHE7 CRNN % F]H
THILIE-T, LOAHALGRREZRD LN TESHH
HEMED D 5.

Intelligence (Z2WTlE, URL*®IP 7 RV R, XFF7%
ErRxy bT—=2 NI T4 v 0oL, TNEHMBD
T—RR=ZAMORET 5 LIZE > T, WRIZEFREYDH
LHREMDH B EREIGT SN TEZ,. SHIE, W
RRARDY —ADDlehrot=Z b, %G AZLEN
DI o2 Z D ELT, BETHZ N TELREIC
B9 B2IEHA L D o720, MBHRD Y —AZEPT
ZrizkoT, k0ZLDEREELEDLI LN TELZLE
A5, Elz, NMFVEZDEEFHARATVEHEIZ &
0, XEFIHE OIS T, RELSCEFIPREICHIE I N
5. 77 ANVDEARATEY, XFHMT O EEUE
L7z 0, #il SNz XFH o 6 RER X FH 2 RET
5FIEEZ, HS5PUDITHIILITL->T, BEREGALS
LI FH DAL TE I LN TEHLERS.

WA, HTTPS @~ Z 7 « v 7 3hdz & % [17). [
BRIZ, BRI NZHEB NI 70 v 72 5BEML TV L
LAHALNTWVWD [18]. FEBUZ, ToT ¥V Y =7 O—FTH
%7 Mirai” DHEFED —{BI, C2 T 7« v 7 2HIET 572
HIZ Tor ZFHT 2 Z LAHSPITHR-TWVWS [19]. L
LU, AWfZ2 Tl Anomaly Detection 8 & O Intelligence 12
BWVWT, BEEEFEEZZRLTVWRY., BRTIXE OREE
DBELZ 7 4w 2 WESLEINTVWDE DA, FHHETDH
570TH5. 5, EolbahBE& 571 v 270K
MBHS N LD, BEEINZ NI 70 v 7 EWOBE
NHTLNE, TLS 1 VARSI Y a v R EIZE W EEOM
%47 5725 2T, Anomaly Detection & & U Intelligence
EIFOEWVWolzZ BB ZONS.

5T, ZOVATLIZBWT, 7741 ORENAE
LTWa Zed, FEREIT>TWIZONTHO N E 8o
2. X2V MU= NI T4 v oo iREME LTS
O, TOBUZHAZD T 7 A NUERIZANTLU £ S a6
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M E. £z, BIEIEROMB 2T OB, NEONRE
ABZEIZELUTLUES Wb d 0, ZHNRHEEDNPS
DAVTFIVIVADEHRLE>TLES ZENEZLN
5. ZOYVATLZBWTH, Y7 OPSEC(Operations
Security)*3 [20], AV Vv R—1 VTV Y v A [21,22] &
REICELBEND S,

7. FED

AFETl, BEFZEREORY NI T T 10w
HRT — X 2B X~ CNN Z2HWT, REREY b7 —
IR 7y EREL, TOXYMNT—=T b T T4V
IO BEEREMLT A2 FEEZREL . EROME,
WA LEDKEETATRIY NI =2 T 71 v 7 ORHE
BITHDIZENTE, SHIZFDORY NT—=2 b T T 4w 0
PO I N XEF %2 S 17, WBRIZER H % ] hElE
DHDHEREIEFTEHIENTE

L%, CNN > XZFHiHFiEOWE, CRNN #MAD
e, OSINT OMEY —ADKREZREETVWDD, ##
EVAT LEROER 2 HIET.
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