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Analysis on Editing History of JPEG File Based on the Bias in
Histogram of DCT Coefficients
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Abstract: Detection of double JPEG compression plays an important role in digital forensics. As we
can find some clues from a given image about the history of JPEG compression, it is possible to classify
the image if it is tampered or not. The characteristic of double compression appears at the statistical
distribution of histogram in DCT coefficients because of quantization with different QFs. Unfortunately,
such characteristics in the histogram are distorted by the rounding operation occurred at the process of
decompression. In this study, considering the value of quantization table, we select some of them to collect
useful statistical information as possible. We propose a CNN-based classifier suitable for the analysis of
this histogram in order to classify a given image into single compression or double compression.
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® 1: WERSICHT 28T —T 0
16 | 11 | 10 | 16 | 24 40 51 61
12 | 12 | 14 | 19 | 26 58 60 55
14 | 13 | 16 | 24 | 40 57 69 56
14 | 17 | 22 | 29 | 51 87 80 62
18 | 22 | 37 | 56 | 68 109 | 103 | 77
24 | 35 | 55 | 64 | 81 104 | 113 | 92
49 | 64 | 78 | 87 | 103 | 121 | 120 | 101
72192 | 95 | 98 | 112 | 100 | 103 | 99
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2.2 BHRAHZa1—FIxy NT—7

BAAAR= 2 —F )V % v b7 —2 (Convolutional Neural
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3.1 2E JPEG Ef&

TV AE DR Tl S N — AR R, Y
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A & ® 2 \O JPEG [EfEdfThhTws, AEXD,
A5 2 BD JPEG [Efid b Tnwa L HlitE 5
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S51EHOBRTFAT TN EHET S ZLDHARETH 5.
—MEEIZ, 1 EERE S Nzl R AR A BRI,
BOEAZRMZ Z72DIZ QF 2 & RET S, TD=H,
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DOEDEEICR D, 512, 2HOEMICBENT 1 EH
DEMR LD BNIVEFEAT Y TTRFETEE, b
A NI T LITBWTARKMEPFIET 21T D Qq(i, j) DFF
BHEEN 0 &b, UFTIEINZ 0 fHEFES.
Qor(i7) =4, Q4 p(i,j) = 3 T2HOEF{LEIT>7 DCT
RO AT L& 21TRT. K2 TlE, D*(i,j) =6
DFEITBWT, HEN 0 LR-oTWDS, ZHE2HEHOD
B2izBWT, DY(i,j) = {5,6,7} D’ D2(i,j) = 6 IZ&T
fbxndns, 1EEHOETFIZE>T, D, ) = {5,6,7}
DFEN 0 278> T\WB720DIZ D2(i,§) = 6 DGEITHE
MOLmb. ZOEIQHp(i,5) < Qop(i,j) DHRIT
TlE, BARNTZLIZBWTRED DCT AL TOo
EPECS. LU, Qhp(i,j) B Q4p(i,j) DEETH S
B8, Qar(i,j) < Qup(i,j) DERMZMTL TWBIZHH
P53, DCTHRBOY A T LR A S L.
BBl UT, Qbp(i,j) =6, Qfp(i,j) =3 TRFLE
NEF—=RRFDL AN T L 2K IITRT. M3 2RS
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CHREED DCT REUEIZ BT, SHEH 0 & 722 BHEH4g
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1[EEME U7 TH 2 LI b 728, 2 BHITEHMZ MK
HTERW,
INSEEER, SATHI% [4) TR A NS T L% CNN
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HATHFETIZ 8 x 8 7y ZJADEED 9 2 (0,1),
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FEREIZBEWT, 5056+ 5FTRLYIYLTAHRRANS
T L% EREEICER L, FELTWwA. JPEG 7 71 )LD
fEDOELIZ, IDCT #%® YCbCr KM 1% RGB B/ 12
e, HiPH 0,255 OBBUEICADIAENS 728, T
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MR H B, X517, LANTTLDLYIDRNITES
BE, NEWQFIZBWT, TOMIZ 2 BEMOBHEMNR
SNTHEHENET T 2MELH 5.
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K95, URTIE, 1RIHOWENS A =K% QF,, 2
HOMENRTA—R% QF, £ 3 5.
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CNN

K 4: ##EAFRNOFHN

(1) 7 F —Ei4IZDWT RGB 4 h 5 YCbCr 5
BT 5.

(2) Y A2 DWT 8 x 8 RPN TT By ZIZ4EIL,
DCT ¥z kD 5.

(3) 7uy ZNOMEREDOREFEDRBDOA%ZFHNTRA NS
S hEBREEERT 5. 20K, £1087bT—7
VHIZBWTHEAVNE L, BEEEEBHLTWSH0%
EIRY 5.

(4) B U7 e A DT LB LR T MV &R 5 125
¥ CNN ETIVICEEIE, 28T 5.

Input
Conv-1
205%1 593%1x100  Pool-1

fulll-full2-full3
100-100-2

Conv-2
101x1x100 g937x100  Pool-2
. . 49x1x100
Convolution || Max Pooling || Convolution || Max Pooling Fully
Connected

kernel:3x1 || kernel:3x1 || kernel:3x1 || kernel:3x1
Stride:1 Stride:2 Stride:1 Stride:2

5: %35 CNN £5F )

BEHFRTIEIDCT HBEDOL A NS T L% CNN Z2HW
THHEL, 10EfEE 2 BEME T 52 2HME L
TWa. DCTHRBD A 77 LE2ENT 5, JPEG
EfER e B T — TNV EFRBLIZLA NS S
LaRERT 22 L CHENM LT 5.

8x87Hy ZHNDTRTDDCT BEEH W AN
S UL, e ATy FIZL > TETFLINTWE DR
WMEME T2 HLN., DD, B bT—T70%
2L, 12O AN I LAIZIEACETE LI
DCT REDOADEET B LD IS 5. LrL, 7ay
JHDZRBIEIZBITE AN T L4 64 0% EKT 50D
WEHEENEL RS, 22T, R1LITRLEETLT—T
NEZBTEE, W OPDEDPEHAIHILT 5 Z & A5
BTEDL. FZTEEAXNTIE, ZOHD SEAELEMIN
X<, WEEIBPZWE ATy T2V T%ize A

NS LEBHT 5.

TRV IHNETDLIIZATY THRE WA ED DCT
BEIZ 0 ICEFAINTLE > 2OFHATIRZR V. HELE
B MEZERNT A, B A NI 28T 50
%, JPEG 7 7 1 VHMEB I NZRHZ T b5 ORIz
Lo TEDONDZZ S, TELREIIE L DAEMLKE
ERENET 57-0TH5. ##EAANTIE, K6IZBWT
B E BT — TV DfED 12, 14, 16, 22, 24 D
5 FEDOMEIZNIGT DA NS5 AREEIE, CNN %
HWTHE, 28T 5.

40| 51|61
58 | 60 | 55

57 | 69 | 56
87180 |62
109(103| 77
24 | 35| 55| 64 | 81 [104|113| 92
49 | 64 | 78 | 87 |103|121|120|101

72192 | 95|98 |112|100|103| 99

6: EFUREL

REHARNTHWZ CNN EF VI, H5IZRTED, 8
Bhokd, 1IRTEORZ MLEADE L, BAHAA, B
KET =) VT2 LHIZ20T DI o705, fEAHE 2
DERTCHAIEE RS, KEFNVOBAIAARETIE 100 fE
FD3Ix1 71V R%E 1{TTDOATA NIERM~y 7%
5%, TD%, 3x1 DY AT27TDAT1 REEk
KET =V V72T, EHRETHT 2. SFEAEICBV
Tk, £E 100D/ — RE2ES, mE R LT, %
<D CNNHETHE M LEUERAESNTWVS eu
M%x W3 [5]. &gz, AARIE 1 EERD 2 EER
PO 2 MESETH D720, WEEABIEIC 2 A BICE T 5
sigmoid BAE & i L 7=.

5. YalIlb—v3av

BEFAOBE 2RI T 5720, 2MEAOHERK Y I 2
L—yavaiTo7-. 120, 1 HEHDEHRE 2 BIH O EHE
DOFIZAI 2 —EfThb R Wiga. 5~ EEROmE
FREEMEL 2 A8 U, 1 [ H OFEHRGE 2 [0l H O FEHE DRIz A
FATVI4NREHEALUEZGEETHD. ATFT4 TV 74
VRIHEGRD ) A A2 RETIEFEO DT, HIHFEE
AL OEFEEORREIZEWRT S, Hle LT, AT4TV
TANZDEY A AN 3 x3DGBE, EHBEZEOTME 9 H
FIZBVWTHEEORREEZERT 2. AT+ TV 740
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ZAXHEENOEZFEIZ BN TR EE Bl 2R ET 5. %
D71z, JPEG EMHD & 5270y 7 % 1T 5 [FHE DR
WERET 2720, EHMBEORIAIZHWOGNS.
UFTEENEFNDY I al—YavitBIiT2ERS
ff, FEERER, BRIZOWTHERS,

5.1 RERFXM

EERTHWW B HRIE, “Raise Database”* 15> & HfF U 7z,
ZNE, FICEEORS AMA TV T XL EFHET 57
DRI NAET — &y b T, FEMPMNLAEEDFA
Z 5N TV FEfRGEE D 8156 D RAW Eiff THERK X
NTHYH, BANDIRIEWNY =V BREENTWS. K5
TEHTF—&Ly FE LT, Z0D5H 1097 H DI LA
ERfF L. 0o %, 512 x 512 BHZFED 71y 71253
L, ImageMagick*?® convert I~ > K% T 1 [8]/FHqE
W EER. D%, FHE convert I¥ Y NIZ&X-oT2HE
JEMEIEMR, AT 4771 VREHEMALT- 2 HEMEGZ
e 5. ZOBIZHEMALZ, 1EEHE 2EED QF O#
AEDEIL, #£2, XIITRT.

% 2: 1 EEMITBIT2MENTA—X

QF
70 | 75 [ 80 | 85 [ 90

K 3: 2HEMIBII S QFL & QF; DAL LY

QF,QF:
(70, 75) | (70, 80) | (70, 85) | (70,90 | (70, 95)
(75, 80) | (75, 85) | (75, 90) | (75,95 | (80, 85)
(80, 90) | (80, 95) | (85, 90) | (85,95 | (90, 95)

PAEIZ & o> TR S 724 75000 KD 1 [BIEHMEEE, 2 5
JEREEIER, AT 14774 NVREHEMAU 72 2 BIEMEEGIZ
MUT, 482 ULZEI AT I LEER L. %

D5 1EFEHDO 7OV 7O A NI S LE 2ETHD

Oy 27O ANT T LEZTNETNT VX LI 30000 {#4 %
EH L, F60000 DL ANT T L%EHWTCNN DAN
E$5. FOB, N —=o VAT X EBEFHT— XD
HRIES: 2 U7

5.1.1 RRFER

JEES, 1 BEAREER, 2 FEMEES, AT T Y710
REWEALUZEGOMEZRE 733, B8N 5HK 111,
X7 2FICRTT—ZEYy FhOREIIBIE L —=v
FER MG R 2R Y. Accuracy (ZIEREM:, Loss IZIEMR
EENIFEBNT WS ERT. K4, £5ITRKESER
RERT.

*1 http://loki.disi.unitn.it/RAISE/
*2 https://imagemagick.org

(1] S (2] 1 EERRE S (QF) = 80)

(3] 2 HEJEAE iR
(QF) = 80,QF> = 90)

[4] AT« 7V 7 4 VX
(QF) = 80,QF> = 90)
B 7: 512 x 512 BZEDY > TIVHE{R

R 4: 1 [FEMEG E B 5 2 B EMIEER O ok 73 SRS R

Final Accuracy | Final Loss
training 0.9850 0.0312
validation 0.9833 0.0365

K5 1EFHEBEEAT AT T4 NVZEF#H L
2 M {5 OD B 40 JE RS SR

Final Accuracy | Final Loss
training 0.9845 0.0365
validation 0.9872 0.0325

——— training
—— validation

0 20 40 60 80 100
Epochs

8: 1 [IFEAHEIMR & Hi72 5 2 BEFEMAEIR D D FHRER (Accuracy)

52 ER

vIialb—vaviERLy, BEHRNZBVWT, 1EHH
D QF M2 [EHEKD/NSWIEEIZ 2 BIEHEZ @ \WEE TR
HTAHZeWTE, CNNZHWTHHEHIT SZLT, &
NOBFEERE O ML VEEEE T TES LS
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0.25
—— training
—— validation

0.05 NAWY < A \ }

0 20 40 60 80 100
Epochs

9: 1 [HIEMEEG L B/ 5 2 BTN D 73 FHE R (Loss)

0.94 —— training
—— validation

] 20 40 60 80 100
Epochs

B 10: 1 BEMHEGRE AT+ 7Y 7 4 VX %E#A L7
2 EJEMEEIER D D HHRE R (Accuracy)

—— training
0.14 —— validation

Epochs

11: 1 FFMEGE AT 7 74 VX Z2@#EHA L
2 H EAEE R D 73 FEKG R (Loss)

ZoNbd, i, ATAT V71 NVREHEALRGEIZE,
BN ZEX RN DLIIRT 52, FERHEICELT
WXRIEDRERIE SN 72DY, Epoch BIZEEDIXSDEN
HBohn, Zhid, Pr—=Uv 2 F—Riz9 LT, B
F—RENRPETHSTDReEZONS.

6. LIV

AR XTlE JPEG BRI T 2T ARG RN E2REL
7=. JPEG #Ei{4® DCT O A 7S L &2BHIL, %
DEANT T LHNDNWL 29D DCT BEIZBWTE A b

TILRORA SN, TORME CNN 2 HWTEET
% Z & T28&E JPEG [EfEBfTbh T a2l Lz, 2
EARNOKEMRGERER, 2 EHOEMRIZEITS QF 711
[\ HOEMR L D /NS WEETIE, SWHEET 2 HEMZ
MAEITE, £/, 1HHE 2REOEMOEIZAT + T >
TANEDBEHINTWEEEICHEWHEE TR /-,
SHOMEL, 2 FEHOEMNIZBITS QF 1 HEHD
EMERE L D REWEAIZBWTS, 2EEMENHETES
PREET B, F72, AT 4T V71V XS OFREMIRIZ
COREMMELD 20 DMIENZEITF SN 5.

B AWFZEIX JSPS BHFE JP19K 22846 D Bhik % 3% 1}
72HbDTH5.
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