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Multiple Keywords Search of Document with Direct Searching using
Searchable Encryption based on Secret Sharing Scheme

Ahmad Akmal Aminuddin Mohd Kamal"* Keiichi Iwamura'

Abstract: Suppose that a document that is made up of multiple words is being encrypted and stored, and we want to search for
that document using some keywords without decrypting the original encrypted document. In this case, there has been a lot of
studies focusing on searchable encryption that uses public key encryption and symmetric key encryption. However, most of the
methods proposed so far utilized the concept of index searching. Therefore, there is a problem where keywords that are not
registered in the index is not searchable. In addition, searching functions realized by searchable encryption can be divided into
single query search and multiple queries search. Searchable encryption using single query has been widely studied; however, few
methods of searchable encryption can realize multiple queries search. Therefore, in this paper, by using secret sharing scheme with
lower computation cost, we realize direct searching without the use of an index. In addition, we also realize searching of multiple
queries using the approach of logical AND and logical OR.
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