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Efficiency Improvement in Verifiably Multiplicative Secret Sharing

MAKI YOSHIDA! SATOSHI OBANA?

Abstract: A d-multiplicative secret sharing (d-MSS) scheme [Barkol-Ishai-Weinreb, Journal of Cryptology,
2010] allows the players to multiply d shared secrets without recovering the secrets by converting their shares
locally into an additive sharing of the product. We have introduced the notion of verifiably multiplicative
SS, VMSS for short, proved a necessary and sufficient condition for VMSS to exist, and presented an efficient
construction [[EEE Transactions on Information Theory, 2019]. In the previous construction, the overhead of
verifiability, called a proof, is two field elements. This paper presents a more efficient construction of VMSS
with a smaller proof size and a smaller share size than the previous schemes. Our main technical contribution
is to formalize multiplicative-only homomorphic functions (MHFs) and use an MHF for generating a proof.
In addition, we present a concrete instance of MHF that can be used for any finite field with highly efficient
verification and easy implementation. Our technique also works for multi-party computation to guarantee
robustness and improve efficiency.
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