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Decoy File Hiding to Prevent Usability Degradation in Deception
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Abstract: Cyber attacks are getting more and more sophisticated these days, and it is getting much more difficult to prevent
attackers from intruding into organization networks thoroughly. Therefore, we have to consider interior countermeasures under the
assumption of potential intrusion and attacks. Deception is one of such countermeasures, and getting regarded as more
important. We provide fake and plausible information in the form of decoy files and servers as if they would be true, so as to
deceive intruders. Deception helps intrusion detection, and attack retardation. However, such fake information mixed among
true information may make right operators and users confused, and degrades convenience and usability severely. This paper
proposes how to keep usability even in deception, focusing on the case of decoy file installation. We introduce some mechanism
hiding decoy files for right users' file browsers and explorers, and show how it works to keep usability.
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Figure 1 System overview
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Figure 2 Decoy file installation status.
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Figure 3 View from a legitimate user
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Figure 4 View from an attacker
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