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Design and Implementation of Exclusive Page Reference Mechanism
Mitigates Kernel Vulnerability Attack

Hirok1 Kuzuno'2 TOSHIHIRO YAMAUCHI!

Abstract: Operating System kernel has the sharing mechanism of kernel virtual memory for each user pro-
cess. Some kernel features and processes store virtual CPU status or security policy on the kernel virtual
memory (e.g., virtualization or container). An adversary’s process compromised OS kernel via kernel vul-
nerability. It overwrites other process’s data on the kernel virtual memory. Kernel virtual memory isolation
methods separate the one kernel virtual memory to user mode, kernel mode, and system call invocation tim-
ing. Although these methods mitigate that an adversary’s process occurs suspicious activity from user mode
to kernel mode interaction, user processes have shared reference available pages on kernel virtual memory.
In this paper, we propose a novel mechanism that provides an exclusive page reference feature. It enables
that user process keeps domestic pages on the kernel virtual memory. It is implemented and evaluated on
the latest Linux kernel, then discussion for kernel attack mitigation capability.
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Fig. 2 The overview of exclusive page reference mechanism
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. [ 414.923386] exclusive 1st virtual address (data): tkpt_dummy

. [ 414.923403] exclusive 2nd virtual address (uint): ffff880001e2a780
. [ 414.923417] exclusive 2nd virtual address (data): tkpt_dummy

~NOoO oA WN

I/ Add Virtual Address ffffffff8 1e2a780 to exclusive page management

8. [ 414.923575] calling add_exclusive_page()

9. [ 414.923819] calling exclusive_address_list_add()

10.[ 475.104271] 30 secs passed.

11.[ 475.104543] exclusive 1st virtual address (uint): ffffffff8 1e2a780

12.[ 475.104585] exclusive 1st virtual address (data): ¥xfffffffd¥xff
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13.[ 475.104612] exclusive 2nd virtual address (uint): fff880001e2a780

14.[ 475.104636] exclusive 2nd virtual address (data): ¥xfffffffd¥xff
LiiiisE2Njiniie kiR Niiijiice EaNiin{sERNTfiiiioEdsiiiiiifobaniiiiite ERNiitiite}

(a) Exclusive page management hides the specific kernel

7 REDH—FNT — ZANDHMPR—VEHE DS D S
Fig. 7 Preventing of kernel data access with exclusive page
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AL, 71— )V OBREMm M % T L 7=.
FEMiEREGIX, QEMU (A€ Y 512 MB), OS iZ Debian 9.0
(Linux Kernel 4.4.114, x86_64) & L, SCI & Linux Kernel
4.4.114 FIFIZRERE L 72

4.2 FEDA—RILT—F T 2HAIR— D BEAER

P TIE, WED I — IV T — R EZfAZRMIIZBE W
T, BfELZA—FNVEY 2= &Y, FEDH—F )L
T—RDORET R L AZHlIR— 2 & UTERT DRI
BOWTOTF =2 &i7ho7z. EVa—-AnoDR=Y
BRI 57280, HHR—V DT 7 A3 75T —
RERS. A=V ORBEBIZENT, “exclusive 1st
virtual address (uint)” I&h — 3 )L 7 F 2 MEEK, B IO
“exclusive 2nd virtual address (uint)” & X1 L 27 b= v
Yy U ERT. 72, “(data)” IJMRAET FLAZAL
TN S N7z PRI LD T — X 2R T

ERIZBI B RETERZMEA L A —FNVT = ZADT
R AFERBNER 7 IR, n S HORERED, MTO
AfTEHB L TITHIZTRED 71— 2V T — & tkpt_dummy
ANDT 7R ARFELWT—REH{SNTWS. —F, 817
HIZEY 2= h o iR —IBH»MTbhZ LT, 12
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/I PoC code running, process id is 1642
. #./cve-2017-16995

- [
. [] t(-_-t) exploit for counterfeit grsec kernels such as KSPP and linux-hardened t(-_-t)
- [

. [*] creating bpf map

1
2
3
4. [
5. [] ** This vulnerability cannot be exploited at all on authentic grsecurity kernel **
6
7
8. Killed

Il Kernel log message

9. [ 91.425545] target system call, pid : 1642

10.[ 91.425884] sysnum: 0000000000000141

11.[ 91.426426] exclusive_page_code_enable : 1

/I Fffffff81131e00 is the virtual address of map_update_elem
12.[ 91.426586] remove_exclusive_pages() : ffffffff§1131e00
/I 0x30 is page fault error code

13.[ 91.426925] error_handling() pid: 1642, 0x30

14.[ 91.426966] killing target pid: 1642, 0x30

(a) Exclusive page management disallow specific kernel code

M8 REDH—3NI— RADHHhk~— @A T 2~

Fig. 8 Preventing of kernel code calling with exclusive page

TEHBEUO UTHIZBWTT =X ADT 72 AIZTHEDS
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TW5. =y 3N —F VT =Rz LT,
H—ANTHFAMEEBE LT, X1V vy ¥y I
DEIET RV AZH L I_R—YSRITHRITIT 2000,

4.3 BEBEMESOH—RILO— RICHT 2HHtR—
HEAER

FHiiTlk, FH—#)L T — K map_update_elem DI
7 RV AP —T L U TEER L ZEREEIZB VT, eBPF
D 71— 2 Vg CVE-2017-16995[4] @ PoC 1T & 2 K%
BFITUZ, BB, A—FUZBWT, YAFLI—
NVES, HEi R — VRN, <=7 4V b O, 4
SNIKE T o AAD SIGKILL #F2 02 L=,
FHERIZB I MBH RSNt /M Ah%2K 8 ITRT.
o7 HAEERE Y, KR TOv 22 & D sys_bpf VAT A
TI—VDIFTFHLUIZRIGL, K8 D 12{FHIZTH—%)L
2 X DHHIAR— Y DIEEA TONTWB. FDE, =
7 AV NOFEEFRL, HE T 00X Az SIGKILL D%
BEIFRD I TEHL O AR T LTV, REFE
RHMHT LT, RGO A— VI - RERAX
BE e, WBIERARITH L TWws.

5. ER

5.1 FHiICRT 2ER

FMFER LY, EVa—hoDUBHIZTEEFD S —
FIZBWTHER R — Y DiBINE & CHIkZ TTEET
HY, EfFho T 2T L TR Y AT L 3 —)VEFTHT
IZ SCI ZHAWTHHDO N — X VORMEEIREMZ &R T 2
ZXiz&k b, SCI D W — 2 IV ORAREEZE Rz U CHE
iR—T V) 2 b & ER KT E 5,

H—FIVIESIME R R L 72 T o A L TiE, v
AT 3= )VEITENC A — 3OV OARAEG R 22 H S el
R=VIZEHFINEZKEEE2EL I —F VI - FADH
WEEHRLTWS, 4 h—FxVa—RK2HHT DI,
H—=FIVIZTR=I T AV ENYRIBIO T v T

THIET A LT, =2 LB3WEREKOHER I,
BECICHB IO A2 KR T AR 2R LT,

L1, VATLA—NHBATORYFI—2Y T bUx
TRWNAT TV =2 a v EEFUEBROL =N~y K, 7
SRS X0 Y T F AOKRBIZH T 2 IETIE
2 U721 — 2OV OB O R 2 D 2 FETH 5.

5.2 HHMR—IERBICL D H—RILOREMHEDEE
REFIETIE, WEEEZEOT—2Va— F 2t —
VICERT 5 THA—FIVOBREMEEZEHLTW5.
W T 0t 20T & B EEEID 51— 3OV O 558 & I IE R
RYGILFEETH Y, Ny FEMHBIO A —F2MITH T g
Mz G- a— FOHIRYY, I3V FHIZxs 558
K727 —2 ) a— FOFIRIZHFHAFMELEZTVWS. —
i, TR ALERR Ry T =B DI — 2 VITE
WTHAROE R RS A I — L a— K, 50
ARSI TWRWESEEZ S —F )L a— FiZonT
I, FANCHHhAR— I ANDERETS Z L IZREETH 5.
RHEEWMEFTORBIZEWTIE, KEEE2ET
H—FN 3= KNZEHE LT commit_creds, 75 I
prepare_kernel_cred FARULM X DIFH L 2T I N 545
ENHDH. T, HERLERCBHET ZEKEHHR—Diz
BT 58T, PoC Iz WTHERR E5F %47 5 BA%%& FIH
U7z OREEARRT 2 Z L IXAHEIZ RS VWA 5.

5.3 BHERR—JEEOHIR
FEHFGARTIX, KPTI LU SCI % 2 72 Linux 125}
L, 8iffrh 70X 20 Y A5 L 3= VETHNZ, H—F
DIAEGEZE M DO HEl < — 2 ) 2 b DM, 725 N
A — 2V OIFEGIRZEM DI ZZME S A — N~y N7
ET%. XPFO TiX, "R—YEYMZa—-PFE—-NB &
U — 2 )VE— ROHfEEZ AlfE L LTW5. HEEAD
RN T 27201213 — 3V E— R E2MIb U 7- it
R=VEMEIFHZLIIAMTHELEEZT NS,
REFIEDOM OS ~DB AT EEME & U T, FreeBSD I28
WA B A2 R— VRN TEHRLTWD 2 25
FEHAEETH S [5]. 51, Windows SFTOFEHRMEIZ DN
THHREF L7\,

5.4 YA N—tF1FHRICH T ZHIEMERE
AFEOHFTIZOWT, A a—REFal)Ta4 Y VUiR
DL 2019 YA N—XF 2V T 1 BB B mERAE
EDFDDF v VAN 6] 1ILHDE, ERUIHEEE i
HUMEOHENL [7], O PIZF 2y 7V A MDWTIOIEH
WHFELB LRI & 2HERL .

6. BEEMZRE

Linux 1281} % 51— F )V DRAEGRZER T O BB &
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LT, KPTI[L] i3 — ¥ & & — 3 L AR 3 B2 & 49
U7z. eXclusive Page Frame Ownership (XPFO) (&, 22—
PE-FHOR—VEXA LI My EVIRS5HL
7= [8]. ProcLocal[2] (%, —#fD xR Z 77— F
%%»W@%K%éf,KM}ﬁVZTAZ—wiﬁﬁ,
Address Space Isolation (ASI) [9] (&4 — # VEEEE D FEAT
2 H ORI ZER 2 R HAREE LT W 5.

YMER 2 D 43l Trusted Execution Environment
(TEE) & LT CPU B2 MM L TH—F IV OEHS 5
@ﬁ%wﬁt@£a5%@ﬁ%ﬁﬁéﬁﬁb =2V DB

C R BB EZ TRV 7R RZER T D 0S ® T T
U7—ya/@£ﬁ$&#%$éﬂfh [10], [11], [12].

71— ) OAELRZER ORETFIRE LT, X=YT—
TIALBD 5 ¥ & 5L [13], %5 I CPU DR LHfE
R U 72 71— 2 VAR IR ZE T OB BT IR AR R &
TV [14]. RAEGEZER LOA -2V a—FPTF—&
~NDOREE LT, KHide I3RAE(LIERE %2 FIH U 72 diA A il
1, kRX 13F0A A & FETOHMEIE, K0 IskiOS (&
Memory Protection Key % F\\7z 7 — & )V DR ABFEIEZE
RIS OMAEEEFIEZ RE L TW5 [15], [16], [17].

71— AV DRGSR E S % 7 — )b a— K &2 H
Tk U BB EE(Ld 5 FHk e UTC, kRazor SFIHATREZ: 77—
ANA—REEFaVTAIAVTFAMETY A MELE
MY 5 (18], 7z, KASRIEAR—YHTH—R)LI—N
DEGFEMEZHRIEL, T AEFIIBERR—VDAE
e $ 5 [19]. Multik 127 7V 75— a VICRKRHBER
S =3I aA— ROAREFNZ Y v ¥ 7 U R EZE M %
ML o 2RI E 5 [20].

KMVX &, BRI A — 2 IVAEIZN U, 25 RAE
U ERMEERE LA Xy 7 OIRBECHARL, FEARIZSE
TEEBRORERFOAERZFHLTED [21], 1—%
IVHESHVEIZ K DB OBERIZH AR EX 5.

7. BHYIC

AFTI, 7—3VOEGERERIIT L TR— U
DHAMA LRI D 2B 21T 5 AT IEZ2REL, 7o
Y ABALR A — FOVEEEEIC B W T A — R VIS~ D IK
Btk SOz, IBETE X2 ) F o BEICIBWTIE,
71— 3 IV ORAGERERIOBE X — Y L PR — Y % 3%
I}, ot AEICHH e R— VBB FHAETS Z LT,
Tav ZADORMT R ED A — 2 NVERRO S —F Va3 — K
T —REHMAR—-T L UTHEEL, Mo7TnwRIZL2
T —FIVOMEFINEE A U728 o OfR#EE ATRE L L7z,

WETFHEL SCI 2 A 72 Linux IZTEHRL, FfiGices
WT, =V UTHREL =RV T —EXAADT 7
Y AERBIHT B E THEDHT — XNV T — X ADEIBDOHE
T, ROGIA—2VIEEEEZRAL 2RI L, i
R=VL UMgtt 2 &8 — 3V a— ROIFEH U % R

U, WEBEHPHIEATRER Z 2 2R L 7=,
HEE AR ORI, JSPS BHFE JP19H04109 DB
BEZF7-EDTT.

SE I
[1]  Lipp, M., et al.: KASLR is Dead - Long Live KASLR,
ESSoS 2017.

[2] Hillenbrand, M., et al.: Process-local memory alloca-
tions for hiding KVM secrets, https://lwn.net/Articles/
791069/, (2019). (accessed 2019-08-08).

[3] Rapport, M., et al: [RFC PATCH 0/7] x86:
introduce system calls address space isolation,
https://lwn.net/ml/linux-kernel/1556228754-12996-
1-git-send-email-rppt@linux.ibm.com/,  (2019). (ac-
cessed 2019-08-08).

[4] CVE-2017-16995, https://cve.mitre.org/cgi-

bin/cvename.cgi’name=CVE-2017-16995, (accessed
2019-08-08).
[5) The FreeBSD Documentation Project, : FreeBSD Ar-

chitecture Handbook, https://www.freebsd.org/doc/en_
US.ISO8859-1/books/arch-handbook/, (accessed 2019-
08-08).

[6] CSS 2019 %1 N—tF a2V F 1 HEITH T B MILME
Db DF = v 7Y X b, https:/ /www.iwsec.org/css/
2019/ethics_list.html, (accessed 2019-08-08).

(7] TEHLEE G, https://www.ipsj.or.jp/ipsjcode.
html, (accessed 2019-08-08).

[8] Kemerlis, P, V., et al.: ret2dir - Rethinking Kernel Iso-
lation, USENIX Security 2014.

[9) Marsden, G.: Improve Security with Address Space
Isolation, https://blogs.oracle.com/linux/improve-
security-with-address-space-isolation-asi, (2019). (ac-
cessed 2019-08-08).

[10] X. Ge., et al.: Sprobes: Enforcing Kernel Code Integrity
on the TrustZone Architecture, arXiv:1410.7747v1, 28-
Oct-2014.

[11] Lee, D., et al.: Keystone: A Framework for Architecting
TEEs, arXiv:1907.10119v1, 23-Jul-2019.

[12] Melara, S, M., et al.: EnclaveDom: Privilege Separa-
tion for Large-TCB Applications in Trusted Execution
Environments, arXiv:1907.13245v1, 30-Jul-2019.

[13] Davi, L., et al.: PT-Rand: Practical Mitigation of Data-
only Attacks against Page Tables, NDSS 2016.

[14] Hua. Z., et al.: EPTI - Efficient Defence against Melt-
down Attack for Unpatched VMs, USENIX ATC 2018.

[15] Gionta, J., et al.: Preventing kernel code-reuse attacks
through disclosure resistant code diversification, CNS
2016.

[16] Pomonis, M., et al.: kR"X: Comprehensive Kernel Pro-
tection against Just-In-Time Code Reuse, EuroSys 2017.

[17] Gravani, S., et al.: IskiOS: Lightweight Defense Against
Kernel-Level Code-Reuse Attacks, arXiv:1903.04654v1,
11-Mar-2019.

[18] K. Anil., et al.: Quantifiable Run-Time Kernel Attack
Surface Reduction, DIMVA 2014.

[19] Zhang, Z., et al.: KASR: A Reliable and Practical Ap-
proach to Attack Surface Reduction of Commodity OS
Kernels, RAID 2018.

[20] Kuo, H, C., et al.: MultiK: A Framework for Orchestrat-
ing Multiple Specialized Kernels, arXiv:1903.06889v1,
16-Mar-2019.

[21] Osterlund, S., et al.: kMVX: Detecting Kernel Informa-
tion Leaks with Multi-variant Execution, ASPLOS 2019.

— 667 —



