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A Proposal of Web Application Framework
Which Has an embedded Honeypot

Kourer KuBotal'® HirosHr Komg?:P)

Abstract: The purpose of this study is that Web application’s cyber security improves by installing a high
interaction honeypot in a Web application framework, guiding and recording attacks. As a background, it is
difficult to protect Web applications from APT(Advanced Persistent Threat) attacks or zero-day attacks. In
addition, technical attack method’s diversity, namely, subspecies of attacks and new attack methods devel-
oping, causes difficulty detecting attacks. These attack methods changing, it is difficult to block any attacks
to Web applications. Hence, measures about leading attacks to information of no importance exist. One of
the measures is a honeypot. It is a Web application decoy systems having a few purposes: detecting attacks,
leading them to information of no importance, and collecting valuable information about attack methods.
We suggest a Web application framework which installs a high interaction honeypot.
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Fig. 1 Previous system diagram using reverse proxy.
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Fig. 2 Schematic views of the system
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