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Detection of Malware Species by N-gram Extraction Method
and Consideration of Attack Tolerance
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Abstract: N-gram extraction method for the detection of malware species and its attack tolerance are de-
scribed in this paper. The N-gram extraction method for malware species was proposed in the past paper by
my laboratory. Malware species with different binary codes were able to be detected by the method with deep
learning of convolutional neural network. However, it was only shown that existing malware species could
be detected and it was not considered whether it was still effective when the detection method was known
to attackers. Therefore, in this paper, I assume attacks against the method and consider the availability of
the attacks. Moreover, I also propose improved methods to disable the attacks.
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FERH DN, WTIUIDHEIZENTE BRI A3
5 LIINHEETHD.

FIT, BEOWERIZBWT, R % fio T~
VD =7 EBATT DH2E TV, e UTHKRLUZ (1.
AR, REmXCHTIEZ DO X% EMM fm X & WRRg 5. i
Yo7, EER2GaHHOEFICERO RS
RTF—RBEERATDEZETERINDD, £
SHEKIIAROEDVRTFHETD. ©EbHA, BRI DA
TV EOT RVAEELT S0, BRIZE—DI—RE&
2520, FE—0DESHBVWTHNIEEANZ I — R
H—&7%43d. £ZT, EMM X Tlk, BoEDREETHET
EGRDHINZ LS FAINDG, BAAAZI—FIFY b
7 —2 (BLF CNN) 27z, Zhi, FROR %2
T, BRABRPRIINELZSOTVTE, BEAAAITLY
g2 DETEDZLI2LD. DY, HEIILIZTO
BEE ZhEEML TS, RMIZHDETE D &%
A7 TH5.

M~ = 7IZCNN 2 EHT2ICHhY, —FOM
X7 7ANYA X THo/-. HEILTZTHREDES
BRERRDOTINT 27 NZEMWGFETEIH, T—LTHhI5E
ik, KEVWRQILIFMEREDO 7 7 AV XD IV Y =
TR HBIC/ERTE S, CNN 2B MICfHHT 5121E, &
SREOY Y TV EIBIEHT 2 HENH DN, KX
WD =T OEGEIZIEFIERZ Y Ea— 2D ATV I
ADELROD, AD & UTHIEEIZIFIZEER B>
TULED. 2ZTEHEHEDLIE, EMM Xt T, #fifiv
N =T EEMLT, $hR &< CNN THlffiz475 Hik%
RELZ.

EMM X Tld, WL =7 W@k Co B hE
THEIEWRINGN, FELDDREDIE D WEERIH
HAXn-HE LY o 7 AMERI N AZHKEL D £ Tfib
NTNB 78, HFEYILY =7 OEREIZE > TIERR A
TIIEHES DR EFREPRATHD ZLIZED. £IT,
KX T, HEYIVY 7 O FESRES 2B T
HdDILEBEL, FEHLDOFEICANRKENTZ D
EIDDELEETD. XL, KEEVEMTHIIGHI,
ZTOWEE T 2BMDFEZIRET .

73, EMM i X DREFEDOFHAIZ, —IEAH 2R
DWRHY, BRI FEEEEOFENEL > TN, 2
DD IZDOWTE AR TEHHAT 5.

2. BEERE

2.1 CNN &EFEHEBICLZBEREINAZTILIZTD
fRMTFIE
KAELIX, OCNN ILEEEEEZHAGHLELZLItL-
T, YV TICEENE NS FVHOTT, TD
77 IV ICEEOFIEE R L, AFITX DN E R
FTEFEERRELTWD [2]. HODFMFERMICED &, %

5DOFHIE GIST FiE Iz Ko< kEfEEIz ks vl o
THEFELDVEEVAEREZRTH, TN TE 50%L
BoTWS. 5%, CNNIZAHTIEIII IV =T %
FERELURTNIER SR IFHMELTEY, 60Tk
TlE, Y7 2EGICUCHESAIZEMRL, —igR
HEDOSEEIT >TSS, LML, AU TDI—R%
TOFEFEFEBIZLTND 720, MAMICHEBGEEZTHETD L
ST T OMFTDEDMPMUDMEE R I N, KA
ATLED. FHMEERIZENT, YA TDT—XH A
AMKENEDERENPZELETLTWSE ZE0E, 2
DT ENREE N TH 256, WEIIKRERY A
ADT— L2 fEEIND L EREINTLED.

2.2 Paragraph Vector Z WA~ ILD = 7 OEFE#HTE

S IE, )V =7 MOt U7z APT J—)VEE% Para-
graph Vector IZ& ) X7 ML, BPE % HYTY IV
VT OHEHET S MR EIToTWD [3]. 5 DFER
T, 21O =T %, Hiilid Y FEERD Support
Vector Machine(SVM) & 7213 Random Forest(RF) % FH\»
52LT, 77 IV IEICHBAEL TS, ZOFERD
DHREEIZ T 7 IVICE>TERRDH, SVM &\ /=8
HITHEYT 81.69%, BN 96.43%TdHh - 7=,

DEREE DN 819N T H D LD Z &id, T
5 MEIC L EIXHERE~ LY =7 & Bk RREEL D D &
SZLELMBETH DM, ZORBFENKEE A TH
2t, BET2ZDRNTY RI—Re UTHREGRD
API I—)V%& 7 VA LA KEIZFAINZGEIZ, R b
LU 72T — B2 DR ERIZ AT VICAD 5885
», KEOEREBRO API 3 —)UIZ &> THEREN I 512
KTFT 2R H 5.

23 SUHYLYITOBSELEBICOWNT

HELIE, FVV AT TIZEABEENBIZERL 2
SUH LAY LT ORMTHEREELTVS [4]. H5E, &
%7 VYL 7D CryptoAPI % OpenSSL ZFIFH L TV
52 LIZ&EHBELU, CryptoAPI % OpenSSL DOF|H % K1 L
Z7aRADS L, FTA M) ANMIANEDEYILT
T EHB LT WS,

F9, VYAV TRT—LTHDIHEE, 771
A RIIERITHEKRTE 5720, CryptoAPI £ OpenSSL ©
AT, IhOEMBEFEELAT VY LAY =T 21E
FTL2ZENAHETHD. HEDOFIENKEZF M THN
X, WRENZDHEEZRATE I enfEING. iz,
TV LT T IPRBEDOIAINATH D5, REDT 7
ANINERZ TR AD—HE LTI VI LY =T HEE
T5. ZOHBA, ZOTFVHATLTOTEE AR T A
MUARNMIEENTUES 720, BRENE»SEHRAINT
LES.
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Hexdump
[5c[BD[36 [ FA]90[DA37]c5]

4-gram List
5C BD 36 FA
BD 36 FA 90
36 FA 90 DA
FA 90 DA 37
90 DA 37 C5

1 N-gram Y A b DOERK Sk
Fig. 1 Creation of N-gram list.

4-gram List Byte Array of Target File Compressed Byte Array
5C BD 36 FA 5B 00 5C BD 36 FA 00 AO 5C BD 36 FA
BD 36 FA 90 OF FA 90 00 C5 FA 00 00 BD 36 FA 90
36 FA 90 DA » FB BD 36 FA 90 DA 00 37 » DA .....
FA 90 DA 37 :

90 DA 37 C5

00 00 03 00 00 00 00 00

2 N-gram Y A MZ &2 BHET 7 1V OJEHE ik
Fig. 2 Compression method for target files by N-gram list.

3. RBRF&E

EMM §@XXI2HEWT, 3L ZREFE LM HEHA L
FEBROTOT I AEDRICERNH /22 LIZKDWV
7280, ZOETEITETDEEEHITHAL .

112 N-gram Y A N DIERG1E% RT.

X EMM X CEMH L 72EDTH B M, N-gram
DA MOFERFIZIZETIEIR RV, BIRT L5102, #HlxE
4-gram THAUX, 4 N1 NFODME DV A MIEFKL TV
<L ZoeE, MOESIZ1 S D5 LANL D A
MEfEKT D720, YA NDROEEIZEHFIND N b
FIDFHAD 3 /51 ME, TOHEHOEED 3 /51 b &[H—
L35,

RIZ, EMM G TS U 72 oM FIEIC DWW TEHIAT 5.
212 N-gram VA MZ&kd, BETY 7 M IVOEMEEE
AN

KD &>iZ, fEEL 7 Nogram VA MIHBD TN 1
DOEHYE, HEEZ 7 A NVHDNA MR —BL 25E (12
&, TONA NIDREIZY =2 &AM, BRIy —2
INB- 2B ZHIRT 2 Z & THEMETT D & EMM &
XTkARz, UL, 7O AEHERRLLZLEIA,
FERROFLEIZ Z O ) IZfThNTWAN-> 72, KD Byte
Array of Target File {25\ T, 3 fAriZ MRS T 5T
Wb, ZD>b, [5CBD 36 FA] & BD 36 FA 90] ODff
FTZY —2 %4155 £ 0D DIZIELWAY, JEIC TBD 36 FA
90) DEFTIZY — 7 BT SENT W5, FEROFERIC
BWTIE 136 FA 90 DA IZIEY =27 T 5 h 7z, 5
BROEREIZBENTY =27 21T TOEFNE, ZORNT
EDNA MZEY =BT SNTOBRWEFTDATH >
7z, Bz, 16-gram JEMEDHE, HEZ 71 VDHF T,
fERL U 72 16-gram Y A N D H D IHE & — 9 5 EfTE FH

U756, TD16 /31 I RTHRY —27 DRETRIT
N, TD16 31 FDSHEDNA MIEY—T ZAHF
TWAEND Tz,

EMM G TR AN BEFEICEHT 2 £ 512, N-gram
EMEO T T I LB ELKBELARZEZS, EHREENE
<, 774N A ZXWKRETETONNIZASL LU THIZE
15 ZEMTELMNo72. TIT, EMM #sIT THEERIC
Tl %47 2 721& D OJEME i E %, AL TIE N-gram il
(N-gram Extraction) &IFFd 2D Z &1L, ZDHIKIZT
Iz 7> 295, HfEYILY =T DMHEKRE D K
Tl, 20 N-gram filili FiETEEEMIZE L V) £ D5 E
PPHE->TNB7ZDTHD. 2B, £ LD N-gram JEHEFE

m%%%m%mz HOFRLRECTEIEIELL I LIET
IRVA, FEHEEZNTHEIE S Z I3 Bl
THY, Ngram?ﬂiﬂj%’:{jﬁf?ﬂﬂu’ﬂ*ﬂé77’r}b HEN

51 N-gram EMTIETEMRING 7 71 IIZE BT
EEND D, N-gram EHfFTFIED S FEREE A N-gram
IFERILHE DI LIFFZALNAN. 220, NIN="TF
A=BDF 2 —=V T RATDFHHEFEE R—IZUEGE,
U FHEREPESZY, BHENTIEZRW.,

4. REFEOBEM S

ARETIE, EMM X TldiEn U R 2> 7B it & 2D
KIRFIZDWNTIHRR S,

4.1 SVHLREEEDNAFYFT—5 DR
WYL 27 2ERT DI, 7V X ABREERFDON
A FVTF—=REMMNT D HEIODNTCEZS., HETI
YITIE, TEFEMELDINAF ) TF—REMNNT DT
ETERINTEY, NE—r3 Y F U2 & 20 %
T2 7-0FNE— T VA LBETHD. LI, T
VA LBEIE, BRETED N-gram #iHIZ L > THREIN
5720, ZTORBIIMEERTHD.

4.2 HEDEAEFED/NSAFYF—4 DM

ME VY =7 2 ERT DB, FEEDEZFED/NA S
) F— X &M BHECONTEZS. H—D/ N1 FY
FlagNTOHFMYIL T = 7IIMNNTEZLIEAETH D
B, ZHUFBEMIZ N -y F U I I D IS A
RMEEDLZTEERTHD. /2, BEFEIIBD
T%H, N-gram HiEFHIAMAIIX 0284 ) 23 Y, CNN
WIZBWTHEY LY 2T THhHhd I 2 W THEDL D
IZffibid 72, MHERNENSZITTHD.

4.3 EEORMZ 714 ILNER—DNAF)F—4 DM
EEDORMET 7 A NP —FDNAF 1) I— RERIH
U, YV =7 ONIBIZHAT L HEIZODWT@WL 5. X
JILRTEDIIZ, BTy IVE 1 DFEY, VA LLE
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3 [EROBRMT 7AINEFA—DNAF ) F—ZOMINFE
Fig. 3 Method for adding the same binary data as those in
each benign file.

RINEFDSREDNA MELE IV =7 NEITHE A
T2ONRE B GEL NI NS,

ZDEE, HELTMNA NERT 2T DNTIE,
4-gram OMH IR T 2D THIUERK 4 /31 b, 8-gram
DO THIULTAL 8 /N1 I, 16-gram DHH T HNIXE
16 N1 "R EL 25, 1 EHFOAMERL TEEL,
AUTHEEKRITAL, SV T2 BET7 70V BET
B7DIIEH BREDNA MNIEEIRL THAT 2 BB
Hd. ZDOL ¥, 4-gram, 8-gram, 16-gram O T
WG U &5 & & 2N, 16 31 M3 OEBEE A S =K
UTHEL, FiATI2ONNRKTHD.

EEORMET7 71NN ENA TV F—& % 2K U CHfiff
SNV TIHATEHIEE LT, RO 2B BEX LN
5. 121, BETZ7A4 Nz 1D, LLIE2~10KED
DIONBCEIRL, AR UATRTO T 71 INVOHE—EiT
MOTRTOMET IV =TI, F ) 2 EE, AT
HETH.

ZoE, BEYILY o7 BERIE, COEKETE VIV
TIT7EUTHEINDE LIRS, BERL, HELT
FAINZNALF VI, FOHFEYILVT =T DT NTOE
wIZIBLUTEENTBY, /AT, BE7 71 IVOIEE
WABRMEREBIZ U I Z DN FVIRFEL BN LTH
5. B8, BMFEOIRIZEWT, NS £ <fFfbh
L, TOBEBELUTHAINEZNSFVIE, 77D
R LTRSS N THEAINZSRY, ERsADN
AFUNLINT =T NEDLOHWBThNd & 5ITK
57280, BHMEEICBOTIEBRT UL BmINRRE L I3
2R,

Rz, N FVOEETLNETEEZLBRY T NI 2T
T, #<OPC, 7Ly, AX—KNT7AVRLETHEH
INTWDEDTH 756, TORWT 71V, B
ZHIZBVTIN Y TIZHEINTU E S TREELH B
72, Ny Y aflxHEHERL, AT MY A MIERL
TELBERHD. BHORMEY 7 by =7 TRITNIE,
RV = TBEONGRE UTHATES RWZD, KDY
TRz TICRGET R BEIXR., ZEL, ZOMNEER
&, REDHEHY 7 U723V T &L THEMBA
XEDHENTREE LY, YA N—F7 R EIEHIND

BNEHD. BERFEOIENS £ <1Tbhiu, ZDW
IR & AR B ATREMEIZ DWW TIRSER U A, BITLEF
D RBRALIEAR N2, KT MU A NDOFMAIFBEE W
Zb.

BE, HHTIEMETTAAN1DTHoTH, HEY
N 27 ZEIEREDEFRNENLF ) ZBRUTLUEDS
&, N-gram HHHIRHIZHE—/NA F U TRWEDIFHIFRI
TLED D, BHRNELKR5.

2 OHDAEE LT, HESY LYY ZEIHHTSE
M7 7AIVEER, FEOMNENOGNALF)EEELTY
VD ZTIFATZ2EDNREZ NS, LML, TDHE
Tld, N-gram flilBRHICE—31 7V TRWE DIFHIBR S
NTUED 7ZOEERNZ, BEE I L 23N e T L,
T4 IVEMPMER I NZREZ X D BIZ, TNETICHEALT
WP BT 7NN OERONLF) TR 2 EE
UTCHAULZBREYIIVY =7 27BN T 5 2 &6 R
kKThsd. INnE, BFEOFEF I Y 72L& 5 N-gram
HHEIZ, =21 F) TRVEDREIBRIhTLES> D
5Thd.

44 RUET7ANIKEZEEENZNAFT )T -9 DM

AHiTIE, BET7 7AW EEFNINAF) FT—&
IV TINS5 &T, BWEEEREE S
EDMIIDVTELETDH., RIET7 71 ZE<&END N
A FVTFT—RTHDH, EROYHPHEL UT—BRINIZE R
52 HM 0 NIRKRETH D720, 131 MOfED 16 ERFL
TO00EUKIEFF &ARZ2EDIZEHLAZ. £, 2000
L UKIEFF 2, RET7 7 A IVB UMYV 2 7I2Y
DIREEENT VDN,

M L = 7B LTI, EMM@XTHW-ED L
U<, MWS F—4& %Y h®d CCC Dataset 2012 8 £
013 IZEENDATEDOT77IVDEDTHS. 773V
Z4DFRFCLIE Microsoft DEDELTWE, BV 7 oz
TOY Y TIVIEEMM ifiX CHEALAZEDER—THY
Windows 12 7)1 VA M=) I NTWBIERTDS exe D
7 7408 &, Download.com Powered by Cnet 75 &
DYA—=RINLFEGFT7ANTHS (7).

112, 173 hOfEAY 16 EEFLT 00 £ 22 /31 hdE
FNDIGEDFMZ, £ 212, 1731 MOFEHD 16 #EXZ TFF
LB B2NA NINEENDGEOFHIIZ RS, R DHifEiv
IV =7 DFKFLE, Net-Worm.Win32.Allaple.a 7% a, Net-
Worm.Win32.Allaple.b % b, Net-Worm.Win32.Allaple.e
e, Net-Worm.Win32.Kido.ih #%ih Tdhd. B, A
FCEABRICKTLZ AT D, Ave [3FIMH, STD I3
#fR 2%, Original IZ7TCD T 7 1NV D3A ML, 00 1% 1731
NODEAY 16 ¥EFRFLT 00 TH o728 MY, FF X134
~DfEAY 16 #KFLT FF TH > 7231 ML, Rate 13550
T7ANDNA ST TR EEEZRL TN,
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K1 00 BEENDNA M EE
Table 1 Number of bytes and rate of 00.

Name of Data | Original 00 Rate
Ave Benign 549509.4 68600.4 | 0.125
STD Benign 990533.9 | 159357.8 | 0.161

Ave Family a 68424.8 1649.5 | 0.024

STD Family a 14156.5 167.1 | 0.012
Ave Family b 60192.1 1611.9 | 0.027
STD Family b 2740.5 170.1 | 0.062
Ave Family e 87533.3 3442.0 | 0.039

13784.3 5540.1 | 0.402
200543.5 17165.1 | 0.086
200423.5 92150.1 | 0.460

STD Family e
Ave Family ih
STD Family ih

® 2 FFPEENA MEHG
Table 2 Number of bytes and rate of FF.

Name of Data | Original FF Rate

Ave Benign 549509.4 | 20947.4 | 0.038
STD Benign 990533.9 | 70025.2 | 0.071
Ave Family a 68424.8 256.6 | 0.004
STD Family a 14156.5 66.0 | 0.005
Ave Family b 60192.1 236.6 | 0.004
STD Family b 2740.5 23.0 | 0.008
Ave Family e 87533.3 327.7 | 0.004
STD Family e 13784.3 47.5 | 0.003
Ave Family ih | 200543.5 5291.0 | 0.026

200423.5 7401.4 | 0.037

STD Family ih

BARDY > 7IVEIE EMM G &MU <, aA¥900, b A
1500, e A% 1499, ih 670 THS. EMM X & bR Te
DBAREIN 1 DD CEEIE, N-gram I NT, L
B DRAR & [F] — O RRARDSF-AT FH OMAR D IZ & ENT W
LR DWAEAEDTHY, SEIEINEZREL TS,

K1BIUEK2&Y, Rate DIEZHD L, RETZ7 71V
PIUHRBEILY T EEIZ, 00 DEZFEEDNNL FDIES
NFFDEHEDED) ELLEENTVE IR Dho7k. B
HAL, TNEHOIEDONA N % &Y% GOATRENIZA
ETEIRVY, 7077 ADMHMALE, FEHIZEZTH
DAZTHERWD, KX TIE 00 DEEZRKFD/NAT N %
WL = 78T 5 2 & THEEITo 72,

00 DfE%FFD/N1 N ZBIT DI —IUIIRDELED & L
7. X1 XY, BEZ7AIDIES A 00 DIz FF> /N1
NEMRL N2, N-gram [Fii SN -HifE LY 7D 16
N NZEIZ1/10 DFERT 16 /31 ML 72 00 DfE%
FoNg Ml ALZ., ZhizkY), HREYILIZT7O
T7ANY A RFEE 1 EMT 28122 d. 2, F
MEIZHER % 175 121, N-gram [EfEATOHE LY =712
T—REMMTDHENHY, [T DT — X OEX
BT 2 MIEREY 7 N2 T7DEDIZELE D 0E
Whd., XL, R1EK22/RDE, V7 bhuxT
DOFEHE(R 2 DB EEE BRI TWD Z b, EREY

£ 3 A MBEMODFHL (4-gram 77 IV a)
Table 3 Evaluation of adding bytes (4-gram Family a).

i TP FP TN FN
0 90 0 | 150 0
1 90 0 | 150 0
2 90 0 | 150 0
3 90 0 | 150 0
4 90 0 | 150 0
5 90 0 | 150 0
6 90 0 | 150 0
7 90 0 | 150 0
8 90 0 | 150 0
9 90 0 | 150 0

x4 A MLEEINOFET (4-gram 7 7 IV b)
Table 4 Evaluation of adding bytes (4-gram Family b).

i TP FP TN FN
0 | 150 0 | 150 0
1 | 150 0 | 150 0
2 | 150 0 | 150 0
3 | 150 0 | 150 0
4 | 150 0 | 150 0
5 | 150 0 | 150 0
6 | 150 0 | 150 0
7 | 150 0 | 150 0
8 | 150 0 | 150 0
9 | 150 0 | 150 0

7%@17V8?6?-&@ﬁﬁ%1OfoﬁMLfﬁ@
RV ZTILT—REFHATIBLENHD. Lhrd, FEE
@ﬁ@?%ﬁl? T REMATLIYGE, I1— ROWE
SV EEOEFIEREDONA MIEFATE DI TIE
@w.%@@%ﬁ?ﬁ,E%77%»K%<éiméﬂ4
FVF—=ZDOMNINTEI LT, RRTEDREDHER L
ZAHNDINTIEEL, HENRHINEDINEFAND 2D,
FEER % AL U 72
FEIZ EMM i X & W UBRBECIro /2. 727U, N—
¥ a Vi Python 3.6.8, NumPy 1.16.1, TensorFlow 1.12.0,
Keras 2.2.4, mtenn 0.0.8 THD. 4-gram % V72 a DFE
RERI3IZ, bORRER AT, e DFEREE 51T, ih DX
HEHK61Z, 8gram ZH Nz a DFERZR 712, b DFER
2REIZ, e DFERZ K 91T, ih DFERZ K 1012, 16-gram
ERVZ a OFEREL 1112, b OFREREK 1212, e DR
Re£131Z, hOFERZXK 14 189, EMM X £ HU
< 10-PEAR ZEMGE % FAVT WA A, ZHIIMEETlEAa <
HELDTANTHD. TRY ZEIE3 TEHETHY, B
FEF DY Y TIAINA I8=I8F A= 2 OP I G LT
B, FIIZ B S AT TEIE Keras 12 & D R-EINT
BY, ad 1728, bH12160, e H2159, ih 1562 TH 5.
#FHD TP & True Positive, FP & False Positive, TN (&
True Negative, FN I& False Negative %37 .
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xR 5 NA MNBEMNOFHE (4-gram 77 IV e)
Table 5 Evaluation of adding bytes (4-gram Family e).

i TP FP TN FN
0 | 150 0 | 150 0
1| 150 0 | 150 0
2 | 150 0 | 150 0
3 | 150 0 | 150 0
4 | 150 0 | 150 0
5 | 150 0 | 150 0
6 | 150 0 | 150 0
7 | 150 0 | 150 0
8 | 150 1| 149 0
9 | 149 0 | 150 0

£ 6 /A NBBIND AT (4-gram 7 7 3 ih)
Table 6 Evaluation of adding bytes (4-gram Family ih).

i TP FP TN FN
0 67 2 | 148 0
1 67 0 | 150 0
2 67 0 | 150 0
3 67 0 | 150 0
4 67 0 | 150 0
5 67 0 | 150 0
6 67 0 | 150 0
7 67 0 | 150 0
8 66 0 | 150 1
9 67 1 | 149 0

xR T A NBEINOFHL (8-gram 77 IV a)
Table 7 Evaluation of adding bytes (8-gram Family a).

i TP FP TN FN
0 90 0 | 150 0
1 90 0 | 150 0
2 90 0 | 150 0
3 90 0 | 150 0
4 90 0 | 150 0
5 90 0 | 150 0
6 90 0 | 150 0
7 90 0 | 150 0
8 90 0 | 150 0
9 90 0 | 150 0

F3~F14 &Y, a b TIFESEHITEI TR,
4-gram D ih IZFP M 32, FN 1 2fFET 5 H, Zhik
EMM i@ XX CIFEEL BN 2EDTHD. 8-gram D ih
I8 FN S22 2 DHBILTWD. BAE& Y, 8k
TRV DD »nS. BB, FTIELAZT—20ERKIE
HE9 55, EMM #sXD Accuracy, Precision, Recall,
FAEIZIZED "dd 2 LTsL.

ARETTHR AN 72 BEFEIIIERITGRETH B, fHN
00 £ 7255 %, N-gram it 2175 80ICRET 7 1)L
BIUOHBEYLY 2 T7OWAEPSHIFRLTUEZIXL V.

& 8 /\A MLEINDFET (8-gram 7 7 IV b)
Table 8 Evaluation of adding bytes (8-gram Family b).

i TP FP TN FN
0 | 150 0 | 150 0
1| 150 0 | 150 0
2 | 150 0 | 150 0
3 | 150 0 | 150 0
4 | 150 0 | 150 0
5 | 150 0 | 150 0
6 | 150 0 | 150 0
7 | 150 0 | 150 0
8 | 150 0 | 150 0
9 | 150 0 | 150 0

£ 9 NA MLEIMOFE (8-gram 7 7 IV e)
Table 9 Evaluation of adding bytes (8-gram Family e).

i TP FP TN FN
0 | 150 0 | 150 0
1| 150 0 | 150 0
2 | 150 0 | 150 0
3 | 150 0 | 150 0
4 | 150 0 | 150 0
5 | 150 0 | 150 0
6 | 150 0 | 150 0
7 | 150 0 | 150 0
8 | 150 0 | 150 0
9 | 149 0 | 150 0

% 10 N1 MBESIOFEHT (8-gram 7 7 XY ih)
Table 10 Evaluation of adding bytes (8-gram Family ih).

i TP FP TN FN
0 67 0 | 150 0
1 66 0 | 150 1
2 66 0 | 150 1
3 67 0 | 150 0
4 67 0 | 150 0
5 67 3| 147 0
6 67 0 | 150 0
7 67 0 | 150 0
8 67 0 | 150 0
9 67 0 | 150 0
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£ 11 31 NBEMOFHl (16-gram 77 IV a)
Table 11 Evaluation of adding bytes (16-gram Family a).

i TP FP TN FN
0 90 0 | 150 0
1 90 0 | 150 0
2 90 0 | 150 0
3 90 0 | 150 0
4 90 0 | 150 0
5 90 0 | 150 0
6 90 0 | 150 0
7 90 0 | 150 0
8 90 0 | 150 0
9 90 0 | 150 0

£ 12 A NBEIOFHE (16-gram 7 7 2V b)
Table 12 Evaluation of adding bytes (16-gram Family b).

i TP FP TN FN
0 | 150 0 | 150 0
1| 150 0 | 150 0
2 | 150 0 | 150 0
3 | 150 0 | 150 0
4 | 150 0 | 150 0
5 | 150 0 | 150 0
6 | 150 0 | 150 0
7 | 150 0 | 150 0
8 | 150 0 | 150 0
9 | 150 0 | 150 0

£ 13 N1 MLEMOFHE (16-gram 77 IV e)
Table 13 Evaluation of adding bytes (16-gram Family e).

i TP FP TN FN
0 | 149 1| 149 1
1| 150 0 | 150 0
2 | 150 0 | 150 0
3 | 150 0 | 150 0
4 | 150 1| 149 0
5 | 150 0 | 150 0
6 | 150 0 | 150 0
7 | 150 0 | 150 0
8 | 150 1| 149 0
9 | 149 0 | 150 0

IZDWTIR A7z [5][6]. CNN IZEGDOHEIZ L < HW SR
TV M, HEIZEWTIIMERDONA FVFIZAML T
LED L, HRMEENKELKRS. I T, Adversarial
Examples IZ/NI ZFEBERELZLUAEZE D%, AV IFH
NVEBIZER LU THERTS. —H, YAV 7IZ80TIE,
Adversarial Examples (2 EAUFE/NI BRBEFTEL &5
L, FEONAFVFEAVIF DIV = TICEEL T
LES &, NAF)I—RAWEIN, BELARS<Z->TL
EF5. LU, VYT EEHREIGRLRY, S04
DO—EBIZEE L ITMBARD I — RBFHFAI N T TE BifE

& 14 A NFBEMOFf (16-gram 7 7 3V ih)
Table 14 Evaluation of adding bytes (16-gram Family ih).

i TP FP TN FN
0 66 0 | 150 1
1 67 0 | 150 0
2 66 0 | 150 1
3 67 0 | 150 0
4 67 0 | 150 0
5 67 1| 149 0
6 67 0 | 150 0
7 66 0 | 150 1
8 67 0 | 150 0
9 67 1| 149 0
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