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Malware detection method using document file structures

NATSUMI FURUKAWAL®)  TAKASHI IMAIZUMIZP)

Abstract: Targeted attacks aimed at obtaining information of a specific organization have become a major
problem. Among malicious documents used for targeted attacks, there is one using code that attacks a
vulnerability called exploit. Since it is difficult for recipients to notice this malware, it is desirable that the
system can automatically detect and remove it. In this paper, we detect malware by paying attention to
the file entropy while using the internal structure of the document file. Entropy differs between executable
and document files. Not only by calculating the entropy of the whole file, but also focusing on the structure
of the document file, it is possible to calculate with limited parts that may contain executable files, and more
accurate detection can be performed.
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