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Abstract: In recent years, illegal goods and services such as illegal drugs, child pornography, firearms such as guns, cyber
attack tools and cyberattack attack outsourcing services are being traded at virtual exchanges built on the dark web. It has
become possible for anyone to obtain such illegal goods. For this reason, law enforcement agencies have been continuously
trying to take down such illegal goods trading sites. In addition, by crawling the dark web, attempts have been made to confirm
the classification of those sites and the status of the goods being handled. On the other hand, few studies have focused on the
analysis of the dark web infrastructure. In this research, we investigate the actual condition of middleware that operates the
infrastructure of these virtual exchanges built on the dark web, and then analyze/make consideration for the results of collecting
data.
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{
"headers": {
"Server": "nginx",
"Date": "Fri, 14 Jun 2019 01:26:06 GMT",
"Content-Type": "text/html",
"Content-Length": "162",
"Connection": "keep-alive"
}l
"snapshot": "<html>\r\n<head><title>403 Forbidden</title></head>
r><h1>403 Forbidden</h1></center>\r\n<hr><center>nginx</center>\r\
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