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A Generation Method for Whitelist to fit Own Network
in Cyber Attack Monitoring
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Abstract: In monitoring and responding to security incidents, it is necessary to check data such as a large
amount of logs and alert information of security devices. In actual operation, in order to filter the observation
data to be noticed, communication that occurs more frequently and regularly is often specified as a white
list. The conventional whitelist setting was based on the experience of the observer with reference to Alexa
ranking. However, this method has problems such as high dependence on the experience of the operator and
difficulty in dealing with aging. Therefore, we calculate the occurrence distribution of features from commu-
nication data collected in the network, and the standard deviation. We propose a method of automatically
generating a whitelist by using as an index for stationarity of communication. By convolving the feature
values for large amounts of communication data with the occurrence distribution and quantifying them with
the standard deviation, A simple numerical index reflecting the characteristics of the target network can be
obtained. We implemented this method, applied it to two different network environments, and confirmed its
effectiveness.
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