
͋Έͩ͘͡ͷGarbled CircuitʹΑΔߏ
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֓ཁɿຊߘͰ Yao ͮ͘جʹ Garbled Circuit[1] Λ, ͋Έͩ͘͡ʹద༻͢Δ͜ͱΛࢼΈͨ. ͋Έͩ͘͡ͷ

γϟοϑϧ෦ΛϚϧνϓϨΫαͱͦͷ੍ޚ෦ʹ͚, ͦΕͧΕ Garbled Circuit Λద༻ͯ͠ൿີ͢ࢉܭΔ.

۩ମతʹ, Kolesnikov Βʹͮ͘ج freeXOR[2] ͳͲΛద༻ͯ͠ςʔϒϧαΠζΛ͢ݮΔ.

ΩʔϫʔυɿGarbled Circuitɼ͋Έͩ͘͡ɼfreeXOR

A construction of garbled circuits for Amidakuji

Takayuki Masui1,a) Hikaru Morita1

Abstract: In this paper,The authors have tried to apply Yao’s garbled circuit[1] to Amidakuji. To do secure
computation, divide the shuffle part of Amidakuji into a multiplexer and its control unit, and apply a garbled
circuit to each part. In detail, reduce table size by using Kolesnikov’s freeXOR[2].
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1. ·͕͖͑

ଟਓͰͷॱ൪ܾΊநબΛ࣮͢ߦΔํ๏ͷ 1 ͭͱͯ͠

͋Έ͕ͩ͘͡༗ޮͰ͋Γ, ݁ՌެฏͰ͋Δ͜ͱ͕ٻΊΒ

ΕΔ. ҰൠʹࢀՃऀશһ͕ର໘͍ͯ͠Δ߹ҎԼͷΑ͏

ʹͯ͠ެฏͳ͋Έͩ͘͡ΛߏͰ͖Δ.

( 1 ) ,Ճऀͷத͔ΒදऀΛબͼࢀ දऀ͕ࢴʹ͋Έͩ͘

.Ҿ͘ʹߦՃ͢ΔਓॎઢΛฏࢀʹ͡

( 2 ) Լଆͷઢʹදऀ͕͋Έͩ͘͡ͷ݁ՌͰ͋ΔॱҐΛ

ॻ͖, .ՌΛӅ݁ͯ͛͢ۂΛંΓࢴ

( 3 ) දऀྡΓ߹͏ॎઢͷؒʹԣઢΛࣗ༝ʹҾ͘.

( 4 ) ެฏੑΛͨ͢ظΊʹ, දऀҎ֎ͷࢀՃऀԣઢΛࣗ

༝ʹҾ͘.

( 5 ) ͡ΌΜ͚ΜͳͲͰॎઢͷ্ଆͷઢΛબͿॱ൪Λܾఆ

͢Δ.

ͷख๏ʹΑΔه্ 4 ਓͷॱҐΛܾΊΔ͋Έͩ͘͡ͷߏྫ

Λਤ 1 ʹࣔ͢. ઢΑΓԼ࣮ࡍʹંΓ͛ۂΒΕ͓ͯΓ,
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ຊߘͰൿີࢉܭΛ࣮͢ݱΔख๏ͷ 1 ͭͰ͋Δ Yao ͮجʹ

͘ Garbled Circuit[1] Λ༻͍ͯ, ୈؔػऀࡾͷಋೖ͕ඞཁ

͕ͳ͍͋Έͩ͘͡ͷߏ๏ΛఏҊ͢Δ.

ɹຊߘͷߏ, ҎԼͷ௨ΓͰ͋Δ. 2 અͰຊߘͷࢥ

Λ, 3 અͰ͋Έͩ͘͡ͷγϟοϑϧ෦Ͱ͋Δ੍ޚ෦ͱ

ϚϧνϓϨΫαͷߏ๏ͱ, Garbled Circuit ͷద༻๏ʹͭ

͍ͯड़, 4 અͰߟΛ͍ߦ, 5 અͰ·ͱΊΔ.

2. ຊߘͷࢥ

ຊߘͷࢥҎԼͷ 3 ͭͰ͋Δ

• ଟਓͰͷॱҐܾΊநબ, ಛఆͷࢀ͕ؔػՃऀʹ

,Ͱ݁ՌΛܾΊΔͷͰͳ͘ܗͳ͍͑ݟ Ճऀ݁Ռࢀ

ʹؔ༩͠, ೲಘͰ͖Δํ͕ࣜඞཁͰ͋Δ

• Մͳ͕͋࡞Ճऀશһ͕ࣗ༝ʹγϟοϑϦϯάͷૢࢀ

Έͩ͘͡ʹಛԽͨ͠ Garbled Circuit ͷߏ

• ͋Έͩ͘͡ͷߏʹ FFT ͰΘΕΔόλϑϥΠԋࢉ

ͷ͑ߟΛ༻͍Δ͜ͱʹΑΔ, ϩʔΧϧͳ෦͔ΒϚΫ

ϩʹม

3. ఏҊख๏:͋Έͩ͘͡ͷGarbled Circuit
ʹΑΔߏ

ఏҊख๏Ͱ, ͋Έͩ͘͡ͷԣઢ෦ΛγϟοϑϦϯ

ά෦ (Ҏ߱ SHUF ෦) ʹஔ͖ޙͨ͑ʹ, ֤ཧήʔτΛ

Garbled Circuit ʹม͢Δ. ͜͜ͰࢀՃਓ͕ N = 2n

ਓͷ߹ͷ͋Έͩ͘͡ͷߏΛࣔ͢. SHUF ෦ͱࢀՃऀ

i ͷ ID(ࣝผࢠ) Ͱ͋Δ Xi, i ∈ {1, 2, ......., N} ΛೖΕସ͑

Δཧճ࿏Ͱ͋Δ. Ճਓ͕ࢀ 2n ਓͳͷͰ, Xi  n Ϗο

τͱͳΔ. FFT ͰΘΕΔόλϑϥΠԋࢉΛجʹͨ͠

γϟοϑϦϯάΛͨ͏ߦΊ, SHUF ෦ N
2 log2 N ͱͳݸ

Δ. Zi ͋Έͩ͘͡ʹΑΓೖΕସ͑ͨ݁Ռͷ ID Ͱ͋Δ.

ਤ 2 Ճऀࢀ N ਓͷ͋Έͩ͘͡ͷߏྫ

SHUF ෦ͦΕͧΕಠཱ͓ͯ͠Γ, ࣝผ͢ΔͨΊʹ

SHUF j , j ∈ {1, 2, ....., N
2 log2 N} ͷΑ͏ʹॻ͘. ਤ 3 

ྡΓ߹͏ ID ΛγϟοϑϦϯά͢Δ SHUF ෦ͷߏਤͰ

͋Γ, ෦ޚ੍ (Ҏ߱, CONT ෦) ͱϚϧνϓϨΫα෦ (Ҏ

߱, MUX ෦) ʹ͚ͯߏ͞ΕΔ. CONT ෦ͷೖྗ

yj = (yjN , yjN−1, ....., y
j
1), y

j
i ∈ {0, 1} Ͱ͋Γ, ग़ྗ MUX

෦ͷ੍ޚ৴߸ͱͳΔ cj ∈ {0, 1} Ͱ͋Δ. yj  MUX ෦

ʹೖྗ͞Εͨ ID ΛೖΕସ͑Δ͔Ͳ͏͔ͷࢀՃऀશһ͕ߦ

͏ථͷΑ͏ͳͷͰ͋Δ. ྫ͑, X4 ͷॴऀ࣋ yj4 Λ

SHUF j ͷ੍ޚ෦Ͱ͋Δ CONT j ʹೖྗΛ͢Δ. ͜͜Ͱ

MUXj ෦ͷೖྗ Xi,Xi+1, cj ͱ͠, cj ͕ 1 ͷ߹ ID

ͷೖΕସ͑Λ͏ߦ.

ਤ 3 SHUF j ෦ͷߏ

CONT ෦ XOR ήʔτ͕πϦʔঢ়ʹଓ͞Εͨཧ

ճ࿏ʹΑͬͯߏ͞ΕΔ. ਤ 4 ࢀՃਓ͕ N ਓͷ߹ͷ

CONT j ෦Ͱ͋Δ. ೖྗࢀՃऀશһʹΑΔ Xi ͱ Xi+1 Λ

ೖΕସ͑Δ͔Ͳ͏͔ͷථͰ͋Δ yj Ͱ͋Γ, ग़ྗMUXj

෦ͷ੍ޚ৴߸ cj Ͱ͋Δ.

ਤ 4 CONT j ෦ͷߏ
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ϚϧνϓϨΫα෦ Kolesnikov Β͕ఏҊͨ͠ख๏Λ༻

͍Δ [2,3]. ਤ 5  Xi ͱ Xi+1 ΛೖΕସ͑Δ MUXj ͷߏ

ਤͰ͋Δ. ͨͩ͠, ͜͜Ͱͷ ∧ ͱ ⊕ Ϗοτ͝ͱͷԋࢉΛ

ҙຯ͢Δ.

ਤ 5 MUXj ෦ͷߏ

֤ཧήʔτΛ Yao ͮ͘جʹ Garbled Circuit ʹม͢

Δख๏Λਤ 6 ͷΑ͏ͳ 2 ͭͷೖྗϫΠϠ a, b ͱ 1 ͭͷग़ྗ

ϫΠϠ d Λͭ࣋ XOR ήʔτΛྫʹઆ໌͢Δ.

ਤ 6 XOR ήʔτͱͦͷਅཧද

( 1 ) ೖྗϫΠϠʔ a ͱ b, ग़ྗϫΠϠʔ d ͷͦΕͧΕͷϫ

ΠϠʔͷ 0 ͱ 1 ʹରԠ͢Δཚ K Λੜ͢Δ. Ҏ߱,

ϫΠϠʔ a ͷ 0 ʹରԠ͢ΔཚΛ Ka
0 ͷΑ͏ʹॻ͘.

( 2 ) ͦΕͧΕͷཚΛ༻͍ͯ Garbled XOR Gate Λੜ

͢Δ. ۩ମతʹද̍ͷΑ͏ʹ 4 ͭͷ҉߸จ͔Βߏ

͞ΕΔ Garbled Computation Table(Ҏ߱ GCT) Λߏ

͢Δ. ҉߸จ EK(m) ݤ k Ͱ෮߸Ͱ͖, ฏจ m Λ

ೖखͰ͖Δ͜ͱΛҙຯ͢Δ.

ද 1 Garbled XOR Gate

input wire a input wire b output wire d GCT

Ka
0 Kb

0 Kd
0 EKa

0
(EKb

0
(Kd

0 ))

Ka
0 Kb

1 Kd
1 EKa

0
(EKb

1
(Kd

1 ))

Ka
1 Kb

0 Kd
1 EKa

1
(EKb

0
(Kd

1 ))

Ka
1 Kb

1 Kd
0 EKa

1
(EKb

1
(Kd

0 ))

AND ήʔτಉ༷ͷख๏Ͱ Garbled Circuit ʹมՄ

Ͱ͋Δ.

Garbled Circuit ͷࢉܭ, ྫ͑, ೖྗͱͳΔཚ Ka
0 ,K

b
1

͕खʹೖΔͱ, GCT ͷ EKa
0
(EKb

1
(Kd

1 )) ͚͕ͩਖ਼͘͠෮߸

͞Ε, Garbled XOR Gate ͷग़ྗͰ͋Δ Kd
1 Λखʹ͍ΕΔ

͜ͱ͕Ͱ͖Δ.

ɹຊߘͷ CONT j ෦ͷΑ͏ʹ, Garbled Circuit ੜऀʹࣗ

ͷೖྗͰ͋Δ yji ΛӅͭͭ͠ରԠ͢Δཚ K
yj
i

σ ,σ ∈ {0, 1}
Λೖख͢Δඞཁ͕͋Δ߹, 1-out-of-2 Obvilious Trans-

fer[4] Λ࣮͢ߦΔ.

4. ߟ

4.1 GCTͷαΠζͷߟ

ఏҊख๏ͷࢀՃਓ͕ N = 2n ਓͷ߹ͷશମͷ GCT

ͷαΠζʹ͍ͭͯ͢ߟΔ.

ɹ·ͣ࢝Ίʹ, ͋Έͩ͘͡Λߏ͢ΔͷʹඞཁͱͳΔཧ

ήʔτͷʹ͍ͭͯ͢ߟΔ. 1 ͭͷ SHUF ෦ͷ CONT

෦ͷ XOR ήʔτ 2n − 1 ,ݸ MUX ෦Ͱ XOR ήʔτ

͕ 3n ,ݸ AND ήʔτ͕ n .ͱͳΔݸ ද 2 ʹ 1 ͭͷ SHUF

෦Λߏ͢ΔͷʹඞཁͳήʔτΛ·ͱΊΔ.

ද 2 1 ͭͷ SHUF ෦Λߏ͢Δͷʹඞཁͳήʔτͷ

ɹ

෦ޚ੍ MUX ܭ߹

XOR 2n − 1 3n 3n+ 2n − 1

AND 0 n n

ܭ߹ 2n − 1 4n 4n+ 2n − 1

YaoΒʹͮ͘جGarbled CircuitͰ, λΛηΩϡϦςΟύ

ϥϝʔλͱͨ࣌͠ͷ, ཧήʔτ 1 ͭ͋ͨΓͷ GCT ͷαΠ

ζ 4λϏοτͱͳΔ. ද 2ΑΓ, SHUF ෦͕ N
2 log2 N ͷݸ

͋Έͩ͘͡શମͷGCTͷαΠζ n2n−1(4λ(4n+2n−1))

ͱͳΔ. ͜Εྫ͑,λ = 128,n = 4ͱ͢ΔͱGCT͚ͩͰ

63.5KB ͱͳΓ, ͋Έͩ͘͡ͷ࣮ߦʹ͓͍ͯͷ௨৴ྔͷ૿

େ͕ݒ೦͞ΕΔ. ͦ͜Ͱ, Kolesnikov Βʹͮ͘ج freeXOR

Λద༻ͯ͠ GCT ͷαΠζͷݮΛࢼΈΔ.

freeXOR ʹΑΔ Garbled XOR Gate ͷߏΛਤ 6 ͷ XOR

ήʔτΛྫʹઆ໌͢Δ.

( 1 ) ೖྗϫΠϠʔ a ͱ b ͷͦΕͧΕͷϫΠϠʔͷ 0 ʹରԠ

͢Δཚ Ka
0 ,K

b
0 Λੜ͢Δ.

( 2 ) ΦϑηοτͱͳΔཚ R Λੜ͢Δ. ͜ͷ࣌,Ka
0 ,K

b
0

ͱ R ͷϏοτಉ͡ʹ͢Δ

( 3 ) Kd
0 = Ka

0 ⊕Kb
0 ͱ͢Δ

( 4 ) Ka
1 = Ka

0 ⊕R,Kb
1 = Kb

0 ⊕R,Kd
1 = Kd

0 ⊕R ͱ͢Δ.
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͜ΕʹΑΓ XOR ήʔτʹؔͯ͠ GCT Λߏͤͣʹ

SHUF ෦ͷൿີ͕ࢉܭՄͱͳΔ. ͦͷͨΊ, freeXOR ద

ͷޙ༺ SHUF ෦͕ N
2 log2 N ͷ͋Έͩ͘͡શମͷݸ GCT

ͷαΠζ 2n+1n2λ ϏοτͱͳΔ. λ = 128,n = 4 ͱ͢Δ

ͱ 8.192KB ͱͳΔ. Ҏ্ͷ GCT ͷαΠζʹؔ͢ΔߟΛ

ද 3 ʹ·ͱΊΔ.

ද 3 1 ͭͷ SHUF ෦Λߏ͢Δͷʹඞཁͳ GCT ͷαΠζ

෦ޚ੍ MUX ܭ߹

Yao 4λ(2n − 1) 16λn 4λ(4n+ 2n − 1)

Yao+freeXOR 0 4λn 4λn

ID ͷϏοτ͕͍΄Ͳ͋Έͩ͘͡શମͷςʔϒϧα

Πζ͕େ͖͘ͳΔ͕, Ճਓ͕ेਓͰ͍͍ͤͥेࢀ

KB ͷͨΊ, GCT ͷαΠζʹؔ͢Δ௨৴ྔେ͖ͳʹ

ͳΒͳ͍ͱ͑ߟΒΕΔ.

4.2 N ̸= 2n ͷ߹

Ճਓ͕ࢀ 2 ͷ͖Ͱͳ͍߹ʹ͍ͭͯͷ͋Έͩ͘

͡ͷߏ๏ʹ͍ͭͯ͢ߟΔ. ਤ 7 ࢀՃਓ͕ 3 ਓͷ

߹ͷ͋Έͩ͘͡ͷߏͰ͋Δ.

ਤ 7 Ճਓ͕ࢀ 3 ਓͷ߹ͷ͋Έͩ͘͡ͷߏ

ਤ 7 ͷΑ͏ʹ, μϛʔ ID Ͱ͋Δ XU Λߏ͢Δ͜ͱͰ,

μϛʔΛ߹ΘͤͨࢀՃਓΛ 2 ͷ͖ʹ͢ΕΑ͍. ·

ͨॱ൪ܾΊͷ͋Έͩ͘͡Λ࣮͢ߦΔ߹, μϛʔʹͨ

ΔॱҐܽ൪ͱͯ͠ѻ͏.

4.3 ϋογϡؔʹΑΔGarbled Circuitͷߏͱࢉܭ

ݮྔ [5]

ຊߘͰ Yao ͍ͨͮجʹ Garbled Circuit Λ༻͍͕ͨ, ͜

ͷํࣜͰ Garbled Circuit Λ͢ࢉܭΔࢀՃऀ͍ͯͬ࣋

Δཚ͕ GCT ͷͲͷߦʹରԠ͢Δݤͳͷ͔͕͔Βͳ͍

ͨΊ, Garbled Խ͞Εͨήʔτ 1 ͭʹ͖ͭ 4 ௨ΓͷࢉܭΛ

͢Δඞཁ͕͋Γ, .೦͞ΕΔݒͷ૿େ͕ྔࢉܭ ͦ͜Ͱ, ϋο

γϡؔʹΑΔ Garbled Circuit ͷߏͱݮྔࢉܭʹͭ

͍ͯࣔ͢. ͜͜Ͱ, ਤ 8 ͷΑ͏ͳ 2 ͭͷೖྗϫΠϠ a,b ͱ

1 ͭͷग़ྗϫΠϠ d Λͭ࣋ AND ήʔτΛྫʹઆ໌͢Δ.

ਤ 8 AND ήʔτͱͦͷਅཧද

( 1 ) ೖྗϫΠϠʔ a ͱ b, ग़ྗϫΠϠʔ d ͷͦΕͧΕͷϫ

ΠϠʔͷ 0 ͱ 1 ʹରԠ͢Δཚ K Λੜ͢Δ. ͨͩ

͠, ͦΕͧΕϫΠϠʔͷ 2 ͭͷཚͷ࠷ԼҐϏοτ͕

ҟͳΔΑ͏ʹ͢Δ. ྫ͑, Ka
0 ͷ࠷ԼҐϏοτ͕ 1 ͷ

߹ Ka
1 ͷ࠷ԼҐϏοτ 0 ͱͳΔ. Ҏ߱, ཚͷ

ԼҐϏοτΛऔΓग़ؔ͢Λ࠷ LSB(.) ͱද͢.

( 2 ) ͦΕͧΕͷཚΛ༻͍ͯ Garbled AND Gate Λੜ

͢Δ. ۩ମతʹදͷΑ͏ʹ 4 ͭͷ҉߸จͰߏ͞Ε

Δ GCT Λߏ͢Δ. Ka
σa
||Kb

σb
 Ka

σa
ͱ Ka

σb
ͷσʔ

λͷ݁߹Ͱ͋Γ, H ϋογϡؔ, H(x)  x ͷϋο

γϡΛද͍ͯ͠Δ. ͜ͷ࣌, LSB(Ka
0 ) = 1 ͷ߹

 GCT ͷ্ 2 ͱԼߦ 2 ,Λߦ LSB(Kb
0) = 1 ͷ࠷ԼҐ

Ϗοτ͕ 1 ͷ߹ 1 ͱߦ 2 ,ߦ 3 ͱߦ 4 ߦ

ΛೖΕସ͑Δ. ද 4  LSB(Ka
0 ) = 1,LSB(Kb

0) = 0

ͷ߹Ͱ͋Δ.

ද 4 Garbled AND Gate

input wire a input wire b output wire d GCT

Ka
1 Kb

0 Kd
0 H(Ka

1 ||Kb
0)⊕Kd

0

Ka
1 Kb

1 Kd
1 H(Ka

1 ||Kb
1)⊕Kd

1

Ka
0 Kb

0 Kd
0 H(Ka

0 ||Kb
0)⊕Kd

0

Ka
0 Kb

1 Kd
0 H(Ka

0 ||Kb
1)⊕Kd

0

͜ΕʹΑΓ, Δ͍ͯͬ࣋ऀࢉܭ 2 ͭͷཚ Ka
σa
,Kb

σb

Λ༻͍ͯ H(Ka
σa
||Kb

σb
) Λ͠ࢉܭ, GCT ͷ 2LSB(Ka

σa
) +

LSB(Kb
σb
) + 1 ʹͱϏοτ͝ͱߦ XOR Λ͢ࢉܭΔ͜ͱ

Ͱ, Ka
σa
,Kb

σb
ʹରԠ͢Δग़ྗͰ͋Δ Kd

σd
͕ಘΒΕΔ.

5. ·ͱΊ

ຊߘͰ৴པͰ͖Δୈ͕ؔػऀࡾඞཁͳ͍, ͋Έͩ͘͡
ͷ Garbled Circuit ʹΑΔߏ๏͓Αͼ, ςʔϒϧαΠζͱ
Ճਓ͕ࢀ 2 ͷ͖Ͱͳ͍߹, ͓Αͼϋογϡؔ
Λ༻͍ͨݮྔࢉܭͷߟΛࣔͨ͠. ͋Έͩ͘͡ͷγϟο
ϑϧ෦ΛϚϧνϓϨΫαͱͦͷ੍ޚ෦ʹ͚, ͦΕͧΕʹ
Garbled Circuit Λద༻ͯ͠ൿີ͢ࢉܭΔ͜ͱͰ, ௨৴ωο
τϫʔΫڥͰͷॱҐܾΊநબΛ, ՃऀͷϓϥΠόγʔࢀ
͕อ͞ޢΕ্ͨͰશһ͕݁ՌʹೲಘͰ͖ΔΑ͏ʹ࣮͕ߦՄ
Ͱ͋Δ.
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