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Privacy-Preserving Decision Tree Classification
Using Ring-LWE-Based Homomorphic Encryption

SaTosHl Fukur! LiHuA WANG? TAKUYA Havasar? Serncui Ozawal:®)

Abstract: As the number of cloud computing users has been soaring, it is solicited to establish a secure
computing platform where people can employ machine learning algorithms while preserving privacy of data.
In this paper, we propose a privacy-preserving decision tree classification protocol using ring-LWE-based
homomorphic encryption. It applies to cloud computing system with three-party: a client who has sensitive
data, a model holder who has a pre-trained decision tree, and an outsourced server that supplies comput-
ing resource. To protect data privacy, input data and tree construction are encrypted by a client and a
model holder, respectively, before being sent to an outsourced server. We demonstrate that the proposed
privacy-preserving decision tree classification protocol works within a practical time for several public data
sets.
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Fig. 1 Decision tree example
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Fig. 2 Our computation model
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Table 1 Decision tree used for experiments
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Table 2 Run time for the data sets (seconds)

ARIEN E TR =
Data Set Enc Dec Enc LR SNRATAN | ARG
Iris 0.0018  0.0009 0.0018 0.0046 0.0014 0.0123
Breast 0.0155  0.0027 0.0037 0.0109 0.0019 0.0364
Heart 0.0063  0.0012 0.0182 0.0492 0.0082 0.0993
Nursery 0.0036  0.0187 0.0254 0.0695 0.0112 0.1358
Spam 0.0290 0.0496 0.0576 0.1577 0.0246 0.3406
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Table 3 Comparing the number of communication and encryp-

tion
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