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Examination of bit number reduction method of feature amount in
malware detection by processor information

Yuva Nagar:® RyoTARO KOBAYASHI! MASAHIKO KATO? HAJIME SHIMADAS

Abstract: As one of the new security technique for IoT devices, we have proposed a malware detection
mechanism based on processor information. Currently, we are implementing both CPU and proposed mech-
anism with Hardware Description Language. Since it is hardware for IoT, we want to reduce the amount of
hardware required to construct a classifier generated by machine learning as far as possible. So in this paper
focuses on the cache hit rate, which is an important and represented by a decimal number of features. We
tried to reduce the number of bits by using only a part of the fractional bit string. By reducing the number
of bits, we can reduce the size of the classifier by reducing register size and arithmetic unit size which holds
and computes features. As a result, we confirmed that the number of bits could be reduced by at least 37.5
% without affecting the classification accuracy. We also confirmed that there was room for further reduction
in the number of bits by sacrificing slight classification accuracy degradation.
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Table 1

Details of processor information
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Fig. 1 CPU die with proposed mechanism
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Fig. 2 Image of part of processor information flow
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Table 2 List of malware used

Name VirusTotal Result | Symantec Analysis Result | File Type Packer | OO0
Mirail 27/56 Linux.Mirai ELF none 108,421
Mirai2 27/28 Linux.Mirai ELF none 101,248
Mirai3 25/54 Linux.Mirai ELF none 177,347
Mirai4 27/57 Linux.Mirai ELF none 102,202
Trojanl 32/58 Downloader.Trojan Shell Script | none 788,146
Trojan2 23/60 Downloader.Trojan Shell Script | none 779,080
Trojan3 17/54 Trojan.Gen.NPE Shell Script | none 869,080
Trojan4 29/57 Trojan.Gen.NPE Shell Script | none 840,647
03 ODoOOOoDooooo 04 0ODDOOOO 05 ODOOoOoogoo
Table 3 List of normal programs Table 4 List of classifiers Table 5 Evaluation data list
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Table 6 Impact on classification accuracy after method adaptation
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Table 7 Number of bits that are the branching point of change
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Table 8 Maximum impact on classification accuracy after 20 bits

gogd 1 ooo 2
Hooen 320000 (00) | bOoooO ooog 320000 (00) | Doooo good
Mirai3 0.948 +0.034 9 0.952 -0.050 17
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apached 0.028 -0.063 3 0.001 +0.094 3
tomcat3 0.033 -0.030 7 0.013 +0.031 5
tomcat4 0.102 +0.042 6 0.180 +0.025 5
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