Computer Security Symposium 2019
21 - 24 October 2019

loTHUOUOOOUOOUOOOoooooooooood

ooooob poooo! 0oo00O0O0! 000002 ooooo? ooooot

ood
loeTOODDOOOODOOOODOODOOODODODOOODODOOOODOILTODODDODOOODOOOODO
goooooooooOoOoooooOoDOo leToooOOOoOOoOooooDoObOoOoooooooOoDbOoo
oooooOOoleTOOOOOOOOOOOO0OO0OODOOOOOOOOOO0OOOO0O0O0O0O0O0O0 OSOO00O0
gooboooooooSooooOoOO0OO0OO0O0OO0O0O00O00O0DOOOOOOO0OO0O0O0O0O00LTOOO
oooooooOoOopoOoOoOooSOO0O0O0O0OooooooOOO0OO0OO0O0O0O0O0OoobooOooOooO0O0000O
gboboooobdoooboooboooooboooboobOoooboobobboobOobboobOobbooDOobboOon
gobooooboooboooboobooobooooboooobobooboobO0ooboboobOoboboooboOobobooon
gboobooooobooooboooboooboobooooooobooooboboOoon

00O0000IoT, 0000, Intel SGX, HIDS, 0000

Anomaly Detection System for Container on IoT Gateway
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Abstract: Cyber attacks targeting IoT devices are increasing with a spread of IoT, hence improving the
safety of IoT is becoming important increasingly. Currently, containers in IoT gateways is to attract atten-
tion from the viewpoint of convenience and safety. However, because IoT gateway is infectable with cyber
attacks, and container provider and OS providers are different, there is concern that the host OS is not always
reliable. In order to improve the security of containers running on untrusted host OS, we propose a mech-
anism for detecting anomalies in containers. In the proposed method, system calls issued by the container
are monitored, and anomalies are detected in a hardware protected area. In addition, we examined several
methods using hidden Markov model and methods using Auto Encoder as anomaly detection methods.
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Fig. 2 System Configuration.
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Fig. 3 Overview of SCONE.
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Table 3 Anomaly Score of Hidden Markov Model approrch.
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