Computer Security Symposium 2019
21 - 24 October 2019

B4 N\—) RV BEHRDOIEBRINEHEE T — L

PR 2.0

RIS BER>

BIE : A N—KBOBMNE, KBEHCLIRBEFHEOIFEARALTI LD TES, —H, KEHIIRE
NRPWEHTE TR A N—Y RV ERERET L 2 LICHLYH 570, HEOKREFEEZZ LR
CMELZWEEZEZTWS, AifETR, EHIR LAY =12k 394 3= 2 7 EHHE OHIE %,
= DB R DT A B R— D —DETFNVIRETEL L 2RT. £, ZOELS, FEHIW
HEBLERKZ W CTE S TCRIA—LT Ay L) eFa VT4 7 =L ITRET S,

F—J—K AN 27ERILE, BRA TP 2 AR, F—2a8im, Vv 7 h—LT A

Cyber Risk Information Sharing as a Non-cooperative Game
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Abstract:

OKUBO TAKAO?

Monitoring of cyber attacks can be regarded as sharing of attack methods by attackers. In contrast, since
the attackers are interested in holding cyber risk information that can not be managed by the defenders,
They want to hide their attack methods as much as possible. In this paper, we show that game theoretic
analysis can be performed on strategy of cyber risk information sharing by non-cooperative players.We also
propose a game model called ”CRI Hold’em” that can be used to analyze for cyber risk information sharing

as a non-cooperative game.
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