Computer Security Symposium 2019
21 - 24 October 2019

BEEMROEX1Y T4 SRATLT—FTIFY
AN A R

BLE (ko BEENMA X 2 U 7 4 EOFBICE 5 SN THERITHEM T 57200 Y — B QB S X7 A
T XTI F X 2R T 5. SNEROBENER TIE, FA—kXxa VT4 @’%’@U:%é%éﬂé:&fn%, H
FCORRMRRIBMBE ORI D X 5 722 BALF A7 K0 & BRI, W22mlet, FEfEabeE, wmhntogrr, e
RN Y —ADWHE, BEREER, BREREMO XD RERVAT 2B TILERH L. Zhblit, ZHOE
VHEEHRR, Y7 MU =T Ry U= T L0, BERVAT MIBBHIICHAILTONLRETHDL I L2 D,
INLDERREY == ZIZ Lo THBEL TREEHRT IBENRDH D, AR TIE, Zh b HENEUT ORRE
Ko BRERESHTL, TOEBUTH LY —=0 07 —F 7 7 F Y 2 RET .

F—0—F ABIEA, BB AT L, V=

Security System Architecture of Autonomous Ships

Hidehito Kobayashi"® Toshihiro Matsui'

Abstract: This paper proposes a zone-type automated ship maneuvering system architecture for safe operation even if future
automatic ships are exposed to security threats. Since ocean-going vessels are also exposed to cybersecurity threats, they avoid bad
weather, avoid collisions, avoid grounding, perform remote control, and perform higher-level tasks such as efficient global route
planning to the destination. Safety systems such as engine and resource protection, safe berthing, and safe berths need to be strongly
protected. These network many sensors, information systems, and software, but safety systems should be assembled hierarchically,
so these information systems must also be separated and secured by zoning. In this paper, we analyze the functional requirements
and safety requirements of these automatically operated ships and propose a zoning architecture suitable for the realization.
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