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Evaluation of the Clock-based Intrusion Detection System

Hiroyuki Tsukamoto' Satoru Sakurazawa’ Yoshihiro Hamada™ Keigo Yoshida'
Naoki Adachi’? Fumiya Ishikawa Shogo Kamiguchi'
Hiroshi Ueda'™ Yukihiro Miyashita™ Yoichi Hata'!

Abstract: Security measures have become one of the most crucial issues in the realization of autonomous driving and connected
cars. Intrusion Detection System (IDS) are known as one such security measure; these systems detect cyber-attacks in order to
begin a specific measure to counter the attack. Some IDSs use fingerprint technics. These technics allow for recognition of which
Electric Control Units (ECUs) sent a CAN message, and detect a malicious CAN message if the transmission source ECU is
different from the legitimate one. In this paper, we will evaluate the Clock-based Intrusion Detection System (CIDS) known as
software-based fingerprint technic, and study improvements about the vulnerability of this method known as clock phishing and
other problems found by the authors.
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