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Abstract: There has been an increasing need for high-speed in-vehicle network communication for autonomous driving systems
recently. Automotive Ethernet is attracting a great deal of attention, instead of conventional in-vehicle protocols. However, there
is a possibility that connected autonomous vehicles receive cyber attacks from an external network. According to Framework for
Improving Critical Infrastructure Cybersecurity published by the National Institute of Standards and Technology(NIST), a set of
cybersecurity activities consists of five functions: Identify, Protect, Detect, Respond, Recover. To realize secure vehicle operation,
at first it is important to detect cyber attacks. In this paper, we will describe attack scenarios through a survey on security of
Automotive Ethernet: Diagnostics over Internet Protocol (DolP) and Scalable service-Oriented MiddlewarE over IP (SOME/IP).
Furthermore, we will describe discoveries related to attack detection on SOME/IP and DolP made during this survey.
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