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Performance evaluation of anti fingerprinting tools
for browser and TLS

NAKAMURA AYAKAD'®  OKUBO TAKAO!

Abstract: Fingerprinting is one of techniques for tracking users by using characteristics of packets and char-
acteristics of information that can be acquired from a browser. Fingerprinting can be performed without the
user’s permission, but it is a problem of privacyprotection. There are many tools with an anti-fingerprinting
function that canrefuse fingerprinting or impersonate and communicate, but many of the current anti-
fingerprinting tools havelimited types of fingerprints that can be impersonated or rejected. Therefore, it
is thought that fingerprinting is not completely deceived. In this paper, in order to clarify how effective the
anti-fingerprinting tool is for fingerprinting, we conducted two types of fingerprinting, browser fingerprinting
and TLS fingerprinting, andinvestigated the anti-fingerprinting performance.
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