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Abstract: In recent years, Network appliances that are designed to monitor network traffic and Sandbox
appliances that are designed to detect unknown binaries which protect users from malware infection are
becoming popular. However, adversaries can evade such Security appliances by implementing customized
malware that only reveal its malicious behavior on targeted specific system. In our previous work, we have
evaluated resilience of Sandbox appliances against customized malware that use marks, implanted in the
reconnaissance phase, to identify target specific system. We disclosed our results to security vendors to insist
the threat of customized malware. In this study, instead of implanting features, we use Browser Fingerprint-
ing to gather information from the target system and show how adversaries can use Fingerprints to intrude
target specific system. We evaluate Security appliances that are operated in a real organization to see if
they can detect our test samples. From the experiment, none of the 8 Network appliances detected access
to our web site that collected Fingerprints from the target specific system. We also examined that none of
the 3 Sandbox appliances detected our test sample that search Fingerprints of the target specific system.
Browser Fingerprinting is also used among many benign web sites that, it is difficult to detect Fingerprint-
based reconnaissance attack. Therefore, it is important to improve resilience of Sandbox appliances against
customized malware and prevent malware infection.
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Fig. 1 Overview of the attack scenario.
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2EBOT 7 2 ATHAS SNITZERS—KT % 0% RO
M EICRIE L. 3 |2 Browser Fingerprint DR Z
EDOBALEREIA LR T DA, T2, DUFICEE S
BrELDs,
(1) WMDOT 72 ALROT 7 A F TOHEAS, 0 HL
E7RUTOYGE (FTER)
() RHMDT 7L AERDT 72 AT TOMMA, 8 AL
L 14 HUTFoRE (F Ly D TKiR)
(3)WWDT 72 ALRDT 7L AT TOMIAS, 15 HLL
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®2 BEWHAKLTORENMET 28U~ VT = 7HAROIERIZH W
PR
Table 2 Features used to implement test samples that can

identify target system.

Feature Normalized Shannon Entropy Time stability
Hardware Screen size 0.296 80.8%
Physical cores 0.030 91.9%
CPU architecture 0.072 99.5%
Software OS version 0.385 94.1%
HTTP Accept Language 0.271 85.5%
Time zone 0.011 86.3%
Browser version 0.479 79.9%
Plug-in 0.598 74.0%
Network Internal IP address 0.656 60.7%

= 3 FERIHWEMNED Fingerprint

Table 3 Fingerprint of target system used in the experiment.

Feature Observation Anonymity set size

Hardware Screen size 2560x1440 42/10010
Physical cores 4 1330/6385

CPU architecture amd64 3699/10010

Software OS version Windows 7 1140/10010
HTTP Accept Language ja-IP 1729/10010

Time zone 9 9720/10010

Browser version Chrome 57.0 68/10010

Firefox 52.0 15/10010

Internet Explorer 11.0 496/10010

Plug-in Shockwave Flash 25.0 151710010

Silverlight Plug-In 5.1 1315/10010

Network Internal IP address FEF204 1/10010
Combined | Combination of Hardware 3 feature 13/10010
Combination of Software 5 feature 4/10010

Combination of all 9 feature 1/10010

THUS L 7245800 % <13 1 EBDATH UIE s %0 v
7o, WMEHIARE 72— A ERAT - AOMEELT
52 LT, BB L B2 % 21T 12 { v Fingerprint % 1§
W B ENTEA.

ERIRAK ETOAEIEY 24816 . =0 b —2E <, &2
D, BRI X A B v 9 O FE) e L
2. R2IZFOFERE T 05, 4B, CPU Architecture
% OS Version, Browser Version (& User Agent 7 & il
L7z.

BT, BE LY E W COER R EToAREIE
T O VER L7z, R L 2B iR CHIC L - THEES
NIZEFERD 7 74V THY, FEI7E NS L Windows
API % Windows B¥t& F\C 9 fidH, &5k 12 8 DR
ET L, FLT, PELERI 42 8 TIEL -
Fingerprint & —3 L7358 12D &K, FATEREESENTH %
AT 5.

VERL L 72 MR % R i KR CTEAT L 72 & T 5, Browser
(Chrome & Firefox) & Shockwave Flash ®D/8N— 3 3 v 1§
M- L ehorz, UL, ENWROEHRZ TS L7
201744 H 12 H»H 37 AL ER#E L7 2017 47 H 11
HAICHER L7 iRk 2 F4T L7720 Th 5. EBORET
i, 72— A ERAT7 2= XDOMIZEL, T§XTOH
BT A ERFHEINL D, ERL7ERIT TR
TOEMDI—I L 2B A IO EREETH 5 L HIWT 5
£zl 7. &' 3 ITEMmAKD Fingerprint & £ £ 9 5.

AW CTHRET 2 ENME L TOAREET L~ LY =
T, ¥ PRy 7 AW TR —HF DRk ETIE
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REFEE & fTh AV, 22T, EBIENTEVLI—HFD
WMARTIENTH 2 LW 2WEEEEZHET L2720, W
X [17] T T WA Anonymity Set Size % 74 L 7-.
ML, F=Fty bOHRDSEHEF R ORI LD
MEMALT 200 %R TE, Hi RO RO T —
SRIF -k FOF— Y HTHE S NS, FEOF—
Zty M2, EERoFEERTIUE L 72 10,010 O Browser
Fingerprinting # V272, £ 3 ICRHERREZ T L0 5. 72
72 L, Software DM A 1213 Browser Version & LT
“Firefox 52.0” %, Plug-in & L T “Shockwave Flash 25.0”
THWTWL, ZORDPS, 9 MEOR M AEDE
BT ETEBRICHWZT— %ty s Oy S EHHERE —
B ETAZENTEDLEVZE, TO0, ELT:
He RSl D BBE 2 i oK & I3 2 ek 13k & TR
END. B, BEmEIITHEOEE IP 7 F L AHED
BTHN TV, EBOELEXLL THELLTW5S.,

4.4 Y2 KRRy IRTT54 7 > ZOFRDIEE

VE L 72Kk Z I TY Y Ry VAT FI5A4 TV AD
BHMEEFHEL 72, 3> FRYy 2 AT T4 7 Ak, R
HMDOT7ANEF YRRy 7 A LTI 5 2 & TRt
SHRENO L —FE2 <Ly 2 TEENSFHZ LR HIE
L72BETH L. EBRICTOEZRERITH 4 ORIl
PNTEY, 3FHEOY Y FRY 2 AT 7547 v ADWH
TiZhsb. 7272L, N7 TI9A4 T AEAy hT—
TEREFTLCORWD, ERLBEE T 7547
YAHERL, BV AR—- N EOHTAZETH Y FR Y
AT TITAT Y ADERES I B RE LT EEROR
B, B L72RIE 10 B> FRy 7 2 ETH TSN
72 (Windows 10, Windows 7, Windows XP, 32/64bit).
B FRy 7 Z0F|21E OS Version, Browser Version,
Plug-in, HTTP Accept Language, Physical Cores, CPU
Architecture O —#B25—T 5 b DIFHEL . Lo L,
ADP DO —FHT LT Y FRY 7 RS L B h o
oo F72, 2OV Y FRY 72 ATIRTRTOEEIA—
HThole., ZOH, WEFIFHEMNAGDELI L
TERICHWZY Y PRy 7 AR OS2 2 LA TE 5.
B, YRRy AT TIAT Y ADEF 1) T4
77— MRz AR LB R R FAT L7 10 A v R
Ky 72D 5, 9HOY Y FEY 7 ZAD5137 5 — FH¥E
Wsnedroiz., —J, 1EO¥ ¥ KRy 7 A (Windows
XP) oN—=F7 = 7ICET57 77— PO S 7z, fE
i L 728k 1d Windows XP X V) # Ly OS THEATHRET
HoH. LaL, EEIZHOWENRERIE Windows 7 T
HZEDS, Windows TETHR T4 77 ZHw
TR ZEEELTH Y FRy 2 AT 754 7 ¥ A2H%H
L7, 2R, WIhotry KRy 7 2Ah6dtF 2
F4TI— MIB SN olz. FO80, BEEITE
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BRICHW/Z2 Y Ry 2 AT 7547 v A% A7)V AIZ[H
HITLIENTE S,

5. Implant N\— X DK E(IZxHTHEFx11
FATTT74T > OB

A AZFHATIIZE 1] 1I2B W T, BEFIIEN®HEIZ In-
plant L7215 % H\W TR L TOAEET A~V T =
THRERL, EMETER I N TCWAY Y FRy 7 AT
FTAT VAL BMHMOEIFSTFETH S 2 L H R L
72, AETIE, EIOWERICHOAGEREZEHRL, AQE
FIFICHTEEF L) TATTIAT V ADEMIEE
Bats s, BT, 518iTHRy NT—=2 T TI4T ¥
ZADFEEREL, 528 THY FRY 2 AT TI3A47T
Y ADA R T 5.

51 v NT—=9F77T 547> OB
AR ICH DAL Z EHFTE LBERIIZIEICHS

5, ARFZETIE 3 DIZ0HET 5.

(1) Software : £  DHMHKT Web 777 ¥ v 7 RET
A= TORY LD IFHEFEBICB N TLEATRE
ToTWwh, 2T, YK THHE SN T\Ww5 Web
TIIHFRA—NITTAT VN eEDY T NI 2T
M EHOAGHEBTANEZ LMD, 2L 21,
Web 77 7O HIZITHEEEFE L Cookie 7 & D15
PRETHLDODREHET S, TS DEHRDE 135
KNDT 7 A VIHAF SN 120, WEHITHFOE
HTICH S URL 2 FEMISERE LT, BEmED Web
TG REMOAL L TEDL, T, X —
W77 FORIZIEE, A=Ay FHIZER I
TWL URLRA A=V 774NV E A Y —Fy b2
L5y H—= KT8 DOWHFHET D, GAAA NG
FIHEANDOF v v ¥ 2 IRFEEIND 720, WERITH
HOEFTIZHAH URL & A — b~y FPIZEEIE L T
BERNCEE LT, BWNERDO A=V 7 547~ M
WAL LN TE D,

(2) System : Windows BREETIE T 7 4+ )V FiEET, ¥ A
TLETRELZZT—E3AXRNY MO ICREREIN 5.
¥ 72, Windows OS OFE4 ZBfEATT 7 & L TIRIE S
NDGEDNL . £22C, BImED Y AT LI
PO AGEEAT AN E Z 5N A, 728 Z21E, Domain
Name System (DNS) ZFJH L TR 2 A > & ARk
FTHEE, £ DNS H— 395 L IRED 7%  ERAT Y
ALT 7 N L7HAITA Ry M E ZIFRTRLE S
b, 2O, WEZIHHOEHMTIZH S URL &
BICERE LT, BImADO A X ba 72 EHe #
DAL ZENTED.

(3) Network : —f#zH91Z, Web 1 F & HE$ % 52 DNS
F—NEHHLT XA 24THRET L. $£72, %
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L7 F ALV OFEHRIEDNS ¥ ¥ v 22 LT
—REIIRF SN DAL\, 22T, BEmHED
oy M= 2 RO A HET AN EZ HLb.
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TI7HNWIMA Y AN=VENTBY, DNSH =N F
A YRV EDE TR L2l E AN O F v v
VaAlBET A 07D, KEHETASOFEHTIC
%% URL % REMIZE L C, EMmAK O DNS ¥ v v
VAl REBOAL LD TES.

COXHIC, WEHIIHEZOEMTIZH A URL 1M
WCEELT, URL %2 v 7 &85 2 & TREMARITER
FHOAL I LN TEL., WEEPHET S Web 1 +
&, EHTA N EFR RO Web 4 M EFIHT A&
DRTEL720, FERMERICHOAGEEAT A HEEBIC
BWTIETS Web 77 v AL EBEN L, 2y T —
ITTIAT YV ATORMIRETH S L FHEINS.

5.2 Y2 RKKRyIIXTTI4T7 0 AOBMETM

TAZATIIZE (1] 1I2B VT, Web 75 74 (Browser
History, Browser Cache) & DNS Stub Resolver ® ¥ % v
DAl EREEOAGRE Y ) F R R L, ERORE
FyrR—VIZHWONR LY 2 T 2B, R
KIHOA AT MAEE I E L THEZE ST 50~
VW = TR L7, £ LT, EMETER ST
L3FHDOY YRRy 7 AT TI5A4 7V AZBWT, 1Rk
L7~V = TR SN IR T35 2
& 2 tERE L 72 (Windows 10, Windows 7, 32/64 Bit 705
A 5Dy KRy 7 A)., 2, £F 2V T4 T T—
MIBRM SN Do, HEEIIERICH YV F
Ry VAT TIAT VAZATNVAIZAIMTE L Z & % hf
L7,

COEHIZ, WEHIFENmEIZH S LOMOAAT
TEE AT, R EToOAET A2~V = 7 % 1E
W B2 ENTES., BN AICHOAALZERITY ~ F
Ky 7 AR N W TH L7720, vy FKRy 7 A
TTIAT VATINVT 2 T ARROEZHZRT H 2 L 1T
Witch s e FHINDL, LaL, ERLAZYLVY 271
FATRBOBRERE LT, O LORE L& —
HLLAEICOARAEITREDIENRE K TH L LT 5.
DD, YRR IATTIAT VATINT LT D
FMAEPST A58 % & 5252 LT, EIHELTOMA
BT~V T R MHMTE LRSS H L. EBI,
44 B OFHEERRICBNTH Y VY FRYy 7 AT TI3A4 T~
ANPHEF2)TATIT— MPBHISN TV, S5k
BLYREM DS TH S,
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6. EX

6.1 IEAR

AL F ) A~ & LT, BERmAETIT) ik &
YX2)FATTIAT Y ADOMWRER LA EZ SN,
Browser Fingerprinting ¥R | KK #E > + 1) + ~Ox
%D 1 2% LT, Browser Fingerprint D5 % # L < 75
FEDEZ LMD, 728 21F, Web 77 7 O4F# & s
b9 % Plug-in 25F4ET 5 [18], [19], [20]. 4%l2, => b O
= RO LF5 2 L THEZED D
A Mx@Eoesis, F72, JavaScript, CSS, Flash 7 &%
53 % 2 & T Browser Fingerprint O U5 %[5 2 &
BTEL, 72721, INLE2EMNLT S L TL—FOF
EPEDHE R b N D REED D 5.

Implant 35 | KEES F ) F~NOED 1 2& LT,
Implant L 721EHMOGIAM L EL T 5 HEIEZ LN,
72l 2 &, Web 77 oV ORERBESF v v ¥ a2 g2 i
ChRETLILET, WBHEOIA N EEOONS, 17,
Xy v a0ENEEIT) I L THEROHOD AL ZEEL <
TAHAHEREZONL, 12720, 2—FOFE®EEL 9
TREMEDS D B 728, BEZAT ) BIEIEEFLETH L.
YRRy IXTT547 > XOMEERE © BIAYIARNT L 72
BZRER I K E CTOREIET 5~V T = TARROZEH) %
By 52 LI3EE L VWA, ETREOERE NG 5588 &
ELRDHBIETINGDYNY =7 ZHRATE B REMEA
Hh., Flo, INFTIEH Y PRy 7 A% 21— FHRBEIE
DU W% [21] 7N TE 7225, v FKRy 7 A%
MR ICE DT 5 2 L CHBELZCZ LN TE LTRSS
% [22]. —H, ¥ PRy 7 AP —FIZ#ES5N72 URL %
I) T HEEINCHERETAHIET, WELXEOIA % E
T2 HEVNEZONDL., Lo L, BEEEIIEN KA
YFRY AT TIAT Y RATFLN TV Z & a g
LIENTEDL., T2, ¥ FKRy 7 ADBEHEIHA T
LIl lblzd, 415 —Fy MERINIY Y FRY
JADPL—HFIZESNIZURL 22 ) v 735 &9 ICHE
THIELWEETLL W,

DL A BRRDPE Z DB DS, WEFHIIERD
WELF ) T 2MAEDLELWREED D 5720, il b
H—Ox R TlE % {, BHOXEREZMAEG D=2
REHTLHIENLEFE L,

6.2 WEELF)FDIRR

KRB 1) 4 T, HET 2K L BAT LKL
LK CTHALENH L. LrL, HE7 - LEA
T 2= RE A= IRRHTITbN LD, TNENDT = —
RICHW O N D0 RIE HHEB IS SN D F—6E T
HDHEFHEING, HET7 L —ATlE, WEZITHELL
URL #2—HI227 ) v 7 S8 L0LEN D 5. [k, &
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ATz —ATREBLET 7 ANEFEIT S LLEDR D
b, T, I—FERELRT YV -y LT =T )
VIUBBREERCDLLEND L. —h, AT 2 — X
HTML X = V&JJWAZETURLZ 2 ) v 7452 &%
CRERYSR AR PSR E HO A LT REMA S 5. KRB
F)FICOWTIEABROMEE T 5.

6.3 MZGIEAIT

AKEFZEIE, R ETORBET LIV 2 T7I2X 5
I RR Y 7 AfENTIEGEEZ R L, A N OB
ERD ) LMBOEF LY T A EICETAZEEHB
LD 20O, KGR EY > FRy 7 A4V —
FRbX ) T AN FIZIERPOFEMIEL S E LD
12, WBREHEIZEMENETAY y FEESTDIC, UF
DE)BFRE Lo T, RIIZERHFIC L 2 EENR
WRNSHDLEFRENLERICANY Y PRy 2 A7 7
FAT Y ADYF 1) T4 XU FEF3IMIH LT, BN
KETOREES D~V = 7 HYRAT % [ 2 2n 05D
5 HORMPERICH W ko5, RIS N DK
i EOBHRBRE T o2, TDH B, 12513 LE
HICHEDE, VAT LONEERFIT- 2B OMEKE T 2T W
Lo RIS, WY RKRYy 2 A7 TF547 v AR LT
WY F )T 4 NYFE LA L O IR 2 4T o
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