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Risk assessment for improving information security in small and
medium-sized financial institutions
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Abstract: Securing cyber security in the financial institutions is an urgent issue for stabilizing the overall financial system.
Particularly, the development of cyber security management in small and medium-sized financial institutions is required to increase
the security in the financial sector as a whole. However, despite the fact that government have appealed to them the need for
security measures, no adequate measures have been taken. Inhibitory factors have shown to be such as a lack of management
resources and little concern about the security of the executives of the small and medium-sized institutions. According to these
implications, we aim at proposing the measures that these institutions should focus on with limited resources as well as the way to
raise the executive’s’ security awareness. For this purpose, we are assessing the security risks in the small and medium-sized
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financial institutions based on interviews and reviews of international standards.
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Figure 1 Outline of cyber security management guidelines [3]
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security [4]
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Figure 6 risk assessment table
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Figure 7 Conceptual diagram for dealing with risks [9]
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