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A Study on Malware Cyber-Security for Edge utilizing Pattern Match Accelerator

Masamori Kashiyama, Hiroto Seki, Hiroyuki Hosono (Nihon University)

Malware detection algorithm to be embedded in edge computing is proposed and validated by the emulator. This

algorithm with pattern match accelerator reduces the computing cost while maintaining the relatively high

detection accuracy. There efficiencies were identified as the performance of approximately 80%. In comparison

with the characteristic extraction using the Al, computing cost is reduced, and these processes allow realization

of the edge computing with high cybersecurity characteristics.
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Fig. 1. Security Gateway Embedded in the Vehicle.



Mrblack-BMP Mirai-BMP

2 Malware Texture Image ] (Kaiten, Mrblack, Mirai)

Kaiten-BMP

Fig. 2. Examples of the Malware Texture Images.
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Fig. 3. Mask Patterns for Malware Pattern Matching.
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Fig. 4. Overview of the Pattern Match Accelerator.
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Fig. 5. Relationship of Statistics applied to Malware Analysis.
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# 1 Malware 7 7 X U —OFHfli¥- > 7 v
Table 1. The Malware Family Samples for Validation.

File Feature B lttyrggp Quantity
Gafgyt | Botnet (The most famous). .png 142
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Fig. 6. Process Flow Chart of the Algorithm.
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Fig. 8. Histogram of Pattern Match Frequency of Malware.
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% 2 Malware 53/ MEBE
Table 2. Malware Detection Performance.
File Extract | Verify |Detectable| Detection Rate
Gafgyt | 71/142 | 71/142 | 53/71 74.6%
Grip 21/41 20/41 20/20 100.0%
Kaiten | 55/109 | 54/109 44/54 81.5%
Malware
Family | Mrblack| 50/99 49/99 43/49 87.8%
Name | nfipaj 67/134 | 67/134 42/67 62.7%
Ganiw 58/116 | 58/116 52/58 89.7%
Not _
Malware Normal 110
Sum 429 254/319 79.6%
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