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Implementation and Performance Evaluation
of Authenticated Cryptography in SROS2

TAKEMOTO SHUL'®  NOzAKI YUSUKEZ YOSHIKAWA MASAYAZ

Abstract: With the expansion of Industry 4.0, realization of a short-term development of a complex FA sys-
tem and a secure system is required. SROS2, an open source platform applicable to industrial robots, realizes
short-term development and implements secure communication using AES-GCM. On the other hand, AES-
GCM is reported to be vulnerable in computational security. Therefore, a secure encryption alternative to
AES-GCM and its evaluation are needed. For these reasons, this research incorporates SROS2 with a secure
certified encryption alternative to AES-GCM. This study also evaluates the performance of cryptography.
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2. SROS2

Robot Operating System (ROS) [12] iZ @Ry NpAF%
KIS s it E A —T v —ZADIF VY
7 Td%. Ubuntu Linux ETEMEL, vRy MRAFIZET
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(rmw), ## D Data Distribution Service (DDS) DfLFHA
Lo THREN S (K1), DDS idW < DDA R4t
ENTEH Y, PrismTech @ OpenSplice X eProsima @ Fas-
tRTPS[13] 238 5. DDS I£& 512, Distributed Network,
Real-Time Publish/Subscribe (RTPS) Protocol, Quality
of Service Policy (QoS) DftfllA%zFis, 2D ETHK ./ —
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3.1 AES-GCM
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F 7z, 128-bit OFEH K 28551, 128-bit DNy ¥ a
i H 248K 5. AR SV IV I, T4 v 7 Fkik
Ny Y 2B GHASH 12 & - T 128-bit DAV VR fH Y,
ZHERT S, ZUT, 128-bit DFEX Po . oy &, 17
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3.2 CAESAR
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3.2.1 Ascon
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3.2.2 AEGIS

AEGIS-128 & 7' 1 v 27 £ 128-bit, $fF 128-bit D&
NEMSTHD. £72, AEGIG-128L Tl, 7uv 27 E
PREIIZED SRV, HERD State DK E X VLT
%. CAESAR IV RF 1 arTix, mbatiey 7Y
r—a VIZRHMEL TV T ) XA LCEHiEhTnwa
AEGIS-128 D70V 3V XL %K 5123 . AEGIG-128 T

% 1 CAESAR DO#GET E 5

use case 1st choise 2nd choise
lightweight Ascon ACORN
high-performance | AEGIS-128, OCB
defense in depth Deoxys-11 COLM
0320k || K 4 Ay 031
1
L/
P

ol

—>l Addition of Constants |—>| Substitution Layer |—>| Linear Diffusion Layer l—)

4 Ascon OWEEAL - AT LTV X A

(© 2019 Information Processing Society of Japan

Vo0l.2019-MBL-92 No.22
Vol.2019-CDS-26 No.22
2019/8/30

1w consly consty

K "@ ('l))l,\'ll (,’()II.\‘/O K "@ K "@
v v

S.10,0 Si10.1 S.10,2 S.10,3 S.10,4
| 1 J

4 1
L Mig (9,7, ...,-1}

K »mie 0,3, .., -2}

] I (

Sutvt7,0 Sut7, 1 Sunt7,2 Sunt7,3 S, 4

X 5 AEGIS-128 Of§S5(k - I 7 LT Y X4

X, AAF—ZXEITGLT, 7y REBAEIRLFET
T3, WiILT—& A % 128-bit THU 2 EDT Oy 75
o, X% 128-bit TR EDTOY 2 E v L
TWwWa., 2077y NBEBIL, AES OREE/ET LTV XL
ZRAHT 5.
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