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A Locking Protocol for Location Databases in Mobile
Environment
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Abstract’ The mobile computing paradigm introduces new technical issues in the area of
database systems. In mobile environment, for an efficient tracking of user movements, the
users’ location data are stored in location databases. As the location of user is a frequently
changing piece of data, queries to location databases may get inconsistent results. In this paper,
we discuss the problem of processing aggregate queries on the location databases and propose the
two step position locking protocol that can guarantee the queries to get the consistent results.
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1 Introduction in mobile computing environment (from now,
we will refer to this term simply as mobile

The mobile computing pa,ra'd_igrn introduces environment), these a.ssumptions are no longer

new technical issues in the area of system
software, including the database systems{l].
For example, many techniques for traditional
distributed database management have been
based on the assumption that the location of
hosts and connections among them in the dis-
tributed system do mot change[11]). However,

valid. )

Mobility of hosts engenders a new kind
of locality that migrates as hosts move[12].
As a consequence, the existing solutions for
traditional distributed database management
may not be readily applicable to the mobile
environment. In particular, a measure to



manage the location of mobile host must be
taken, so that users do not need aware on their
mobility while using applications on a mobile
environment.

Location management is one of the most im-
portant mobile computing technologies. In-
tegrating location management into mobile
environment will provide location transparen-
cy to its users. Users can always be identified
regardless of their locations in the environ-
ment.

Since it is possible to track the user location
in mobile environment, we can think of using
this facility to have a knowledge on user distri-
bution at a particular location in the environ-
ment. In our real life, there are many applica-
tions that can make use of such a knowledge.
The dynamic resource allocation possibly be-
comes the most important kind of the appli-
cation. Examples include the adaptive alloca-
tion of communication channel capacity and
the adaptive traffic light control. '

Getting the information of user distribution
at a particular location will involve query-
ing and aggregating the location information.
Such a process can be done in some ways, for
example, by multicasting the paging message
or by letting the location management do it
for us. However, since users’ location is a fre-
quently changing piece of data, the informa-
tion may probably contain errors.

Not all of applications will reject to work
with this erroneous information. Sampling,
for example, can be used for getting a suffi-
ciently accurate information from some erro-
neous data. In this situation, the important
thing is how we can limit the errors to the
minimum level. In this paper, we discuss the
technique for processing aggregate queries on
location data and propose a technique called
two step locking protocol that can be used to
improve the accuracy of the query result.

This paper is organized as follows. In sec-
tion 2, a generalized and simplified model of
location management is presented. After that,
the technical aspects of processing aggregate
queries on location data is presented in sec-
tion 3. The concurrency control for location
databases which becomes the main contribu-

tion of this paper is discussed in section 4.
After discussing the related work in section 5,
finally, we provide some concluding remarks
in section 6 . '

2 The Model of Location
Management in Mobile
Environment

The mobile environment consists of mobile
hosts and fixed hosts. Each mobile user (user
that is using the mobile host) in the environ-
ment is assigned with a unique ID called UID.
The UID of particular user is fixed and does
not changed even if the user moves. Further,
since in general a mobile host is used and pos-
sibly owned by a single user, for the simplicity,
we will use the terms mobile user and mobile
host interchangeably. v

In mobile environment, the whole geograph-
ic area is partitioned into cells. Each cell is
assigned with a unique ID called CID. Each
cell is covered by a fixed host called mobile
support station (MSS). Augmented with wire-
less communication capability, MSS provides
mobile users in the cell a gateway to connect
to the entire network.

Every cell is attached to a location serv-
er (LS). The LS supports query location and
move operations. In general, an LS cov-
ers some cells which is located closely (from
the view of location or network) each oth-
er. FEach LS has a location database for s-
toring the location data of users which ex-
ist inside its coverage. The entry that de-
scribes a users’ location is a tuple composed
by two attributes, i.e., CID and UID. In gener-
al, the location database is indexed to improve
the data lookup performance.” The most log-
ical scheme is probably to make CIDs as its
key values. Therefore, logically, the location
database forms a tree as shown in Figure 1.

LSs in the mobile environment are connect-
ed each other by a dedicated network. In
general, this network forms a hierarchy where
messages related to the location management
are exchanged among LSs. The depth of the
hierarchy varies according to the size of cells
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Figure 1: A hierarchical structure of data.

and network bandwidth. Generally, the small-
er the size of cells is, the deeper the LS hier-
archy.

Being connected, all location databases in
the mobile environment forms a distributed
database environment. For implementing the
query location and move operations on an LS,
the location database provides read, insert,
and delete operations of data item. In par-
ticular, a query location operation is translat-
ed into a read operation on the corresponding
key values in the location database. On the
other hand, a move operation is translated in-
to deletion of an entry, which is composed of
the UID of user that moves and the CID of
previous cell, and then, it is followed by inser-
tion of a new entry, which is composed of the
UID of the user and the CID of newly entered
cell, into the location database.

3 Processing Aggregate
Queries on Location Data

In mobile environment, processing the aggre-
gate query involves collecting the informa-
tion about all users reside in the area being
queried. When the location becomes the sub-
ject of an aggregate query, the characteris-
tics of mobile environment, including the fast
changing nature of the location data, may in-
troduce some errors into the query result, such
as in the following examples.

Example 1 (Unidentified users)
Suppose that a mobile user A is about to que-

There are only 2
\users around me.

Figure 2: An unidentified user.

How many users
in the campus?

Figure 3: Identified more than once.

ry the number of mobile users other than it-
self, which are located in the cell where this
user is located now (see Figure 2). For this
purpose, A throws a paging message into the
common link (like the command rusers of U-
NIX) and by simply relying on response pack-
ets issued by other mobile users, A is expected
to know the number of all mobile users other
than A itself. However, this can be true only
if the message issued by A is received by all
users in the cell and all users can give response
to this message. Some users probably do not
receive the message due to errors caused by
the echoing effect (note that the message is
propagated on the air) of many skyscrapers
around. The problem could also occur if some
mobile hosts are down due to the power ex-
piration, so that they cannot give response to
the message.

Example 2 (Identified more than once)



In Figure 3, suppose that a mobile user Ul
is about to query the number of students in
some parts of the Campus. A student U2 is in
the Faculty of Engineering when the location
management begins to process the query, thus
its location becomes the subject of this query.
In the middle of query processing, after U2
had its location data evaluated, he/she moves
into the Faculty of Medical Science. Due to
administrative reasons, it is located in differ-
ent cell from the Faculty of Engineering. Un-
fortunately, when U2 moves into Faculty of
Medical Science, the query processing has still
been collecting the data, therefore the location
data of U2 will be evaluated again though it
had been done when U2 was in Faculty of En-
gineering.

Above examples show how prone is the ag-
gregate query to get a wrong result when it
deals with the location of mobile users. The
situation will be worse in the future, where
a high density of mobile users moving across
very small cells.

Besides the errors caused by the physical na-
ture of mobile environment, the problem could
also occur due to uncontrolled accesses to the
location database, such as in Example 2. In
essence, the user that is querying the location
data can be regarded as reading the data. On
the other hand, the mobile user can be consid-
ered as updating its location data as it moves
crossover the cell boundary. These two kinds
of accesses conflict, but unfortunately, in Ex-
ample 2, we allow these conflicting accesses to
be executed simultaneously. This makes the
consistency of location database broken from
the view of the query.

4 Concurrency Control for
Location Databases

Allowing  simultaneous  accesses. to the
database will result in performance gain of
the entire database system. However, if the
simultaneous accesses are allowed in uncon-
trolled fashion, they may break the consisten-
cy of database. Concurrency control is the im-
portant mechanism of a database system that

allows simultaneous accesses to the database
and protects the database consistency from
possible anomalies.

To perform control on simultaneous access-
es, the accesses are grouped into an abstract
unit called the transaction. The level of group-
ing is not critical as long as it satisfies the
ACID properties. In our model of location
management, for example, the move opera-
tion should be considered as a transaction.
The concurrency control then determines the
scheduling of the transactions execution so
that it satisfies the correctness criteria, such
as the serializability property.

As the location data is stored in the location
databases, every user in the mobile environ-
ment relies on the location databases for
tracking its location and those of other us-
ers. Due to its important role in the location
management, the performance of location
database systems will determine the perfor-
mance of the entire location management sys-
tem. Thus, the performance of concurrency
control is among the most critical issues of
location database systems.

Considering the concurrency control perfor-
mance of location database system, it is im-
portant to employ the concurrency control
mechanism for the location database that is
bearable in the update intensive accesses. Fur-
ther, since the location databases will also
be involved in the query processing, the non-
blocking property is also among the important
requirements.

4.1 The (One Step) Locking Proto-

col

The most common concurrency control mech-
anism employed by database systems is prob-
ably the (two-phase) locking. As compared to
other concurrency control mechanisms, such
as those are using conflict graphs associated
with read/write database accesses[7], the lock-
ing protocol is easier to implement.

In a locking protocol, two locking modes,
i.e., R and W, are used. A transaction has to
lock the data item in R (W) mode before it
performs read (update, i.e., delete or insert)
operation on the data item. If the data item
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Figure 4: A blocked move.

is locked by more than one transaction, the
locks conflict if at least one of them is W mode.
Otherwise, they are compatible.

Before a new locking request on a data item
is granted, the concurrency control system will
test its compatibility with the locks being set
on the data item. If it is compatible, then the
request will be granted immediately. Other-
wise, it must wait until the conflicting locks
are released (i.e., the accesses represented by
the conflicting locks are finished).

Since the locking protocols enforce wait
when conflicts are detected, a transaction that
conflicts with the transaction being execut-
ed will be blocked. Further, if the conflict-
ing transactions wait each other releasing the
locks set on the data to be accessed, a dead-
lock occurs. The fact that blocking and dead-
lock may occur, unfortunately, makes the ex-
isting locking inappropriate to be employed in
location database systems. An example below
shows a situation where the locking performs
bad.

Example 3 (A blocked move)

Suppose that 5 aggregate queries (Q1 ... Q5)
are submitted to the location server for pro-
cessing (see Figure 4). After the beginning of
processing Q2, a mobile user relocates from
cell C2 to C9. since the entry of this user
is currently being locked in R mode by Q1
and Q2, the entry cannot be deleted, thus,

the move operation M1 is blocked waiting for
Q1 and Q2 to complete (note that the move
operation must be atomic). In the middle of
processing Q1 and Q2, queries Q3, Q4, and
Q5 are submitted consecutively and all of the
queries will lock in R mode all the entries of
users existing in their query areas. As a result,
M1 will still be blocked until Q5 completed.
On the other hand, Q4 will get 0 as the result
even though one user that has moved from C2
exists in its query area.

4.2 The Two Step Position Locking
Protocol

We propose the two step position locking pro-
tocol to overcome the problems of using one
step locking protocols in location databases.
Especially, it is dedicated to make the move-
ment of mobile users reflected into the location
databases as soon as possible while guarantee-
ing the aggregate queries getting the correct
results. o

Besides R and W, the two step position
locking uses two additional locking modes, i.e.,
VR and VW (the conflict relations are not
symmetrical, see Table 1 for the compatibil-
ities among locking modes). In general, lock-
ing is performed in two steps. In the first step
(the volition step), the data item to be read
(deleted) is locked in VR (VW) mode. The
purpose of this step is only for indicating that
in the near future, if possible, the data item is
about to be read (deleted) by the transaction
that is setting the VR (VW) lock.

After a transaction completely setting vo-
lition locks on all data to be accessed, the
transaction enter the second step (the execu-
tion step) (i.e., the volition step.and the exe-
cution step are two-phase). Entering the exe-
cution step, the transaction will try to upgrade
the valition lock modes into the execution lock
modes. That is, the VR (VW) lock will be
upgraded to R (W) lock. If the upgrade can
be done successfully, then the transaction will
execute read (delete) operation on the data
item. ‘ .

As the volition lock is only showing the vo-
lition to access the data item, it does not pre-
vent other transactions, that have succeeded



to set the R (W) lock prior to the setting of
the volition lock, from reading (deleting) the
data item.

Once a VW or W lock is set on a data item,
no further locking request will be granted on
the data item, since the data item will be ob-
soleted soon (will be explained later). The
" rejection of locking request, however, is not
fatal. The transaction can just continue to
run and perform accesses on other data items.

Since W lock conflicts with R lock, the VW
lock is non-upgradeable while R locks have not
been released and it must wait. As the VW
lock becoming upgradeable (all R locks have
been released), it will be upgraded to W lock
immediately. If a transaction has succeeded
to upgrade its VW lock on a data item to the
W lock, then all volition locks being set on the
data item become definitely non-upgradeable.
Thus, the corresponding future accesses to the
data item will be impossible. In this situa-
tion, the transactions, that have set the non-
upgradeable volition locks, have to guit from
accessing the data item, but may continue to
run (to perform accesses on other data items).

So far, we have discussed only the read and
delete operations inside the two step position
locking protocol. So, how about the insert op-
eration and its relation to the delete operation
in the two step locking protocol?

In the one step locking protocols, insert op-
eration is considered as an update. Unfortu-
nately, this causes a blocking which may con-
tinue to a deadlock, such as in Example 3.
In the two step position locking protocol, we
allow an insert operation to be done without
locking prior to the insertion. Further, the in-
serted data item will inherit all the VR locks
being set on all data items below its current
key value, except those are set by transactions
that have set the same VR locks on its obso-
lete data item and already upgraded the locks
to R modes.

In the one step locking protocols, the insert
operation is executed only after the delete op-
eration is executed successfully. In the two
step position locking protocol, however, we do
not need to do this. Instead, as the transac-
tion successfully set the VW lock on the da-

ta item to be deleted, the insertion operation
can be executed immediately. The successful-
ly criterion here means that the transaction
set the VW lock and return a list of transac-
tions that have upgraded their VR locks on
the data item into R locks. This list, then,
will be used in calculating the VR locking in-
heritance mentioned above.

Table 1: ‘Locking mode compatibilities in the
two step position locking protocol.

Request
VRIR|VW | W
VRV V]|V IV
R |V IV]V [X
VW | - | -| - | -
W = | =] = | =

/i compatible, X : wait, — : quit

To see the effectiveness of two step position
locking protocol, we will demonstrate it on the
scenario in Example 3. Firstly, Q1 and Q2 can
successfully lock all entries below key values
C1, C2, and C3 in VR mode, upgrade them
to R mode, read them, and complete. for M1,
there are 3 groups of possible cases.

o If both of Q1 and Q2 have completed, M1
can simply lock the moving users’ entry
below the key value C2 in VW mode, in-
sert a new entry for the user below the
key C9, upgrade VW mode to W mode,
and finally, delete the obsolete entry be-
low the key value C2.

o If the VR locks of Q1 and Q2 on the mov-
ing users’ entry below the key value C2
have not been upgraded to R yet, M1 can
simply, lock it in VW mode, insert a new
entry for the user below the key value C9,
upgrade the VW locks to W mode, and fi-
nally, delete the obsolete entry below the
key value C2. Q1 and Q2, then, will never
read the obsolete entry.

o If either Q1, Q2, or both of them have
upgraded VR locks to the R mode, M1



can just set the VW lock, insert a new
entry of the moving user below the key
value C9, and wait. Therefore, only who
have upgraded their VR locks on the ob-
solete entry to R mode will read the entry.
After all R locks are released, M1 can up-
grade its VW lock to W mode, and finally,
delete the obsolete entry.

Q4 and Q5 will see only the new entry below
the key value C9, since the obsolete entry be-
low the key value C2 has been either deleted
or set with VW lock by M1. Thus Q4 will get
1 as the result.

From the demonstration of the two step po-
sition locking protocol, we can see that only in
the group case 3 (users go away from the que-
ry area immediately after R locks are set on
their entries) the query will get the obsolete
result. We found no solution to this problem.
However, we can reduce the possibility of such
problems to occur by inserting a longer time
interval between setting the VR locks to up-
grading them to R modes.

5 Related Work

A highly mobile and distributed environment
creates new scenarios for query processing.
Especially, processing aggregate queries on the
transient data, such as user location, becomes
an interesting research problem on the very
basic, semantic level[10]. The aggregate que-
ry itself has a wide range of applications,
especially, to help in dynamic allocation of re-
sources.

Research on the location management of
mobile environment was mainly focused on
minimizing the cost of location update. For
that purpose, the hierarchy structure becomes.
the common approach taken in the location
management[2, 3, 4, 6, 8, 13, 14]. Besides
assuming the hierarchy structure of location
servers, we also assume a 3-level hierarchical
data structure, i.e., the location DB in the
highest level, CIDs in the middle, and UIDs
in the lowest level.

In this work, we let more than one version
of data item (UID) to exist. Due to such a

reason, our work can be regarded as a multi-
version protocol[7]. Further, since it has two
types of transactions, i.e., the read-only trans-
action (the query operation) and the update
transaction (the move operation), it is catego-
rized under the mixed multiversion schemes.
In general, the mixed multiversion scheme al-
lows the read-only transaction to read the old
version. In our work, however, we give a high-
er priority for the new version to be read, by
rejecting any locking request on the data item
being locked in VW mode.

The volition locks (VR and VW) reminis-
cent the intention locks (IR and IW) in the
DAG locking protocol[9]. However, they are
different in the fact that the conflict relations
between the volition locks and other locks are
not symmetrical, while they are symmetrical
for the intention locks. Further, the volition
locks have similar functions with the marking
which is used in Altruistic locking scheme[15].
However, the volition locks have richer seman-
tics as they are involved in determining the
scheduling of accesses while markings are not.

6 Concluding Remarks

In mobile environment, the location of users
is a frequently changing piece of data. Al-
though there are a wide range of applications
for aggregate querying users’ location, the
result of processing these aggregate queries
may contain much errors caused by the phys-
ical and non-physical limitations of mobile
environment. For example, sending paging
messages will not guarantee all users to re-
spond, especially, for the users who are down.

The use of location database can improve
the accuracy of processing aggregate queries
in mobile environment. However, the existing
one step locking protocols, which become the
most general concurrency control employed in
database systems, are not appropriate for sup-
porting the move operation. Deadlocks may
frequently occur.

In this paper, we have proposed the two step
position locking protocol for location data-
bases. Due to its non-blocking property, the
movement of user can be reflected into the



location database as soon as possible. Further,
since the locking is performed in two steps, the
aggregate query can get a result that reflects
the most recent situation. As a result, the ac-
curacy of processing aggregate queries can be
- improved dramatically.

In the future, we will address the formaliza-
tion issue of our locking protocol.
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