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A Logic Encryption Method for Contoroller on RTL

Abstract: In recent years, IP cores has been used on VLSI designs. However, there are piraciesof IP core
such as duplication and overproduction. Logic encryption method is proposed as one of the methods to
prevent overproduction of VLSI with IP cores. The logic encryption method is a design method that adds
key inputs to a logic circuit, and that circuit has functions correctly output only when a correct key input
value is applied. However, SAT attack method has been proposed. SAT attack method can easily identify
the correct key input value. On the other hand, several logic encryption methods resistant to SAT attacks
have been proposed. Those logic encryption methods have vulnerable such as an attack that utilizes the
features of ciruit structure of the applied circuits. In this paper, we propose a logic encryption method that
is resistant to SAT attack and has no feature of circuit structure that makes it vulnerable. The proposed
method is applied to the controller on the RTL design. We applied the proposed logic encryption method
using the MCNC benchmark circuit and evaluated the number of key bits and the circuit area.
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