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A Consideration of Side-Channel Attacks on Curve25519
using Order 4 Rational Points
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Abstract: With the matter of secure communication between devices, and especially for IoT devices, more
and more applications need trustful protocols to communicate using public key cryptography. Elliptic curve
cryptography is nowadays a secure and efficient public key cryptography. One of the most recent and secure
curves is Curve25519 and one of its failures is an attack on low-order elements during a Diffie-Hellman key
exchange. This document shows that an attack using order 4 rational points is possible on an FPGA with
simple power analysis, points out every IoT device using Curve255119 as a cryptographic method has a
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potential target to side-channel attacks.
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2.3 Montgomery Ladder
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Algorithm 1 Montgomery Ladder

Input: P,s = {sp—1,8n—-2,...,81,50}
Output: Ty (= [s]P)

1. T1 « (@)

2: To«— P

3: fori=n—1to0do

4: if s; = 1 then

5: Ty «— ECA(T]_, Tz)
6: Ts ECD(Tz)

7 else

8: T2 < ECA(Tl, Tz)
9: Ty «— ECD(Tl)

10: end if

11: end for

12: return T;
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01 FPGAOODO
Manufacturer

Intel Corporation
5CSXFC6C6U23C6N
Cyclone V
110K logic elements
6(3.125 Gbps)
UBGA(672 pins)
Commercial(0..85)
6(fastest)

Device name

Family

Logic elements

Transceiver
Package
Temperature
Speed Grade
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02 0000000000
256 x 256 bit Used | Available | Utilization
Logic utilization (in ALMs) | 13,328 41,910 32 %
Total registers 12,889 83,820 15 %
Total RAM Blocks 12 553 2 %
Total DSP Blocks 100 112 89 %
Clcok Speed 20 MHz
Calculation time 410.3 us
Karatsuba Used Available | Utilization
Logic utilization (in ALMs) | 10,431 41,910 25 %
Total registers 17,074 83,820 20 %
Total RAM Blocks 12 553 2%
Total DSP Blocks 90 112 80 %
Clcok Speed 60 MHz
Calculation time 167.2 us
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(3)
Zoman = 4Xm_n(a*d* — 2abcd + b*c?)

e ECD
Xom = a* — 2a2b? + b*
Zom = 4(a®b + ha?b? + ab®) (h = 486662)

000000000 0OD0O0O0D000000O0OECAD
ECDO00000000000000000000000
gooooooooodoboobooooooooooooon

3.3 Montgomery Ladder 0 OO

Alg. 100000DO0ODOOOMontgomery Ladder O
O00O0D sO0 20000 s;,0000000OECAO ECD
goooo0o0ooOooOoOooOoooDUoUDUOUoooooo
0000000000s;, 000000 ECDODODOOCOO
ooo T, T,00000000D0000000OOoOO
o00o0ooo00opooo0oUooooOoUopoooooooo
0000000 Montgomery Ladder 00 0Os; OO0 OO0
oo T,.,T.O0000000O0O0O0O0O0O0 ECDODOOO
00000s 0000000000000 00ooooO
ooooo

71




DA
Design Automation Symposium

4. 0000

gooboobo4000000D0DLO0O0OO0ODODO
gogboobboobooboboobuoobooboboon
gobooboobooboo20bboobooboon
good

4.1 0O0OOODOOOODO - 0Dbh40000

go0ob0o0o0o0oo0obOoobooboobOobooobo 40
gobodobobobobuooboobuoobbooboon
oob240000000000000000O0O0DDOOO
Curve25519000 4000000000000000OO
oooobO0ooboooo 400b00ob0 pPOOODOO
00000000 POODOOOO

P=(X=p3:Z=p) B#0
OOOPOECDOOOOOOOOOOD 2000000
O2Pp0000

2P =(X=0:2+#0)

00003P00000POYOOOOOOOODOOO
000000 Montgomery Ladder 00O ODOOODODOO
000000 YOOOOOOOODODOO0O0O0O0OooOPO
0oo0oo0oo0oooooooooooon

P—(X=8:Z2=5)=P

000000000 0o00ooooonbO ooonooooan
oooa
O=(X#0:Z=0)

gobooboobbooboobooboobboon
good

O+P=P,0+2P =2P
P+P=2P,P+2P=P,2P+2P =0

00000000000 40000000000000
0000000000000 0000O0oO0O0oooo
0000 P,2P,000000000000 40000 P
0 Montgomery Ladder 00O 0O POOODOOOOOO
T, T, 0000000 10000Alg 10000 Ty, T,
0001000000 [T,,T2]00000000000
000000000000 0000 s, 000000000
00400000000000000000000000
00000000000 00000DO0000DoDoOon
00000000000000000000000 s 0
00000000000 0000 Montgomery Ladder O
000000000000 [T, T]000000000
00010000 [0,P],[P,2P],[2P,P,[P,O] 0000

(© 2019 Information Processing Society of Japan

DAS2019
2019/8/29

0 '
__ [0,P] ———[2P,P]
[P,2P] ——— [P,0] —

| L

01 00400000 Montgomery Ladder 00O0O00OODODO

O StateldState4 D00 OO0 O00OO00ODOOOOOOOOO
00 Montgomery Ladder 00000 [O,P]000000
gobobooobobobo ss;gbooboboooboon
goobbuooobooobobuoooboobbbooon
goboobobobobuoobooboooboboobooo
goodooobobobbbboooooooobobobuooog
StatelO Stated 0 ECADO ECDOOODOOODOOOOODO
I O O P
0003040 00000000000
e Statel
ECAODOODO OO ECDODOO OOOODOOO
goboooooboobboob
e State2
ECAODOOO 2P0 ECDOOOO cOO0O0DOOO
gobooooobooboboon
e State3
ECAODODOO 2P0 ECDOOODO ¢0O000O000
goboooooobooboboon
e Stated
ECAODOO OO ECDOODODO 40000000
goboooooobooboboon
0000000[T,, TJ000000 0,2P000000
gooboboboooobobbOoobbooobbooon
godboodoboboobuooboobooooboobooo
goobooboobobooboo

4.2 00OO0OOO0OOOOOO
coooooooboOooooooobboOoooooa
O0ooU0oo0oooo ooooooooooooo
gooooooooobOoobOoobOOoobOoboOoobo
gooooooooobOoobOoobOOoobOooOooboo
goboooooboocooooocoOoboooooobooboOooon
OCNNOOOOODOODDOOOOOSvMOOOOOOO
gobooooobooooooocOoOoboooooobooOooo
0000000000000000000040000P

72



DA DAS2019
Design Automation Symposium 2019/8/29

0000000000000 000000000000
000040000000000000000000000
00000000000000000000000000 1112 Statel
00000000000000000000000000
000 StatelD State4 0000000000000000

1.110

1.108

\

43 000000000000000OO0 g 1100
©

0000000000D0000000D0000000 g 1104

0000D000000D000000000D000000 1102

000000000000000000000000 Cross
Correlation0 0 000 0000000000000000
O0000000000000D0ODOoOooooonn 1'0980.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 040

1.100

time[us]
00000000000000000
State2
1.112
5. dQOoQOgd
1.110
0000000000000000000000000 108
00000000000000000000000000 ;'
= 1.106
000 5
£ 1.104
>
51 0000000000 1.102
0000000 FPGAODOOOOODOOOOOOODOO 1.100
00000000000000000000000000 L oos
) 0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40
00000000000000000000000000 time[ps]
00000000000000000000 State0 00
00000000000000000000000000 1112 State3
00000000000000000000000000 1110
00000 State 00 000000000000 O000O0 L 108
000000000000000000000000 40 S o6
oooPOOOOOOO >
£1.104
>
5.2 0000 1.102
0000000000000 00000000000 1.100
000 StateldStated 000000000000 200 1098
0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40
0002020000 [w|0y0OOO [V]OOOOO time[ps]
00000000000000000000000000 States
ate
0.350 0.40pus 00 00 OState2 0 State4d 000D O OO0 L112
00000000.2500.30us00000State3 00000 1110
00000000000000000000000000 1108
00000000000000000000000000 S 106
> 1,
0000000000000000 200 State0000 B Lo
00000000000000000000000000 2
00000000 000000000000000000 1.102
00000000000000000 100000000 1.100
000000000000000 30000 1.098

0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40
time[ps]

02 0O00000O0OO0O0O0O0O0D0OO0O

(© 2019 Information Processing Society of Japan 73



DA
Design Automation Symposium

03 0D0000000000000

0 |oooooooo |ooooo
keyl 240,256 247/256
key2 214/256 227/256
key3 234/256 241/256
key4 200,256 222/256

00000000000 0000 CNNO KerasOSVM O
scikit-learn 0 0 0 O O SVM O scikit-learn 0 SVC O rbf
000d0oooooo0o0o0oooooorshfoonooon
godoooooobobooooboooooooooooa
0O000oooooOoOCNNOOOoODODOooooooooo
goooooooobobooooboooooooooooa
Jdddd0d0d0o0o00odooooobobobD 40000

04 0000000
gooooood

ooogo

0 CNN SVM CNN SVM
keyl | 248/256 | 254/256 | 249/256 | 255/256
key2 | 253/256 | 252/256 | 254/256 | 253/256
key3 | 256/256 | 250/256 | 256/256 | 251/256
keyd | 246/256 | 244/256 | 250/256 | 248/256

6. 0O

gooboboooboobobobooobo4000DbO
goboooboboboooooobobboooooooboo
obooboooobooboboboooobobobooo
oboboooooboobobobooooooobobooo
oooobobbboooooooboobbooooboboo
g200000b0b0ooooboboboooooboog
gobooboobbooboobooboobboon
gobooboobbooboobooboobboon
obobooooboooboooobobo4b00oboboog
gobooboobboobooboobboobboon
gogbooboboobbooboobooboobboon
goboobooboobboobooboobboon
goboobobgoooo

7. OO0

O00000FPGADDOODOOO Curve255190 0000
obo400000000O0CO0O0O0O0COOODOOOOO0
oooooooooooboob400000000000
oobooOoobobooooobooooooooobooooo
oobooOoobobooooooocoboboooooobooooo
oooboooboooooooocooboooooobooboooo
oobooOooboobooooooocobooooooboooon
oobooOooobooooobooboooooobooon
ooooooooooooo

(© 2019 Information Processing Society of Japan

DAS2019
2019/8/29

gooao

[1]  Koblitz, N.: Elliptic curve cryptosystems, Mathematics
of computation, Vol. 48, No. 177, pp. 203-209 (1987).

[2] Miller, V. S.: Use of elliptic curves in cryptography, Con-
ference on the theory and application of cryptographic
techniques, Springer, pp. 417-426 (1985).

[3] Rivest, R. L., Shamir, A. and Adleman, L.: A method
for obtaining digital signatures and public-key cryptosys-
tems, Communications of the ACM, Vol. 21, No. 2, pp.
120-126 (1978).

[4] Bernstein, D. J.: Curve25519: new Diffie-Hellman speed
records, International Workshop on Public Key Cryp-
tography, Springer, pp. 207-228 (2006).

[5] P, K.: Formal request from TLS WG to CFRG for new
elliptic curves (2014).

[6] Montgomery, P. L.: Speeding the Pollard and elliptic
curve methods of factorization, Mathematics of compu-
tation, Vol. 48, No. 177, pp. 243-264 (1987).

[7]  Peeters, E.: Advanced DPA theory and practice (2013).

[8]  Costello, C. and Smith, B.: Montgomery curves and their
arithmetic: The case of large characteristic fields., IJACR
Cryptology ePrint Archive, Vol. 2017, p. 212 (2017).

[9] Bernstein, D. J. and Lange, T.. Montgomery curves
and the Montgomery ladder., JACR Cryptology ePrint
Archive, Vol. 2017, p. 293 (2017).

[10] Elliptic curve point multiplication, https:
//en.wikipedia.org/wiki/Elliptic_curve_point_
multiplication.

[11] Hospodar, G., Gierlichs, B., De Mulder, E., Ver-
bauwhede, 1. and Vandewalle, J.: Machine learning in
side-channel analysis: a first study, Journal of Crypto-
graphic Engineering, Vol. 1, No. 4, p. 293 (2011).

u U
00000o0o0O00ooo0o0o0ooo0 A10ooo

0 A1 0000000

0x0e9e0e2acad625731aebbb69ea37e0f
000 0keyoO

a859e499b8a186cab64292¢816fdebb885

0x06£09e26afc57244bc6d7850662{668
000 OkeylO

{8e4fa034037¢72204612bd 7b74bef738

0x08c413fb203d5c4ebcdf2310c960932
0000 key20

18d45ad278c02eabad4c1a569c6854246

0x0bba39a0cd282f2aaf509544af407ed
000 0key3O

4e22b9ef14565a37ae405082{4c52773b

0x0d75897ac164dc421188d238e117bl
000 O key4O

cce3b80c0ab9e374f81fab09d2a42¢7{66

ooo P X=1:Z2=1)

74




