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Abstract: Since energy harvesters have attracted attention, investigations for encryption of energy harvesters
to ensure the security have been performed. On the other hand, the threat of side-channel analysis for a
cryptographic circuit is pointed out. Therefore, it is important to study the tamper resistance for energy
harvesters. This study develops the side-channel analysis evaluation system for energy harvesters, and evalu-
ates its tamper resistance. This study also develops a tamper resistant implementation for energy harvesters
to improve the tamper resistance. Experiments using an actual energy harvester evaluate the validity of the

and

developed side-channel analysis verification system and the tamper resistant implementation.
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% 1 TWELITE & EnOcean O Lk
Table 1 Comparison of TWELITE and EnOcean.

EFEW [mA] ZAREFL [mA]

TWELITE 15.3 17

EnOcean 23 27

, =
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BREE1L=vL
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1 TWELITE 5558
) oyl
Fig. 1 Appearance of TWELITE energy harvester and
MONOSTICK.
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Fig. 2 Round processing of TWINE.
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Fig. 3 Outline of the developed tamper resistance evaluation

system.

© 2019 Information Processing Society of Japan

WA+ A, 72, TWELITE OB 121E TWELITE
NET SDK #ffi/f] L 7z. TWELITE NET SDK (¥€ /
AX VAR ESEEr b HECREENTwE Y 7 by =
THRERETH Y, HAFHEERE Eclipse 1T C Sz
WA EETH H. £ LT, Web[18] LI TR
ST, HL TR CIRERE 21T iy 77 7
(App_Tag[26]) & N—AIZBF A To72. B TIL, 5
TNT) AL L LTRSS TWINE 2V 7 by o 752
Lic, 775 00EZAMIBILT, EERAATA I
¥ TWELITER- b7 A4 94 % —%, EXAAY 7 MTIZ
TWELITE 7u 7 7<% fliflL7:. 7077 L0EEAA
DT AR 4 12T,

T, iy SR, A R v ROVIER (D
7—=%) OREIIBNWT, WET— & OREE O %
Eoh7z012, NITREEIGTLLE DS [14]. 22
T, B% Y A7 4 Cld TWINE B 5B (2 78 1 28R
NI HESERNTEL L) Tu s I LR ER L. A
RI9IZIE, B 5 12RT & 9 ICBE 5 L (KO Cipher) DHif%:
2, TWELITE ® DO3 ¥ > % Hi I2¢ %5tk (vPortSetHi)
ZBHNL 7.

T2 WIEUS IS LT, SASEBO %03 HlilE T, %
EL7ZEIFIC LV EHER — FIZEIMEL, SHMiR— &4
02 a—75pflE% PCOLHIHT A2 & T, LER
T HHEBE L TW5D (17, BRI, JRIBUSRC
X, PCH S5+ 0RAa—TF~NEREIGGSE EETS.
Z D%, FHliR — NI b s %G5 L, Bofbziry,
CDLEDTA FF v AVEHE S 0 AT — 7 THE

l

N

N

| [

IVEiHER+U4549—

BYTWELTE 70757 (035.3) - X

GOM3 - MONOSTICK V|| #EEFD | [ 38400bpsTiREFBE-7E-F)
TWELITE JUP)L&S: 102EDIC (TWELITE BLUE) [ TweLTE aush | L V77193

YINIPEERL TEERBO L Oy

gMON ! COM = KU RITPBIRIRUTUEEL
WIRELESS TWELITE $&#50K

| TWELITEZAY'5 |

4 TUTTADHEZARDIET
Fig. 4 Writing of program.

255~ 7 //Trigger ON<

%gg © 7 7 vPortSetHi (PORT_OUT3) ;<

258 : " Cipher (data, RoundKey) : //Encryption processings
259 |«

260 ° °  //Triger OFF«

261" ~ °  vPortSetLo(PORT_OUT3):«

ann

5 MUHEGTOZHDFIR
Fig. 5 Description for trigger signal.
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Algorithm 1: Acquire waveform

Acquire () /* Acquire waveform */
/* Check the status of oscilloscope */
status_reg — Read_status ()
while status_reg = true do

status_reg < Read_status ()

end while
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TPAVF) REE) BHX(0) RR(V) ATH)
1000: ctext:07 14 11 08 04 02 13 09 01 09 02 13 02 04 11 15 01006 3058:
1001¢ ptext:07 07 07 07 12 12 12 13 05 06 03 08 14 15 05 02 01007 3061:
1001 ctext 03 09 14 10 04 15 10 13 03 04 02 08 05 14 14 12 01007 3061"
1002: ptext:0 06 06 06 10 0 07 07 10 09 3064;
1002° ctext 00 06 15 08 03 00 01 04 15 05 08 03 11 01008 3064"
1003; ptext:01 13 13 03 03 05 05 08 14 03 11 13 04 01009 3067
Ncir ey e
| ptext: 4 -~
1004:\ctext:11 07 06~vr—vo—vv 7 (I)g ?g (])(5) (1)% (1)131 8g }i ?g W%(Bﬁ'j/@
e TR L E L el
5 M0 )
(10011E) 05 08 0 — . 01012 3076:
5 E#TH

8 TeraTerm DU 7 7 —% D
Fig. 8 Example of log data in TeraTerm.
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Fig. 9 Electromagnetic analysis for TWINE.
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B EWEAEFMH LT, TWINE (23 L T CEMA % #
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FENTWD 2075, V7 by o T7HEEEZFRLE LD
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Fig. 10 Developed tamper resistant implementation.

Algorithm 2: Developed tamper resistant implementation
Input: x, RK

rand /* random number */
for 0 <j <7do
/* LFSR (2% + 22 + 1) */
shift «— (rand & 0x01) & ((rand & 0x02) > 1)
rand < (rand > 1) | (shift < 2)
k <« rand
/* F function with shuffling */
Tog+1 — S (o & RKL) ® Togt1

end for

DOIRT LI, Y r v 7))y 7I2X ) REMF 0FfT
% T v 7 BBALEE LI ENTES.

T/, KT PO Y vy 7)) IR A6
21, 3bit OFLEMEE > — MEE LR 7 LY
Z % (Linear Feedback Shift Register : LESR) %/ L 7-.
COLFSR 1L, BN T & % BIaELHEN o3 4+ 22 4 1
AL, LFSR OHEIcxs L7z F #9474 5 2
ETT UMb EER ST S, BT — F% Algorithm 2
ZRT.
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Fig. 11 Development system.
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Table 2 Detail of experimental condition.

Panasonic AM-5815
TWELITE B8535 7E 7 /34 A | TWE-EH SOLAR
TWELITE-DIP
B MONOSTICK
LED 74 h DS-LS06-W
e 7L XA TWINE
RS T U H BTHARL
Frora—7 Agilent DSO-X 3104A
AN NS/ S 5 [Gsa/sec]
ERERER T 7 F V=T 4y RV—=FT T
BRI EH RF 7 > MITEQ AU-3A-0150

(KFaEM) CTEMESEGa L, KELERCHESE
A TENEN T 7. BERBELTHVLEAETIR, %
FELTHERI S L2012, LED 74 b & KBEELO
BHECTEELLZ., 22T, EBTHEHLZLED 714 M
FEEE % 100%, 50%, 20%® 3 RS CTEALSHE AT EAT
&%, 72, HTH25em b DI LT, 100%TH%
MBE S W 72E, TOREIZH 1,0000x] DLEEks, &
SICERTIE, BEOERWIZX LIS /SR~ 525
RWEET 72002, BEX 100%2 L723a L 50%I12 L7z
Bao 2B CE LS Tfro/e. — 5T, EftEil%E
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Fig. 12 Enlarged view of shielded loop antenna.
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Fig. 13 Result of the tamper resistance evaluation without the

tamper resistant implementation.
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Fig. 14 Results for each key candidate.
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Fig. 15 Correlation coefficient for each correct partial key.
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Fig. 16 Result of the tamper resistance evaluation with the

developed tamper resistant implementation.
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