EHMNERSHNE 7077327 Vol.12 No.2 16 (May 2019)
RERBE

Ty TNV IEMIC K BB T — 2 REEHEE O
1L EXR T

LR e B MR st

2018F11A1HER

Howard I2fCEENBEAE) 770 ANY — 12O F— ¥ HEEHERIEWHETH Y, N1 F ) L)L
DIEEFHEMRITECHER ZHEMTH B, Lo L, EROT— ¥V BERHEFRIIEAET) 77t A0EH%
T T2OFEITF =8Ny FAREL, FEOEH 7 - AZHIRLCTWwWD, 22 TREETIE, 77 AN
T — IO T IR L, BRAROAT) T2 AET YT ST TR REL, #
4 =3~y FOHIEERAR L. A G N A 7 T2 (Intel Pin) # W CERI G2 e — 747
T MIREL7: Howard E22HFI L, T OFIFEHEITH L Adaptive Bursty Tracing 12 & 54 > 7
VT REHATA. 22T, TN TICE o TRELT 72 A%, [Al— calling context TZ &
DONTZ TN —THMNTHENT B LICE ) Ty A CBE L RO TREIT). 612, FEHLAE
A HT 5 Z & T calling context 23515 2 BRMEDOEHE 2 A 5. NN Y F<— 7 2 72525
EELT, ETLY T Y TOFWIE DT — FHEEHEERBE ORI L FAT A — 3Ny FOZELEET
fili L 745 R 2 55 5.

Presentation Abstract

Measuring the Accuracy and Efficiency of Sampling-based Inference of

Dynamic Data Structures

Yuta Korzumi*®  YOSHITAKA ARAHORI! KATSUHIKO GONDOW!

Presented: November 1, 2018

Techniques, such as Howard, for inferring dynamic data structures based on memory access patterns are
precise, and have been known to be effective for analyzing software vulnerabilities at binary level. However,
existing techniques for dynamic data structure inference monitor all memory accesses by the target pro-
gram and thus incur high runtime overheads, which limits their wide adoption in many practical cases. In
this talk, we present the application of a memory-access sampling method to the problem of dynamic data
structure inference in order to reduce runtime overheads. We use a dynamic binary analysis tool (Intel Pin)
to implement a modified Howard, which focuses memory-access monitoring on heap and samples the heap
monitoring. Our initial experiments on small benchmarks report the effects of the application of sampling
on the accuracy and efficiency of dynamic data structure inference.
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