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Model of Organizational Situation Awareness
in Cybersecurity Incident Response
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Abstract: We propose a model of organizational situation awareness in cybersecurity incident response; it contributes to
effective information sharing and situation awareness. People in organizations play some rolls that are the components of
organization’s business process, so they perform and monitor some parts of organization’s activities and build their own partial
situation awareness based on their experience and knowledge. We develop the proposed model by joining such distributed
situation awareness together in accordance with the causal relationship of business process. We verify the model through
assessing test cases of cyberattack to a hypothetical EC system with using the model.
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Figure 2 Causal relationship of organization’s activities.
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Figure 4 Proposed model of for descripting organization’s activities and situation awareness.
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Figure 5 Overview of an EC system infrastructure.
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Table 5 Each person’s situation awareness in cyber incident.
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Figure 8 Division of incident response activities.
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Table 6 Information for each person’s situation awareness.
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