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Abstract: The software protection is often used to protect the secret information in software. The one of
the protection technique is the program obfuscation method. The obfuscation methods change the programs
into hard to understand by preserving the input/output specification in order to hide the secret information.
Various obfuscation methods were proposed focuses on a specific part of programs. One of them, there is
the identifier renaming method. The identifier renaming method (IRM) changes the names of identifiers to
meaningless names. IRM is often used because it is easy to implement. However, the performance of tamper
resistance transformation of the IRM is not discussed. If we can restore the identifier names, the IRM has a
serious vulnerability. Therefore, this paper evaluates the performance of tamper resistance transformation of
the IRM by de-obfuscation. Especially, we try to restore the method names. We focus on opcodes, parameter
types and return type as the clues of the restoration, which are hard to change by the identifier renaming
method. The restoration model is constructed by the random forest from them. In the proposed method,
we succeeded in restoration at the rate of 31.62%. On the evaluation based on the semantic similarity of
the verb, in the synonym, the method restored at 33.94%. In the relation of hypernym, the restoration was
succeeded at 40.07%.
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public class Reverse{
public void run(String[] args){
for(int i = 0; i < args.length; i++){
System.out.printf ("%s %s%n",
args[i], reverse(args[il));
}
}
private String reverse(String string){
StringBuilder sb = new StringBuilder ();
for(int i = 0; i < string.length(); i++){
sb.append (
string.charAt (string.length() - i - 1));
}

return new String(sb);

public static void main(String[] args){
Reverse app = new Reverse();
app.run(args);

1 Jurs7sfl
Fig. 1 An example program.
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public class a{
public void b(Stringl] c){
for(int d = 0; d < c.length; d++){
System.out.printf ("%s %s%n",
cld]l, e(cldl));
}

}
private String e(String f){
StringBuilder g = new StringBuilder ();
for(int h = 0; h < f.length(); h++){
g.append (f.charAt (f.length() - h - 1));

return new String(g);

}

public static void main(String([] i){
a j = new aQ);
j.b(i);

2 1AL 2 L 72
Fig. 2 An example program applied an identifier renaming

method to the program shown in Fig. 1.
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Fig. 3 The overview of the proposed method.
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R 1 AT FEEGHEI
Table 1 Opcodes and unified rules.
ID V=74 FRa—F
1 STACK nop
2 CONSTANT aconst_null, iconst_ X, lconst X,
fconst X, dconst X, bipush, sipush,
ldc, 1ldc._w, 1dc2.w
3 LOAD iload, 1lload, fload, dload, aload,
iload X, 1lload X, fload X, dloadX,
aload X
4 ARRAY_LOAD iaload, laload, faload, daload, aaload,
baload, caload, saload
5 STORE istore, 1lstore, fstore, dstore, astore,
istore X, lstore X, fstore X, dstore X,
astore_X
6 ARRAY_STORE iastore, lastore, fastore, dastore,
aastore, bastore, castore, sastore
7 POP pop, pop2
8 DUP dup, dup-x1, dup-x2, dup2, dup2.xl,
dup2_x2
9 SWAP swap
10 ADD iadd, ladd, fadd, dadd, iinc
11 SUBTRACT isub, 1sub, fsub, dsub
12 MULTIPLY imul, 1mul, fmul, dmul
13 DIVIDE idiv, 1div, fdiv, ddiv
14 REMAIN irem, lrem, frem, drem
15 NEGATE ineg, lneg, fneg, dneg
16 SHIFT_LEFT ishl, 1shl
17 SHIFT_RIGHT ishr, 1shr
18 USHIFT_RIGHT | iushr, lushr
19 AND iand, land
20 OR ior, lor
21 XOR ixor, lxor
22 CAST i21, i2f, i2d, 12i, 12f, 12d, f2i, £21,
f2d, d2i, d21, d2f, i2b, i2¢c, i2s
23 COMPARE lcmp, fcmpl, fempg, dempl, decmpg
24  BRANCH ifeq, ifne, iflt, ifge, ifgt, ifle,
if_icmpeq, if_icmpne, if_icmplt,
if_icmpge, if_icmpgt, if_icmple,
if_acmpeq, if_acmpne, goto, goto_w,
jsr, jsr_w, ifnull, ifnonnull
25 RETURN ireturn, lreturn, freturn, dreturn,
areturn, return, ret
26 SWITCH tableswitch, lookupswitch
27 FIELD getstatic, putstatic, getfield,
putfield
28 INVOKE invokevirtual, invokespecial,
invokestatic, invokeinterface,
invokedynamic
29 NEW new
30 NEW_ARRAY newarray, anewarray, multianewarray
31 ARRAYLENGTH | arraylength
32 CHECKCAST checkcast
33 INSTANCEOF instanceof
34 MONITOR monitorenter, monitorexit
35 WIDE wide
36 THROW athrow
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AV R c addPaginateTags
B DE [A] 6
ElE:s A Integer[], int, int, int, String,

AbstractTransformer
R fEom R
ARa—-RF O

void
bb, 59, b6, ..., 01, b6, bl (295 JHH)

5 AV M OFER
Fig. 5 Information of method M.

£ v add

B DR Al 5

B I Z (AT -¢ A 1,3,0,0,0
N7 MAL LR D fED L R 1,0,0

R7 ML ART— K] B 0,0, .., 30,25 ..,0,0

1,296 Xt (= 36%)

6 Tr—X2lLoTEMBENIAY Y N M OFEH
Fig. 6 Information of method M (translated by phase 2).

B, N7 ML L 7R, (1,3,0,0,0) &b, WROR
IZ Integer OELHINEG TN\ 720, FERICINDHI
BEIb.

FERLS, n,. =3 £ 7% 5RE, (void,boolean,String) T
HAH0, ROMEOTL X7 bVEL, (1,0,0) 2155, &
‘iz, A7y 74 &EHAL, A3~ F® 2-gram %\
MVALT 5. RS NS AT — FO 2-gram DX
7 MViE, 1,296 K7C (362) 7% b (FERINICE & 07236
KICD 2-gram TH 5 72D).

4. EE

4.1 TFEEER

HEFAL T IR T2 A H T 2 A4nEm b2 Cid
$, A TEPRESNTWAS, b LA RI— FFIAK
ELEHEINTWE E, REFRIZELZ 2V v FHOB)E
DT R B, 22 C, MEFEOFMOFI, B
FIZFH SN BEEGLY —VIZE ) FRa— FHIREDRE
JEEHEIND DD % FERT 5.

Stack overflow O'ER] &, [M&E»SESN/-3EHE %0
I, BEICHHSNTWwAETHS ) HFby— e LT
ProGuard, yGuard*8% &R L 7/2*9*10 2 b0y — b
&, ERCHIFTE, #HtB L0 a— FOR#EILHIT).
ZLT, INBEMHWT, du-jdbc-0.4.jar *11*12 % #35;
fbL, B baitao 4+ o — Ny & RAERHE [14) Cloi L
72. 7T AKIE TS, AV v FEEUE 1,536, V—AT—TF
DATHIX 11,257 TH 5. & B, ity — VoL

*8  https://www.yworks.com/products/yguard

*9 https:/ /stackoverflow.com/questions/2537568/
best-java-obfuscator

*10 https://www.excelsior-usa.com/articles/
java-obfuscators.html

*11 https://mvnrepository.com/artifact /world.data/
dw-jdbc/0.4

*12 https://github.com/datadotworld /dw-jdbc
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% 2 LR+ T — FHOfRE
Table 2 The edit distances of the opcode sequences between

before and after obfuscation.

Range of ED | ProGuard yGuard
0 82.61% 90.29%
1 90.71% 96.89%
2 92.93% 98.57%
3 93.56% 98.65%
4 94.32% 98.73%
5 95.36% 99.20%
6-10 96.74% 99.60%
11-15 97.64% 99.84%
16-20 98.20% 99.84%
21-30 98.75% 99.84%
31-40 99.10% 99.84%
41-50 99.24% 99.84%
51-70 99.58% 99.92%
71-90 99.72%  100.00%
91-110 99.86%  100.00%
111-150 100.00%  100.00%
140
® ProGuard ¢ yGuard ®
120 o
100
a °
% 60 . .' . .
40 ? r—2
[
20 . .'. :.}:..’ od% .
0o o 8308 L P o
1 10 100 1000 10000

Opcode length

7 EEHALEI R TO A T — FHIOZALOHU K
Fig. 7 Differences of the opcode sequences before/after obfus-

cation.

N, B L ASVIEENRENT 7 4V MR EH L.

TIHEBROFER R 2 IZJRT. Range of ED Id#msEH
HEO#HiIPHZ 9. 2 L C, ProGuard, yGuard ffix, e
T AMERHEL N THh o7z AV Yy FOREGERT. #£2 %
B4k, ProGuard, yGuard & 12, 95%L ED X v F
DERENBE S LT THh AL e gh b, Tz, 7 \ZHERE
fLHifR TO A~ a— FHIOZEAL 2 HiA TR Y. A3
FAbEI O A R — FRIREZ S TERL, HiIdins s £
vy ROEEGLHIHZTOF R — FHIOMRFEENRHETH 5.
HEID 7Ty b A ProGuard TO#EF LR RZ KL, 0L
BTy FSyGuard TOEGILEREZET. K7 2
% &, ProGuard I2BWTC, HEFALATOA T — FHIED
100 22720 O HRERHEIRKE L RoTWE, L
L, MEIEEDS 20 LT Db DD 8% THAH I LHE 2 0
LIERTE L. —7J7, yGuard 13V D00 A v NILiE
HEIHEAS 40 220D, 1FLALD A Y v FTHRE
HEEHL 20 LN THAZ LD R 7 20 bR T& 5. Dk
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DZEns, A% Ed, ProGuard & yGuard T34
FENODLEP LR NEZEZOND.

4.2 FBETF-20ONE

CDFEBETIE, Java 707 T LA x5 E L, Maven
Central Repository 7° 5 %28 77— & 2 4% L 7=.
Central Repository IC& TN 570 Y 27 b OfFHi/N—
VarENYWML, 17,714 8D jar 7 7 A VxR T
TDjar 77 ANVP5 XYy FEY) H L, 21,738,029 1A
DAYy RafFz. TOmps, il MO 2 Yy
FBILOREWAY Y V&, FXRa— FHlORE S % M7
BE—s 0o, B Ay Fid, B WEs%
BRI BELRIERIE TN w0 THDL. 72, EvA
Vo IZEBTE Ay BT ERY, BWEAEIC
BWE Wb THL, FI2T, T— FTEH 104755 300
T b &9 A Ra— FRETERET). TOMRKR, +
RI— FREIZ[30,1000) £ 22 bDDAHRET L. B D
TEHMELTERLLED, BROD L AV v N7
ZILICIOFRa—-FRE2HVZ. L2L, HaIlLoT
X, LOVEHEZRO COERPE LA HH ). T,
main AV v FBEX W static A = v I7AFDX Vv N
LIEEHTHY, IV ANT I IIET T ALIHGET A7
OFHT—=I DL, TNHED 7405 ) 728 h,
2,896,071 D XV v F&{572.

BoNZAY Yy RS Ay FIEREZRY L, 3.2.3 1
DEBY, FERF=FIEMATRE 7+ =~y bNT—
YRS B, RERTIE, BFEOBETLEHNET 720,
Xy RELOEHEICEFAZ 2w A Yy Fid%EE 75—
FELTHWZRW, 72721, Wiz 7a s T A CE]
LR E SN D new B L U setup, cleanup, to,
as [IARFGHLTIEE)E & LT [15], [16]. 72, calc X
init % EOMENERIITCOEE & F U & L, analyse &
analyze O & ) LREFENODH LD DK 5. &b,
NS EMROHELR S FICTLOEFANO LR, FiE
NOFE—1E, NFTIT-72. 2,896,071 D AV v FD )
B, AV FEOGHEICEEFHODH >7- 2V v i 2,404,277
BTHhos. 2B, &FIHOBMHBEED 90%LL HI24 5 X
AL, ng =20, n, =6 & L7,

Maven

4.3 BLETIVOIEE

4.2 EiCHUS, B L7587 — 5 2 b LIILET IV OME
AT . HICE TV OIERIZIE, Python 2.7.10 O scikit-
learn *13 % W72, EERIZHW: PC 12 MacBook Pro 15,
macOS High Sierra (10.13.5), Intel Core i5 2.7 GHz,
16GB RAM T 5.

L, FEHT-ZICHEL AR ORI, 1,813 1 &Ik

*13 http://scikitlearn.org/stable/
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® 3 o 7Tus I 4
Table 3 The test program of the experiments.

77 AN T A
BTSync-Java-0.1.jar 5.2MB
DynamicJasper-core-fonts-1.0.jar 2.9MB
acm-2.0.0-preview-5. jar 251 KB
amgp-scala-client_2.12-2.0.0. jar 555 KB
api-doc-0.0.34.jar 554 KB
bitcoinj-core-0.15-cm04. jar 1.5MB
codedeploy-notifications_2.11-0.2.1.jar 208 KB
dw-jdbc-0.4. jar 167 KB
elasticsearch-5.0.0-betal. jar 8.9MB
flink-kudu-connector-1.0.jar 34 MB
geopackage-core-1.3.1.jar 314 KB
itk-payloads-0.5. jar 1.8 MB
ixa-pipe-chunk-1.1.0.jar 5.3MB
ixa-pipe-parse-1.1.1.jar 59 MB
mlapi-2.12-0.0.1. jar 367KB
monetdb-java-lite-2.33. jar 6.4 MB
no-exceptions_2.11-1.0.1.jar 173 KB
openfin-desktop-java-adapter-6.0.1.0.jar 310KB
orbit-runtime-1.1.0.jar 1.9MB
payara-microprofile-1.0-4.1.2.172.jar 37MB
phtree-0.3.1. jar 336 KB
scala-expect_2.12-6.0.0. jar 199 KB
scenery-0.2.2. jar 1.5MB
schemaspy-maven-plugin-1.2.1.jar 280 KB
semanticvectors-5.8. jar 12MB
siren-join-2.4.5.jar 210KB
uaiMockServer-1.2.5.jar 579 KB
vldocking-3.0.4.jar 392 KB

WIZH L, TRTOF—F EHVFHEI AT REDT:
OTE Dol Tz, iz 7u 77 21 wsNns
FFERON TV 2 Ens, HRABEEOEVEIFOAZ
MREL, HILETVOEREAT - 72, AHBEE BT 20
PR 5 LA 200 - F €, 10 R oins &, 19 T
ETN (L= (L1,...,L19)) ZVE L7, 2%, L, DIF
TEE T WA BT 10 + 100 (1 < < 19) o)
FIBEH SN TN,

44 TARTF—%

B Go a7 7 A%k 3 I1IRT. T E Maven
Sonartype Repository 7» b AEAICHUE L, F#BHT— 712
GEINHVTF—r L L. LD F— ¥ I34HTHGL
ENTwRWiew, EFFICLI VTSN E, I
DAYy FHPFOEFH 2 LK TE 5. ZOEKIZEY, K
FHOHAMEERALS 5. T72, BEHOILEDLD, T A
M= 3EFEPSIBE LA EROAY Y FEL, &
NI— FEAT[30,1000) DAV v K& Lz, TANT—%
E28EOTUrTLTHY, HILHRELL AV v Fid
38,685 il & 72 - 7.
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100%
90%
80%
70%
60%
50%
40% i E—
30% ‘/‘/M —h—
20%
10%
0%

Ly Ly Ly Ly Ls Lg Ly Lg Lo LioLssLiz L1z LigLisLigLis LigLso

BRTET IV
SRBFDERE —o— WREBADEAE (get, setE B <)
IEfgER —a— EARER (get, setZ <)

——HRBFAOERE

8 ETIVI L OIEMER LI REY R O
Fig. 8 The correct rates and the usage rates of the target verbs

by each model.

4.5 FHmiEE

RETFHOFMIZIL, IR, 3P RBYR OIEMEER, Xt G H)5
DEHFEMCE. ¥, JAREFZ Vi = {v1,02,..., 0}
ERT. EPNREFOKEERY. KIZ, TAMT=Fp
DO LAY Yy F=5% M = {mi,ma,...,my} &
L7zL &, AV y FAICHRBEZ GG A Yy FOELEZ
My = {m;|verb(m;) € Ve Am; € M} &3 5. 72, %
FHI L VEITL S N72EF % o' = restore(m) £ T 5. £
LT, |EFFICLY, HITIEFI LAY Y Fe Mg =
{m;|match(verb(m;), restore(m;)) = trueAm; € M} &%
%. 723, match(v;,v;) BEUI G 2 57z 2 DOFFED—
HyrreflEsTHHKTHY, [FLEETHIT true,
Z9)THRIFNE false ZIRT DD ET B, BARKW LT ILT
DALFHZENEbDLET 5.

coT, Efg, Bl gam@orms, 4
E9 5. LT, AREFAOMMFIE, TAPT=5DX
vy F—8 (M) 55, xvy FRIHREE (V) %
HHALTWE AV Y F (My) OFEEGEET. $hbb,
X R B O ‘m‘/ll THEY.

4.6 MRT7OTSLOET

4.3 I TR L7-EILET VE HWT, ERICETLE
19 . =B, EIHROFHIGT® % match(v;, v;) B
v =v; DHE true LB b DET B, F7z, FHlIEE
i, EEER, SREEFHOMEAFITMZ T, get, set T
W2 IERER, WREFIOMAEICOWTHHEIB L TWwA.
3.2.3 HTHER/ZL 912, get, set 1 TFH T— ¥ 264}
LTwWb., —HT, TAMT =25 FHBAL Tz,
2FD, TAMNT—FIZEENS get, set POHIFE S A
Vo FEELTHEITICRBL, B FIF52812%5.
FDI7H, TNHED AV Y FEBRI LG LIT) .

4.3 HiCUE L 72 SIETLE TV COBRTLEREZE 8 1T7R
T NI S AIESRT T =y e RIcE TN L EE,
IR L7-BCETVTH L. M8 T, FHERET
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B B IS, P RENE O MR, WRBE OSSR,
get, set ZIRWZIEMER, WRBFHOMHFED 5 > &
TR T/RL TS

M8 &#HDL, LiDi Mt s2oNT, $hbb,
IS OBFALEMT 5 I2oNT, &EDFMFEITE
MHMEANCH B EHWGhDb. —HT, *REEOIEMFR
WETFRAMEANZH L Z D 0sh. T2, HILET I Ly
(120 8h30) 2 FIHT 2L, AV Y FLAICAVLRTWAE)
FADOK 0% FEILTH I ENTER., 20 L EOxRENF
DEHHRIL 68.67T%THAH. S5, HILWREETFIE
AW BEICR S &, $RTOETIVIZB T 40%LL
FEoF—=4HPIELLETL SN, KD EWVIEMRRIT 20 §)
FEHWZEICET VT 53.16%, wHIEWDH DIF 190 B
FT 42.02%TdH - 7-.

AR EBY, HILETIVICIE get BL W set IFHEN
TWWwed, TUOHMMETLEINDL T Lidkv. M8 % H
b, get, set #MEILHFE LB WIS, L1y (130 BF)
VTR BoMAEIE SO ELTH A Z L5 nsb
— 5T, Ly (2085 <lE, WLBEOMHZIE 50%% F
HloTHBY, @MATELT—7134w. L2Li25,
MREEEFEOT — ¥ DEMRFEIL, TRTOETVOHT
bmeorz. $72, Ly (120 8E0) T, A®FAD
I 69.85%TH D, &IRD 34.91%DIETCITHKI) L 7.

4.7 FFEOBEUEICE DV /A

TR7 T APIEDRAEE I, HEOLZE 0%
H5. 72& 21F compute & calculate X°, execute &
perform 2 ENHITOND. TD L) wih, EHELPHE
TSN TOREMLERIIRESEDLLEWEEZLNL.
ZD7, BIEADERICER L7RHEi b £ 5. Hxdh
7B & TC OB O BN R UL & TCICEHI S 5. A
21, EHEEOEWRFEETH S WordNet "% fivr7z, £
7z, B O, path similarity A7z [17]. % 3B,
IEf#E % 553 % match(v;, v;) 13, matchgm (vi,v;) > €
DYE true L5 bDET L. 2 LT, matchgm (v, v;)
IX 2 DOFFE O path_similarity KT HDEF 5. 22T
i, e 2%, 1, L, 1 OBETEREEHNT 5.

WordNet % I 725FMli 2 & 9 (2787, 2 B2 FF%iE
E%ebe=104, 60EFEULEEZHVSZ LT, &
DIEFREHRD 30% L £ & 7 5 72, b @ IEEHIE 200 B
T 33.94% TH o7z, T2, get BLUV set HITLHH
ELZWIE, e T 39.3T%DETTICE) L7z, 2850
EEO LFEOMGRE LD e =1 L LA, 2K0IE
RN T 40.0T% & 72 o 7z, get B LU set 2L
R LBVEA, 5T 59.60%% 60%:IT < DB OE TG
W L7z, e = % L L72GA, &R T60%, get BLU

*14 https://wordnet.princeton.edu
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100%
90%
80%

0% ey g 9 9 ¢ 09 900909909
60% m—g g w w S8 g S S35 5 58883 S-u

50%
40% iR

30% W

20%
10%
0%
Ly Ly Ly Ly Ls Ls Ly Lg Lo Lig Liz L1z L1z L1g L5 L1s L17 L1g Lo

BrETIL
—s¢— IFAREK (e=1) (get, setZ R <)
IEfRER (e=1/2) (get, set% R <)

—o— [EfR3E (e=1/3) (get, setZ (R <)

—— IR (e=1)
IEfESE (e=1/2)
—S— FREEK (e=1/3)

9 WordNet # i\ 73Rk 5
Fig. 9 The correct rates by using WordNet.

F 4 REFHICL2EITON
Table 4 Examples of the restration by the proposed method.

1A Ely o6 S 7B
start run

translate | convert

read write

accept remove

set R GETTI0% B AIEMREL L o72. LiL,

:%Liﬂiﬁaug‘, P FEORFRIIIMZ, EAEEE A L7250
O FAFER PAEED & 512 EALFEDOBRAE iﬂé. x4
2, e = % Lo 2Bl Rd. F 4 TlE, start &
run X°, translate & convert ® X 912, HEHERED
P78 D e = % E %o/, — /T, read & write X,
accept L remove D X )2, FEDIE OB R, F o

%@E&6@J%Em HENTVE. D720
ﬁ@@ EDLLVEFTH > TOIEMRE R AGE05H D, Z
DIFEDEH b @B L 2 5.

INSDRRNPS, KFPL, K 30%DEETAY Y F
LD EITCIRT ZEATEDL T EW05h. £72, get
BLWset #HIGHSRE LWEE, #35%DEETIC
KR ZETE 2, 2612, AFFEOHFATHNL,
RDOFENEGTHEILTE 2. LAFEORBRIZSH 2B ot
&, $60%DEETHII Lz, o2 erd, Luidmt
D5 > 7 ALEREICIE—EDWEFTEDSH B L\ R 5.

4.8 FEH

REFHTIE, 210 31.62%DEFADHEICIC K L, [
FiETIE 33.94%, EAIFETIE 40.07%D A YV v FEZ O]
FETCTE I L 2MEIE TIORLZ. ZORRIIHRLT
BWHTLETH L LTV A G, F72, HILETELH00
Ay FADOEFEOIKRERESN TS, LML, T1T
b ZA AL COMRED L TR W RetED S 5 2 & &R

L72EICBWTEREH L E VW L.
1ER 2.2 filZbIRRT WD X H I, — iM% 2 aEE:
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LIZFEEDPEFESTH Y, EHEEHDO IR T WD, %
COEFALY = VTHEHENTWS,. L LARL TR
VLSRN VB DIZET L LTH, &
TA0NREE ST A EC CE AR E R L. 2F D
LT LB COREL, O NATREsH L &%
IRL72E VR D, FD20, V7 o2 T7OR#ELEZD
EE, ARG TIE R arybEa— 7O — D%
B (18], [19] 7 — & #Gifl [20] SOEH T2 LESH S 9.
BRI CTOFEMCTIX, F)a— Frlz#izfbshcnin
EWVITHIHRTH D720, TR S IXIRET L ER)
L CEALMEELE S L0 THA. 727201, 41 HTRL
TE s, YL o TUIARTI— FHlZRE AT X
Wb DbH b, Z07n, RYEIEETETTWD
A L EHF T = FHIOEEIAT DT 5 D DFERED
VETHDLENZ D,

5. ZUMADERE

5.1 WAVRUMENDER

5.1.1 #~3— FROHIER

AEETIE, 2V vy FOFRa— FRIZHIRZ & 7.
MG E LA ~a— FEI[30,1000) & L7225, 2 Ol
DHFPFADZ L% T ICFEAT T B 720 ORITZ L,
NRaA— FEPEL L LIZoN, Ty IVEGIL R 2 b7
B, WD DI +57% T — & DR SN T Wil jE:
Wb, i, AV v MikEBBLA107EELZ TR
flEE L7z, LAL, SHIETREEZEKCTEZ LT, 4
EBBT—IDEZ L., —HT, FLEoERTEDO R
Yy FTHRIFIE, HIC3EE LW, Foz, Fx_a—F
BEOHIBRIZOW TGRS ROMEL 5 5.

5.1.2 MHe LR

REETI, FEIROM LD, 73571 7B
LT, java.lang, java.util, java.io IZHENBHT T
ADH G L L7z, AR E L72BUE, 5%, RO#E
ELTCOMERMBEENEL, &7 =4 D 91.43%% HHTw
5Ilnn, HILHRIKRELGEBEIZVWEEZEZONS.
L L, }fRETHRERL S 7R, WRhhE - 72Fo
AaeFro Xy i, 5I5OBA0 LD, REBRTI,
INOORBIZEL T, THGEEEiTo T v, Z£0
720, WRETHERERS T EICL D, HIEANDOEELH
AESBNEDD B,
5.1.3 get, set DKL

AFIL T, get BL U set ZxGHb & LIETLET V21
L7z, get BLU set 1, —MEAYIC getter/setter XV v
FIZHWONLEEFTH 1), HA B »D, ZHEFR SN T
Wb, B, TALNT=FIZBIT 5 setter/getter (& 72,231
AV FTHY, AV v FaED 29.04% (72,231/248,712
Ay R) 2 EDE, EBETHRIZLIZAY Y N, T4
bbbt Ra— FEA(30,1000] ICR-722 LThH, &F0
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13.80% (5,340/38,685 x> v K) %5 5.

L7L, FHT— R T ANT—=5121F, b7 14—
WV RERORE, RALSC get B LU set 249 B2°
Holz. TDD, 414, get BL U set ZxFEHIET S
e T BB U OERSL T B b,

5.1.4 REICL2EFENDHE

ARIFFETIE, % 30~60%DEEDEICIZHEI) L7z, %50
AL DT & > 7L I I —E DWE D H B 2 & 25
Motz TOBILKERI LA LIS EORERE Y K
FT 0Pt hilmE L Tnaw., F070, 45, FEE
WCEHEEE LIS N T a7 02w, Eirshiz7n
7T N BGRE LB ORI R EENICRTLEND 5.

5.2 SHIRLMEANDER
5.2.1 FEF—4ETXAMT—4

AREERTIL, Maven Repository 22558 77— B LV
TANTF—=5 NS L. 20K, 70V bO KN AA
VHREREZELTVRWV, AL V2L T, AV Y FO
WP F 2B O DONTT R DGEBH L. £DI:
B, FAAL Y TEIZETNVEERT A2 LT, HItHERD
KRECELLTREMEND 5.

$/2, Taver MIEoTE, SHDOFT—INTA FR
F =T —= KB ThbN TV EGETEHLE. ZDLH) Ly
&, BIHREF 7Y 27 MEEELTLE ) WD D
L. &5, FHRF—IBLUT AT — Y DELRDIFL
SOV TOMEEII fTo T iw, 2F ), XV Y FD4
B & AEDOBESMEIIMEE L T v, TS ZREL, &
BAYy FEBINT ST LT, HIHERISREN 5 T hHE
"ddH5b.
5.2.2 FEEC & 3

Bz [ D BELEE % ) 5 72812 WordNet & v 72, L2
L, WordNet (&—#%11 7% EhE T O HEER O 2 FiH ¥
L. —HT, 7077 sRIHbN L8, HEOE
BRCTEbNEZ &Idd v, F7, e ERE 3L
LEWRTHWONLELH A, FD72%0, WordNet 12 &
B RHMi D L1 & BGE S A LB D D, Sk, TUT T L
THOWO N ERICEAL L -SSR E 2B L, 3
WCHWALZ L THRRETEDLEEZOLND.
5.2.3 MWROHFLFE

AKIFFE T, LT IR S e Wl E v
THEILEITo 72, LA L, BHEICIke 2FE0S 5.
e iE, AT — FHERKE QRS L LT
5. AT, HEMBEE LT, B0t TE (&
L) TIRESNTWS LIRS v, R#EFEL %
HICHHEHL, MEICRETLRELH L. 20720
RFFICL BETCDHE L A REMD D B, 4.1 HilZ T
T L LT ProGuard & yGuard (X, 95%D XV v R
TARI— NOEEEDPHENPTHL L ZWR L. L

1072



[BERIEF=EmEE Vol.60 No.4 1063-1074 (Apr. 2019)

L, oz ly —MIioWTH S BRFAEILETH S.
— 5T, RETHEDO—EFRTI 2-gram Z VW TETF V%
WELTWA, F T — FOD 2-gram |d k-gram /¥ — A< —
L LTRESNTVWS 21, N—ZA~v—213V 7 by x
TOEMEMN T 2720D0FETH Y, Hitfbomwilz
EOWEIH L T—ZEDOMELRFO LR IN TS, Z
DZEPD, MEFELLLOLEICHRTH S LHIFET
5. LaL, RICHERAEXH1, BARWIZE 0z
T L THNTH 2 2ORELSHBLETHS.

6. BAEMRE

e TRIAPUINGY | R NS IR G IPULP % | S B ]
Y ENR TS, 72& 21E, Udupa 513, BIRUET, &
RUSAAT % HlA A 8 T Basic block flattering #Efi{l (2 >
Fa =)L 7 a—#HLD 1) DML E ATV S [22].
F—F 70 —FICONTH, A M) 7 ADVEREN
AL ER ORI T b T b 23], 72, Kanzaki 5
i, EFIORERS (Artificiality) 226 7077 LD A
7V A (Stealthiness) ZMET 5 Z & T, HHILOFF
iz fHoTw5 [24]. —J, %uiEEHikid Cimato & 2%
EWTHRERELTVWL 00 [25], WHiE 74—V KT
HY, BT L7200 XYy LIS E %o T
w5,

— /T, ZAHICEH L7270 7T A5 TbihiCw
b, 72k, AV v RO ZHEE T 5 TR RE S
N5 [15). ZuiEEOFs 1) L LT, ofkh (7
FGAKL, AV RG) BEFHLCWA, 2, AV v F%
EXV Y FONEDOBEEN MRS 5 FESRES A TY
526, SNHOWGIZ)—AT—FThY, #EFLow
A BN ETAEEICE, ZOF THEMHIHEEL V.

7. TEHESHEDERRE

KEfzeCl, ALz 707 T 2020 L CEE
DI AT - 72, AniEG b CldgEifb st <o —
RGO, RVEORMEBILOIODEHRE Lz, &
o DOIERE EMEE S, HeTVEERLE.

ARFFEIZE 5T, 31.62%D X 7 » Ik LTIELWE)
FOMETCIZHET L7z, FBILETIVICH W8I &,
40%LLED 2>y F&AEITETE 72, WordNet |12 & A8 O
BRI B D Wi ClE, MEE =1 Td
g, 33.94%D XV v NOBFADPEITIZEI L7z, e = 3
EL72HA, 40.07%D A Yy REOBE #HIETE. T
bb, LEETALTEDMN & > 7 LRI IE—E D5y
MWD HDEVRD, ZD20, V7 b TPRICHEET
BURGE L 720 iEIE, At b oRET S B L,
T LULED D 5.

KEERTIE, FEF— 7125 INLTRTCOFHF % H W
TAETLETIVOMERDS TE o7z, —T, WNRBH%

© 2019 Information Processing Society of Japan

W L CHILERPMLETHERERT. 207
B, HHSOICHREFAZHINS ELERPLELE 5 5.
Z LT, & b FEICnz <, o bF058 M
ENTHEDOFMICOVT A5 HIFMSLETH L. i
T, EOMGALTENLRETHLODEMHERT 5720125,
D FEFALTHEIZ DOV T O 7 ¥ 7ML ERE DRI AL ZE T
H5.

B EE AR o — #5113 JSPS B AF % 17K00196,
17K00500, 17HO0731 DB % %3 72b DT .

SENH

[1]  Collberg, C. and Nagra, J.: Surreptitious Software: Ob-
fuscation, Watermarking, and Tamperproofing for Soft-
ware Protection, Addison-Wesley (2009).

[2]  Aucsmith, D.: Tamper resistant software: An implemen-
tation, Proc. 1st International Workshop on Informa-
tion Hiding, LNCS, Vol.1174, pp.317-333 (1996).

[3] Tamada, H., Nakamura, M., Monden, A. and
Matsumoto, K.: Introducing Dynamic Name Resolution
Mechanism for Obfuscating System-Defined Names in
Programs, Proc. IASTED International Conference on
Software Engineering (IASTED SE 2008), pp.125-130
(2008).

[4]  Qing, S., Zhi-yue, W., Wei-min, W., Jing-liang, L. and
Zhi-wei, H.: Technique of Source Code Obfuscation
Based on Data Flow and Control Flow Tansformations,
Proc. 7th International Conference on Computer Sci-
ence & Education (ICCSE 2012) (2012).

[5] Fukuda, K. and Tamada, H.: To Prevent Reverse-
Enginnering Tools by Shuffling the Stack Status with
Hook Mechanism, International Journal of Software In-
novation (1JST), Vol.3, pp.14-25 (2015).

[6] Host, EEW. and Ostvold, B.M.: The Programmer’s Lexi-
con, Volume I: The Verbs, Proc. 7th IEEFE International
Working Conference on Source Code Analysis and Ma-
nipulation (SCAM 2007), pp.193-202 (2007).

[7]  Tyma, P.M.: Method for renaming identifiers of a com-
puter program, United States Patent 6,102,966 (2000).

8] EEER, PHER, FEBA, BAR— APIT {77
) ARV O 720 OB AR 2 7z anniEe L, &
FIBEHGIE F A CEE, Vol.J90-D, No.10, pp.2723-2735
(2007).

[9] Chaudhary, B.D. and Sahasrabuddhe, H.V.: Meaning-
fulness as a factor of program complexity, Proc. ACM
1980 Annual Conference, pp.457-466 (1980).

[10] Raemaekers, S., Deursen, A. and Visser, J.: The Maven
repository dataset of metrics, changes, and dependencies,
Proc. 2018 10th IEEE Working Conference on Mining
Software Repositories (MSR 2013), pp.221-224 (2013).

[11] Lindholm, T., Yellin, F., Bracha, G. and Buckley, A.:
The Java Virtual Machine Specification, Oracle, Inc.,
Java SE 7 edition (2013).

[12] BEERFEA, FEHFE 95475 LA MIX 5408
SALOAE, V7 by 2 7 LEOIERE XXIV, pp.93-98
(2017).

[13] Isobe, Y. and Tamada, H.: Are Identifier Renaming
Methods Secure?’—An Evaluation Focuses on Opcodes
using Random Forest, 19th IEEE/ACIS International
Conference on Software Engineering, Artificial Intelli-
gence, Networking and Parallel/Distributed Computing
(IEEE/ACIS SNPD 2018) (2018).

1073



[BERIEF=EmEE Vol.60 No.4 1063-1074 (Apr. 2019)

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

Levenshtein, V.I.: Binary codes capable of correcting
deletions, insertions, and reversals, Soviet Physics Dok-
lady, Vol.10, No.8, pp.707-710 (1966) (online), available
from (http://sascha.geekheim.de/wp-content/uploads/
2006/04/levenshtein.pdf).

Kashiwabara, Y., Onizuka, Y., Ishio, T., Hayase, Y.,
Yamamoto, T. and Inoue, K.: Recommending verbs for
rename method using association rule mining, 2014 Soft-
ware Evolution Week - IEEE Conference on Software
Maintenance, Reengineering and Reverse Engineering
(CSMR-WCRE), pp.323-327 (2014).

Kashiwabara, Y., Ishio, T., Hata, H. and Inoue, K.:
Method Verb Recommendation Using Association Rule
Mining in a Set of Existing Projects, IEICE Trans. In-
formation and Systems, Vol.E98-D, No.3, pp.627-636
(2015).

Pedersen, T., Patwardhan, S. and Michelizzi, J.: Word-
Net::Similarity: Measuring the relatedness of concepts,
Proc. HLT-NAACL-Demonstrations 2004, pp.38-41
(2004).

Hou, T., Chen, H. and Tsai, M.: Three control flow
obfuscation methods for Java software, IEE Proc. Soft-
ware, Vol.153, No.2, pp.80-86 (2006).

Léaszlé, T. and Kiss, A.: Obfuscating C++ programs
via control flow flattening, Proc. 10th Symposium on
Programming Languages and Software Tools (SPLST
2007), pp.15-29 (2007).

Collberg, C., Thomborson, C. and Low, D.: Breaking
Abstractions and Unstructuring Data Structures, Proc.
1998 International Conference on Computer Languages
(ICCL 1998) (1998).

Myles, G. and Collberg, C.: K-gram based software
birthmarks, Proc. 20th Annual ACM Symp. Applied
Computing, pp.314-318 (2005).

Udupa, S.K., Debray, S.K. and Madou, M.: Deobfusca-
tion: Reverse engineering obfuscated code, Proc. 12th
Working Conference on Reverse Engineering (2005).
Demissie, B.F., Ceccato, M. and Tiella, R.: Assess-
ment of Data Obfuscation with Residue Number Cod-
ing, Ist International Workshop on Software Protection
(SPRO2015), pp.38—44 (2015).

Kanzaki, Y., Monden, A. and Collberg, C.: Code Arti-
ficiality: A Metric for the Code Stealth Based on an N-
gram Model, Ist International Workshop on Software
Protection (SPR0O2015), pp.31-37 (2015).

Cimato, S., Santis, A.D. and Petrillo, U.F.: Overcoming
the obfuscation of Java programs by identifier renaming,
Journal of Systems and Software, Vol.78, No.1, pp.60—
72 (2005).

g A, PTERA, IR fE L vEARE 7z Java X
Vv FOGH L EEOM AR MEORSE, VT bz
7 L0 R XXIV, pp.63-72 (2017).

BEER BB

2017 FE A EERFTI -5
R S N i NSy N 4 St R e
R AR RS .

© 2019 Information Processing Society of Japan

EH HFE  (ExH)

2006 4F- 7% B 56 i B B R e K2
TR E e RS LA RS T, [
FRRFEFESEENFEE. 2007 £
R EEAE R AT ZERHF B 2. 2008
ETHFEE R T v ¥ o — ¥ BT A5
Bh#k. 2013 FRIKRHFEa v ¥ a— 5 H
TR MEHEZ. 2018 AR RSB IRIE Tt sz, v 7
M7 Fa) s, TYEYALY T MY T THD
e fitZ. IEEE, IEICE %4 8.

1074



