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Abstract: Due to the rapid proliferation of cloud computing services in diverse applications, such as database
as a service (DBaaS), and encrypted database systems (EDBSs) have been gaining much attentions as a way
to construct secure databases in DBaaS. However, most of the existing works suffer from poor performance
when dealing with large data. Some works proposed index-based query processing schemes, but they have a
privacy problem that the order of attribute values may be revealed from the index structure on the server.
To this problem, we propose a novel secure index-based query processing scheme where the order of attribute
values is not disclosed. In the scheme, the index is maintained in such a way that the structural information
regarding the index and the values (or index entries) are maintained separately, and only the latter is stored
in a cloud server. When searching, a client uses the structural information (without entries) to traverse
the index by cooperating with cloud servers, thereby securing the order among the index entries. We prove
that, in our scheme, the order among the index entries would not be disclosed even though the data and the
query log are disclosed. In addition, our experimental results show that the proposed scheme significantly
outperforms existing state-of-the-art schemes.
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Fig. 2 Data stroing process to the server from data owner.
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Fig. 3 Process of index traverse.

Algorithm 1 traverselndex

Input: N, k, m, q, type: “=", “<” or “>”

Ensure: i4: an index of record which matches query value ¢

1: ig < null

2: (l,u) — (1,N)

3: Client sends E(q) to the server.

4: Client chooses {i,}2_, from (,u) randomly.

5: Client sends H = {h(i,)}*_, to the server.

6: procedure at the server

7: Liste — {}

8: for h; € H do

9:  Server obtains E(v;) corresponding to hj.

10: E() = (B() - @)

11:  Liste.add(E(c))

12: end for

13: Server sends List. to the client.

14: end procedure

15: Client decrypts {E(c;)}r_, € List..

16: Client updates (I, u) based on ci, ..., ck.

17: while [ < (u—1) do

18:  Client calculates {i, }™ ' which evenly divides (I,u) into
m regions.

19:  Client chooses #,...,4;_, ., from outside of (I,u) ran-
domly.

20:  Client sends H = {h(i1),..., h(tm—-1),
21: h(ih), .., h(if_,, 1)} to the server.
22: procedure at the server

23:  Liste «— {}

24:  for h; € H do

25: Server obtains E(v;) corresponding to hy,.
2. B(c) = (E(v,) B(g) )"

27: Liste.add(E(c))

28: end for

29: Server sends List. to the client.

30: end procedure

31:  Client decrypts {F(c;)}™ " € Liste.

32: Client updates (I,u) based on ci,...,Cm—1.

33: end while
34: if | # N or u # 1 then
35: if type is “<” then

36: iq —u

37:  else if type is “>” then
38: ig 1

39: end if

40: end if
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Algorithm 2 Oblivious Secure Index Traversal

Input: N, h(-), min, maz
Ensure: Result = Q(min, maz): a set of records corresponding
to query result
: Result — {}
¢ imin < traverseIndex(N,min, “<”)
¢ imae < traverseIndex(N, max, “>")

: for i = imin t0 imas do

ri — D(E(r;))
Result.add(r;)

1
2
3
4
5:  Client obtains E(r;) corresponding to h(i) from the server.
6
7
8: end for
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TH).
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o EER1 I FEITRBEICBIA2MY%R/NT X5 OF%E LK
TIEM AR D OREEE
o FEBR 2 BEAFTL L ORI O i
T/, BEMICHE L THERMIFHIET % 72O LT OEER
BiTo 72
o EBR3 I ARFETHICE M%%?’?@?ﬁ{x%ﬁf@
o EEi 4. T/ AU TIIBIFAKRELZDT 7 A
R

6.1 EERIRIE

REERIZIX, 7547~ M2 Mac OS X, Intel Core i7
@ 3GHz CPU, 16GB RAM THR &7 PC %, =/
{2 Ubuntu, Intel Core i7-2600 @ 3.40 GHz CPU, 16 GB
RAM CTHEK SN2 PC2fif L7z, 7—% vy MIE:
[Al, Bl 5%, F—%%i$ 100, 1,000 & 10,000 A
5 100,000 F T 10,000 Z & L7z 12 fiEHO N LT — %
2ER L7, BBEMEAEIZ 0205 1,000 T TOBEEE &
b, BEIOBEZEB N IZoWTIE, 7— #3100 TIZ 96,
1,000 Tl 637, 10,000 7> 100,000 TiE 1,000 & 7 - T\
%. 71113 [SELECT * FROM dataset WHERE A <
10] &L, La— FOBIRKIZIRREE L T2, /ETH
L SDBICBITAZT— ¥ DK A 2oV TIEFR 1 12
Y. T, 254 T Ve =D OEE R LR
7 BR8% (3.5 Mbps) &E# 285 (32 Kbps) O 2 FliH TR
s 5.

6.2 EER1:RRIFERE) OBEEL/INT A ZEE
FEE 1 CTIRENEAER L 72 AR ) I > Tw b h
E) D EBGEET A, 3, 3.5Mbps & 32Kbps DA TH
w~ﬁﬂttﬁ%§2~ﬁ? L U DM e s 5 &
WG EERELD, 1EICELT— 5 a&ndEFic
éb\f:éfﬁm_ﬁf% CRRERBOPRON P07, F

/J N

R 1 REFLE SDB LB AET — 8% 14 AOEAfE
Table 1 Maximum data size of proposed method and SDB.

T84 F=yHAR

7 x) 128 bit

A ZEX ] 256 bit

i P 128 bit

BYHDIST A — ¥ 126 bit
R 2 REBBAREY ICH VB E GHE

Table 2 Parameters for query time estimation and their

measured values.

%% | FHHlME (ms) (3.5Mbps) | #HEE (ms) (32Kbps)
tquery 8.79 9.49
teomm 0.50 0.45
teomp 0.05 0.04
tdec 0.17 0.15
7
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K3 m=20LIORMEMERIZE D L) /NNT A FH k OZAL
Table 3 Transition of parameter k for number of attributes in

case of m = 2.
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Fig. 4 Execution time and estimation in case of 3.5 Mbps.
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TATHY, 7= OMEHERAMY (interoperability)
RO NMPBHERBIEE 5 2R E L T b, BESHTFL
cFIHL, FEICEEGER CEIREE 217 2 &8
T&5. &L a— FIo L CEIFICAHT 2 2T
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Fig. 5 Processing time of proposed method compared to

existing method.
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Fig. 6 Access frequencies to the elements of encrypted index.
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Fig. 7 Access co-occurrence of elements of encrypted index.
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