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Abstract: Cyber-attacks, such as the intrusion of malware on in-vehicle infotainment systems (IVI), are
becoming a problem. At present, there is no mechanism to distinguish between an accident caused by a
driver’s negligence or an accident caused by malware infiltration into an in-vehicle LAN. A mechanism to
preserve the evidence data of the accident is needed for the digital forensics following the accident. A pre-
vious study has proposed a forensic mechanism for preserving in-vehicle LAN data using storage devices,
however the study failed to find out when the system was infected and what kind of malware was used. In
addition, there is no guarantee that the storage device will be kept from damage, or that evidence integrity
will not be disturbed by malware. In this research, we propose a forensic mechanism on the kernel land
that preserves the evidence of the malware invading the in-vehicle LAN. For the purpose of enhancing the
resistance to malware, a forensic mechanism was incorporated on the OS kernel and the evidence data of the
malware was reserved. As an evaluation of the forensic mechanism, we conducted experiments in which an
IVI, incorporating the forensic mechanism, was infected with a malware called Mirai that adds a command
to DoS-attack the in-vehicle LAN, and the behavior of the evidence data at that time was observed. From
the results, it was found that observation of the characteristic system call at the time of the malware attack
and the abnormal message of the in-vehicle LAN from the preserved evidence data is possible. It was also
observed that Telnet communication was frequent at the time of infection, therefore, the effectiveness of
the forensic mechanism was confirmed. We also showed that the forensic mechanism is highly resistant to
debugging and that it can operate with sufficient performance in an in-vehicle system.
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Fig. 1 Attack surface of in-vehicle infotainment system.
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Fig. 2 Architecture of forensics mechanism.
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CORTLO—ILEEED

[ 3555.977177] [forensics_count] Time:1523341286.494921962 SYSCALL _No.0:65

[ 3555.977180] [forensics_count] Time:1523341286.495034111 SYSCALL _No.1:41

[ 3555.977181] [forensics_count] Time:1523341286.495050548 SYSCALL _No.2:3

[ 3555.977182] [forensics_count] Time:1523341286.495074758 SYSCALL _No.3:4

DFAINTIEA>

[ 4819.214842] [forensics fileaccess] Time:1523341286.494921962 PID:3030 Accessed File:/proc/self/oom_score_adj

[ 4819.214952] [forensics_fileaccess] Time:1523341286.495034111 PID:3030 Accessed_File:/sys/module/fsm/uevent

[ 4819.214968] [forensics._fileaccess] Time:1523341286.495050548 PID:3030 Accessed_File:/sys/module/fsm/uevent

[ 4819.214993] [forensics._fileaccess] Time:1523341286.495074758 PID:3030 Accessed_File:/run/udev/data/+module:fsm
CEBFLANT —4>

[ 4821.826686] [forensics_can_recvmsg] Time:1523341289.108072681 PID:2692 CAN_PACKET:45c[8]5c00800000000000
[ 4821.835447] [forensics_can_recvmsg] Time:1523341289.116837540 PID:2692 CAN_PACKET:440[8]40008011010f0f0f
[ 4821.881328] [forensics_can_recvmsg] Time:1523341289.162742328 PID:2692 CAN_PACKET:442[8]42008000000f0f0f
[ 4821.931797] [forensics_can_recvmsg] Time:1523341289.213237319 PID:2692 CAN_PACKET:44d[8]4d00800000000000

<APE{E>

[ 4821.826503] [forensics_ip] Time:1523341289.107888652 PID:3031 1P:3.0.0.0 Port:51900
[ 4821.826573] [forensics_ip] Time:1523341289.107960283 PID:3031 1P:3.0.0.0 Port:51900
[ 4821.835404] [forensics_ip] Time:1523341289.116792885 PID:3031 1P:3.0.0.0 Port:51900
[ 4821.881296] [forensics_ip] Time:1523341289.162707590 PID:3031 1P:3.0.0.0 Port:51900

K3 7Ly 7B AT — 5 Ofl

Fig. 3 Example of evidence data in forensics mechanism.

FIERRE ) HOFMREDSTTRETH L. L Lads, ¢
RTDYAT LTV THERRE W EOFHMR %17 &,
AT — 5 DT — 4 mOWRRL, VAT LDINT =V
ADBETEIFL. 22T, 74+ LYy 78I, %R
WXV =2 T OB BT 5720120 A7 43— L D5|
BRRVEOFRREEZIT) VAT LIV ERET 5.
FIERR ) EOGERREZIT) VAT La—LE LT, B
B LAN 77— % O%E L ZBOFHIMRED 72012 ZFhEh
write & recvmsg Y AT AI—), TULZADT 7 AINT
7 ADFHMEED 7212 open Y AT A=)V, FUt
A0 TP J8E DFAREED 72012 sendto Y AT L T — VD
BB ERET D, /2, 74 LYy 2L, VI 2
I N TWBHI LAN IZH N TV 5 T OEE % U
L, IVIPFEE LT =% & IVIPZE LT — 7 O
WHRETH L. B, HEHAET CAN NADLKEED %Y
H1E, IVIICHEBHSR SN T D CAN /N A D B A EFHUE
EDOWNRERD.

3.3 TJALCTy IREBORE

T LUy oL, VT T RSDT U F TNy
TEOT RN T2 6 O & RFET 5 720 h — V22
WZEHET D, 74 L 0Ty IRRBEOEFEIIOVTIE, 7NN
AARTANE LTHEEL, YATLI=LOTISHER
T—Y R RET S,

TA LTy RO FEREOBEII DWW TIRRS,
L7+ oYy 7O 70 —%2K 4 1ITRS. 74 L
Uy o, TNXAARIANE LTI E =R
SN, O— FENBLBIZ, h—ANVEEOY AT LIT—)
BIBLD BB A ¥ DM SN T B HHID Y AT 4 a—
VBT — TV %275 L oYy 7EOMEBRA > 7 I10%
SR AH, VATLA—NT—=TNVE T+ LTy 7
DYAT L= VHROMEARA V2 ICHFE R L E, 7
TYXANS AT LAI—=VHFATINTE, 741 0Ty

© 2019 Information Processing Society of Japan

| o=z l

2—1FEE
FH—F IR

VAT LI—)LBE
(AL D)

AT La—)b
p2lr

h—=IL
AV Prd

LOF/IWAX

SRTLI—I

Ma 7+LrYy oo —

Fig. 4 Flow of forensics mechanism.

IR OIRSFEITEN, T4 LTy 7N TIERD
VATFAA— VR THIETHEEBY D OS F— %
VOMBPETEINDG., ET L7+ LTy JHET
X, VAT LI VOBERL TSI ADT 7 ANT 7t
L7utADIP @E, Hill LAN 7— ¥ %5077 — 5 %
RET 4. F0FEETFIL, open R sendto F & Vo 724
EDYVATLI—IPITEINDLE AT LI— VDK
EN—=ANWNy T ICHINT B L) L HETHL., VAT
L= )VORITIED T Ot A% IEET B 72012 getpid ¥
AFLTA=NETH LYy ZHEBATIFOHE L TWah,
UEDE )% T4V Py 78EETNAART AN,
LCHEEL, T —5 2RE L7,

4. FHm

4.1 EH LANANRAT IV 7 % Bu 755
RETTIE, REFREMAAALER S AT L2057
U TAEG L2 OFHi 2179 . AWIFRTHEL T 5
Bty NT—=2T7—=F77Fvid, 4HRELPTHES
NBHAGLTFAAM)ICa—va v 2MELLT—F77
F¥THY, IVIFEHE CAN NA LR ENLET —F 777

796



[EHRNIBFERIEE Vol.60 No.3 791-802 (Mar. 2019)

1.CAN~D
DoSHEm$

VM2
BEH T Mirai
THL D uaikE
2. DoSHE J VCAN

g

5 FEERERSE

Fig. 5 Experiment environment.

Fx &, IVIDVTZG— b7 oA %ATCAN N &
LT —FF 7 F X Thb. COT—FF77F v THESH
BEBELT, IVIRY — b = { OIigtz2e @A L,
B LAN ~NDoS T2V = TEEREZ bNL, #
2T, BEHFROFME LT, ToT #EIcB1F 2{0EM %
<Ny 7 CTdHDH Mirai [21] &G S EIREHT RO A
ZEHIS 4. Mirai (3K v b EMEEINLEHEO~Y LY =7
T, C&C (Command & Control) H— N & XN 5 B
WHREAT) =N omS e CHBEE %479 . Mirai
EV—2a—FPREINTEY [22], #TLZDOY—A
I— FEREL, #4745 2 AT REZR 728, Mirai |28
PL7e~ T 2 THLEHRE SN T 5 [23]. RIFFETIE,
H# Y AT L 2R & L7z Miral OB~ VY = 7 &2 HEE
L, SMHEICHW A A%, Mirai ® SYN 75 v R %%
L E$ % 10 FHHD DoS W~ » FIZHHE LAN T
5 CANND DoS B~ Y FEBEIMLIZTLV Tz T &L
7o RS, Mirai 13850 ToT B3 1EG L, ERYE 25
H— NN DDoS HE X7 I = 7T DA, Kifged
1L Ethernet % £ ) % % 7% 500kbps ® CAN TH 1),
Mirai 28&%s 7= 1 B OEIETNAD 54 DT HET
DA, RFFMICRH L., 85612, EBEO~LT 27
FHWALZ LT, 20OV y = THAEOFEEHEIM T — 5
MO REDPERTEAZ ESRHOMME 22 5. Ll
B, CAN~®O DoS o~y &ML=~V =7 %
FRA Mirai & 15

B Mirai OF5 & LT, B LAN ~O DoS B %
179 B &, SRl O Mirai DB & [FARIC Telnet #1E
2o T ToT #2513 L CH S DEGDILK 4T ) 1
RTOE AR RAELBEAT LN T 2 7PV wrdiEd
LEBBHITONDL. $#FEFHFRITB WV THEM Mirai D2
LR ETE TV A D2 HMET 5. £3, EREESE
oW THR%, EREEYR 5 1IRT. EBREAK»S
20s T & IZTRRRGRE, RYuEE, BUBREOIRREIC RS X912
FEE AT o720 5 O X9, BUEEICIE C&C H—/3E
HA7T72 VML 5 H# LAN ~0 DoS W 44 % B Al
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Fig. 6 All system call during no infection, infection, attack.

0-20 [s] : FEkYuis
21-40 [s] @ R&Yemy
41-60 [s] : BBEIF 1000

10000

100000 ¢

10000

1000 [

100

Frequency [count/s]

10

10 . # 20 time [s]
) 0

System Call Number

B 7 YRy, YRy, BURREO 0-50 FORRYIS AT AT =)L
Fig. 7 No.0-50 system call frequency during no infection, in-

fection, attack.

Mirai &4 L 72 VM2 I27% 5. WEGS %2 VM2 IZHH
LAN ~DoS B %179 . AHOFEERTIE, HAHRETH
HLLAN DA v % 72— A%EETE 5 VCAN (Virtual
CAN) % H\WCRARERE: | CHfY A 7 A2 s L /2.
EERERE LT, 1 0HoE7 0 AR AT 43—
VORREEEPEONT, T 0L APERY AT L d—
VER 6 1R T. X6 L0, 0~50FD Y AT L T— LS
FIZHENR, FRPUAO 51 FUEO T AT L a— Vit
BEEOH LB WS e olz. £2T, 0~
50 FDY AT AI—=IVIZHERHL, ENH2RERGNICL:
VAFLA—VER T IRT. WEKETH DL 40s DL &
12, 0-10FH720) DY AT LT — LpSEARICEmL Tw b
g o, T, BCEERICEHER Mirai 12X o T
write DY AT L 2= VP EBIEEN 2720 Th 5.
50, HEE Mirai N7 7 A VT 2 v A% {70722 %
IR T — & AR S N7z &) HFERT A, HIA! Mirai
DTARANT 7 ANT 7 A %fTolz8 EOFMT—%
B 8 129, K8 LV, HEM Mirai ® 7 Ut A A
DTt A% T 5 729012 PID OFHEIZ /proc/PID /exe
DTTANIZT Z7HALTWAZ ENGhE., IhLb,

797



BRI F=EwEE Vol.60 No.3 791-802 (Mar. 2019)

<R T A a— LIRS

[ 568.334481] [forensics_count] Time:1528974433.932550875 System Call No.0 : 70
[ 568.334484] [forensics_count] Time:1528974433.932553929 System Call No.1 : 19504
[ 568.334487] [forensics_count] Time:1528974433.932557002 System Call No.2 : 51
[ 568.334490] [forensics_count] Time:1528974433.932560077 System Call No.3 : 66

FANTIHR>

[ 1104.431343] [forensics fileaccess] Time:1526258414.036488189 PID:3151 Accessed File:/usr/lib/gvfs/gvfs—gphoto2—volume—monitor
[ 1104.431356] [forensics fileaccess] Time:1526258414.036502861 PID:3151 Accessed File:/proc/2490/exe

[ 1105.431754] [forensics fileaccess] Time:1526258415.037399786 PID:3151 Accessed File:/usr/lib/gvfs/gvfs—afc—volume-monitor

[ 1105.431764] [forensics fileaccess] Time:1526258415.037411258 PID:3151 Accessed File:/proc/2501/exe

[ 1106.438534] [forensics fileaccess] Time:1526258416.044683357 PID:3151 Accessed_File:/usr/lib/x86_64—-linux—gnu/gconf/gconfd-2

[ 1106.438550] [forensics_fileaccess] Time:1526258416.044699957 PID:3151 Accessed_File:/proc/2504/exe

[ 1107.438469] [forensics fileaccess] Time:1526258417.045118750 PID:3151 Accessed File:/usr/lib/gvfs/gvfsd—trash

[ 1107.438480] [forensics_fileaccess] Time:1526258417.045130798 PID:3151 Accessed_File:/proc/2563/exe

<EEELANT —5>

[ 568.334450] [forensics_can_write] Time:1528974433.932520207 PID:3945 CAN_PACKET:000[8]0000000000000000
[ 568.334453] [forensics_can write] Time:1528974433.932523262 PID:3945 CAN_PACKET:000[8]0000000000000000

[ 568.334456] [forensics

can_write] Time:1528974433.932526327 PID:3945 CAN

PACKET:000[8]0000000000000000

[ 568.334459] [forensics_can_write] Time:1528974433.932529409 PID:3945 CAN_PACKET:000[8]0000000000000000

<IPIE{E>

[ 385.444864] [forensics_ip] Time:1528973624.512205228 PID:2706 IP:34.115.102.164 Port:2323
[ 385.444867] [forensics_ip] Time:1528973624.512208262 PID:2706 1P:148.52.22.51 Port:23

[ 385.444870] [forensics_ip] Time:1528973624.512211487 PID:2706 1P:206.197.15.76 Port:23

[ 385.444874] [forensics_ip] Time:1528973624.512214570 PID:2706 1P:99.117.88.178 Port:23

B 8 HULE! Mirai B4 - BOEIFORER T — ¥
Fig. 8 Evidence data during infection, attack of in-vehicle type Mirai.

REH R X > TR0 Mirai O TH 5 70w 2%
FAE LA T A<y £ TV WA %47 ) S i
EENTWEZEDHHERTE .

RKAZ, B Mirai 25 IP BE 2 17- 722 & 2R REHL
T BN L) R T A, M8 L1, HER
Mirai D 70X A5 ¥ L% IP T FLAZ 23 FEB L
2323 HeAR— MOBEEIT > T2 &g o/z. Th
X0, SERTO Mirai 578 CTH 5 Telnet TOWE %179 IR
WP EEINTWDL I EDRERTE 7.

W2, HERA! Mirai 28 LAN N2 v £ — V%fE%
1To7: 2 L BRTIINT — 7 DO N2 ) DR T 5.
B8 &b, HEEE Mirai ® 70t AHHEH LAN ~ CAN
ID BL RS O — FATRT O &% bRDELEN SN
A9t =V TDOSHEEITHo T2 EWgholz. I
X v, B Mirai 58 CH 5 Bl LAN ~ DoS B % 47
IIEFHODPRESINT WL T EPERTE 2. T2, 8
DYAF L= VHEIZL 5T 1HED write ¥ A7 LT —
VDS DoS W A v & — VHYEIN S A IREL] & W RS 2
FEBE L FHEN T WD Z & o5 s, IVIFRHOBET
HbHITENPIRET.

PLEOBEI Mirai 2 W2 EEBR LY, BELRICE -
T, {ERFETIIRETE TV AL 572 IVI O DoS W
FEDZEHE) & DoS WIEFED I LAN 7 — & 2SR ICIF 5 1L
b EDFEILT — Y I BIRT 2 E AT E T

4.2 HEEFFECH T 2

RETE, 7y F TNy ZERIILO LT DT T
WX BRI D W Tl A . W5 3 LI RN T,
Alkanet [15] & IR, FEATRRRIIC X A #H Tk Branco
HIZ & B0 [24] 1IZHEDOWTWw5h, LA L, Branco 512
£ 250 IE Windows 23R E L TWa, 2O END,
Windows DTy — )V ORiLFE 2 R E I L TEF
i 52 L IATHETH 57280, Linux OEHERZ TNy
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R 1WA TFEICT 2 @ MRS R

Table 1 Qualitative evaluation results against anti-debugging

techniques.
AT T4 R
(1) RAVEBRBE R H FE
ETOFE | O
(2) GDB Oig H Tk
ptrace O
readlink O
TVUATHRAL N O
(8) FATREHENC 28 HH Fik
RDTSC #n 1y O
API (Z XD FHI O
VAT Ba— T K DR EH A

7 CTd % GDB Ot Fik [25] TRE SR O AT F:12
Xt % B E 2 Bl A AT ) .

F 1 ITIRE S KOMIFAT TN 5 @ M EFfiRE R 2R
T.() A EEERETEICE LT, BEFRIET A
ARTANE L THEREINTEY, EERETHOMAAL S
ENTEETH 57250, T ORAACBRIE T T % [l
THEIENTELENVZ A,

KIZ, (2) GDB O FEICE LTk R%. ptrace (&7
Ot 2% hL—2A$HY AT 23—V ThHUD, ptrace S
TWhA 70t A% &5 (2 ptrace T4 &, —1 %iK3. GDB
I$ ptrace # I— )V L TW5720, LEOFEE2S GDB %
B 52 EMREE 2 5. IREHRTIE, ptrace D X9
7 H AR IR A 4T D 72 ptrace & W
72 GDB O T2 B HETdH 5. readlink (£ > K
Vo2 )y OEZRETAYATLI—VTHY, BfF
LTWwWb 7Ot ADETT 7 ANND Y YKRY) v 7 1) v
7 /proc/PID /exe Z 51 8UZFEAT$ 5 Z £ T, /usr/bin/gdb
WEITEN TV D PRI TE 5. ptrace DA & FERIZ,
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=2 FHIZR

Table 2 Measurement environment.

VM2(%7 A1) AR
0S Ubuntu 14.04 64bit macOS 10.13.1
CPU |[Intel Core i5 2.7GHz | Intel Core 15 2.7GHz
RAM 4GB 8GB
Storage 10GB 250GB

REHNTE, 7o AEEHA L2V ZOMmHTFED
MR TH D EVR L., 7LA 27 KA &, GDB S
TOb AR E LRSS int3 FRaT—F (0xCC) EIFEN
LARaA—-F%, EEDOT FLA% FEHETL I L THEH
ENL. L7zhoT, 7LA 7KLY b2V GDB D
Ml Fiid, Axa— K& 0xCC # s 5 2 & THRILT
5. BEHRZ, 7LA 7 EAL P TTOERARELRS
TR EEAT) &) GRETR WD, ZomibFik
LT RETH AL L VR D,

BB, (3) FEATHMIC L 2B THEICE L CGRR5,
Alkanet & [@4£(2, Time Stamp Counter & ’-EN 5 ¥ A
LAY T RBHT S RDTSC a4y %, APIL 2 & 4 FH
ST, REAHRAY AT LT — VRITHICORENET
B72%, I kv, —4T, time X clock_gettime
DY AT LT— VI K BEMERNOBE, IR ONH
DRIEIZL Y, MHMESNLZENDDHD. LIrL, Z0L)
R TFEICE LT, I—EFARAN ORI o 72
ZEHILCHBE, 200 EAELMEIRVEERSATS
TETHME I LA HROBEE D, S50, &E
AT B I O LIS EY 52 nwE )12 5
VELH L, REFRICLBUEADOMHES, VI THES
NI L CRHFETELHHTH 0%, 4.3 Hi
7 x =X v ARHI TR L, BEMOREWIHEEY 52 %
WL RERRT A, F72, AEVRET ARG SA S
TWRVWEE T2 2 &T, REFATHO NG T— %
ZEBOEEHZ R L-b0E %Y, LT — % kD%
G EBII VW EELIOND,

4.3 N7+ —~< > ZFHil

RETIE, MEFROFEICIDEIATLI=LD
F =3~y FOFHI &, F#H LAN ~0 DoS KD X 9
%Y AT DR B BEOTRFE S A O & RE D
FHE TV, REFRONT 1 =< 22DV T ORI %
179

ARl 247 o 72 BiBE A R 2 IR . A — 3Ny FOFHI
ZITHOMAE, 77 ANVT 72 AD open Y AT L I—)b,
FH, LAN 2£%15 @ write & recvimsg ¥ A7 A I — )b, IP
JED sendto Y AT LI =V THD., KV AT LIT— )
% 100 [ OSH 98 % 100 134T L 72 B O F390E % &1
WEE L, REFXOFMEICE 2HERMZEHILZ. K912
REFROEMIZL BV AT 20— VoFHlEZ RS, &
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Fig. 9 Result of overhead measurement.

DFEGDBE Y AT L IA= VOREIZET LT =N~y K&
b, HZVATLI=NDF =Ny FIiE, 774NVT 7
£ A D open DV TUE 1.40 s, Bk LAN 255205 O write &
recvisg TIEZNZN 3.14 us & 9.14 us, 1P 5 D sendto
Tl 2.61us THAH I LW horz.

HH AT LBV T I ORIESHFEFMCH 2 0 HH
LAN OR##E LI L TESZ1T) . £3, Hi LAN
WCBWTREMNLEETH S CAN Oa %% 2 5. CAN
D73 500 kbps TRA T — FARKED 64bit TH 5 &
VBRA Y= VPHHOMF I THEESINLILEER
&, CAN A vt —JI3RKD 111bit & % 4720, HfL
el d> 72 1) 500 x 10? [bit/s]/111 [bit] = 4,504 [ X v £ — ]
WEEEINDL., LEDV->T, TNHD Xy v— VI,
1[s]/4,504 [ A v £ =] = 222[us] &% 5. CAN OHFkD
PRELE CTIRKD 111bit A v =V ERELIZEED A Y
- UMM 2228 &, REFRXD ) OB EDELERE LD
L, REFRICHDPBEIEZED Y AT L= IZBWT
LIRSV E DR TE 72,

72, AGLTAAMN)Ea—2a D) T 7Ly AN—
Ko7 5] &0, IVITETESRLRBE LTI, 1>~
5 =% R CAN L \wo /2t v U — 27 38fE, Bluetooth,
GPS, USB &t Wwo72b O ES NS, TNHDOHTIE
MEE AT IS HMEICL, TN6 OB ELE
T5.

USB &, MMOEHR ELREHFETHHINS. KD
FHE, T4 =TT R ICHEH SN 720, BIED
WENI v, USB 12X 2H%EEA, 1 v —% v blfE,
FLT, HFET—x AN =3I VT LEEOTIRENE
FEN T35 Bluetooth 7H 7 7 4 )LD A2DP [26] 13/\
77 )Y T HWTERE 21T ) KRT, BEFFEINT
WhtEzoNA, T/, IVITIH, N A7) —TOiHl
W% HE & 3 % Bluetooth 71 7 7 4 )L @ HFP [27] #°H
WHNTWwW5, HFP E, kb &SEE - LWz a—7Ty 7

799



BRI F=EwEE Vol.60 No.3 791-802 (Mar. 2019)

TdH A mSBC TH 64kbps FE T, 500kbps @ CAN L 1)
DHETH L., 20720, REFNICL DBIEITFHFETE
LEEFHEEZ OND. T, TNFTICHEELZIVI DML
Y, HEEOHBIERO L) ZEELEHREL LY &) L
TWILERTH A A%, RIZ, BIEDSEF S N WillEITEHRIZE
T AP OWCHEET S,

IVI I2BWT, HEVHEOGIEEHRZHRD & 9 ZEEDFF
SNV LT, Vv— MENICHW 2 GPS LEE, GPS
FIED 720 O HLE 7OV A ZEDWLER, H B 5 il 15 i 2
RDEDVT L CANDHITONE, —fi%IZ, GPS ML,
GPS ZfEHh 5 v ) 7T VEEEZ AW THRERE L Vv 72
BERABUE LT T r— a Y ~NKEES 5, SOk, 1=
7% GPS 74—~y b THAH NMEA TED HNLTW
LYV TIVEEOE Y ML — M3 4,800bps THAEH. —)
T, CAN (Z500kbps TH H, GPSLEIZBIFH L v +
L= LB I 0IcEE R0, CAN CTERESNLIE
WD FHS, GPSMILTEREINLIEIML L ) 150 ITHEL
Wb E B, X512, GPSHHIED 7200 DELH L 245
Bt ms A —FDEFTH L7280, CAN ORILEDFEN
MWD 10pus A —=FORFBPLYHIR SNz b, L
7o T, 3.1 ETil_72 CAN ORBIEDFEMRBETH D
10pus A= Thid, BET 5 IVI TORIITH L
B, WEHREMIAODLEEZ NS,

IVI BED Y 27 LAEHE~NO L LT, RREHFRD
CPU FEfTanwiE & 0, ZR21T). RETRXOGHE
i, mbA— "Ny FPKREDP 572 CAN OXfE%ATH ¥
AT L d—)vrecvmsg CHIE T 72, b+ —/3N\y
FASKEWY A5 43— )b recvinsg 12 BWT, EH
W& o TEMS N KDaH 5L x86.64 D CPU T 72
WA THolz. ZOFTICET LRI, AGL 71 A b
VJPa2—23 D) T 7LV AN—=RKT727D1DOTHh
% Intel MinnowBoard Turbot Quad-Core @ B/ J& Ik %%
1.91 GHz 12 BT, Fikd CAN OJEIEDFFEREH O 10 ps
WCHARTHFITNEWETH L. Lh-> T, -EHFRUT
AGLTA AN Ea2—3a DY 77 LYy AN— Yz
7 & 7z IVI BAR & v ) GFiBRBE 12 BV T, IVITO
CAN R GPS DX v t— VBELMICEEL 5252 L
kW b, b, X)BENLRIEERERE L LT, FEHE
W ETOREHRDOMEEDS 4 HROREL 2 5.

BT, HHE LAN ~O DoS B D L 9 % v A7 412
B A B B OFRFE T R OFEIREEFEOFHI b FEED
* 2 ORETITo 7. FEMREMEREOFHINE, H# LAN
A DoS WA v+ — T % 1,000 %2 L, 2% HAAH
D ZIFL AR ERMEETE TV A2 EHIT 5.

FHALL 728655, 1,000 8 DoS BEX v+ — T2t L,
BZ)7AUE 1,000 HHIY ST LA AERBELETETNDL S
ERERE L7z, S XY, g LAN ~O DoS BUEERF D &
AV AT LCEFEP DL LA TH o> THIREFR O
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PWREREI T TH 5 2 E DRI E NI,

PED7 3 —= v ZOFHIC & - T, i LAN Of/h
PEERML Y DREHFAD Y 0B EORIEIT/NES {, DoS
WAy —TERY LR HRIELETE LI L
5, RFEHAT VI BRTOMIEIZBWTIE, EBRET
HhHIEEMERL.

5 bHh)I(C

51 &8

AWFZETIE, B LAN ICRAT LIV T = 7 OFEHLR
ERATI T ALYy IIREORER T o7z, REHX%E
=R WVZEBIZT/NA AT A3 LTEREL, Linux
B ToT BRI ET2REN LI T TH D
Mirai % W CIREF AR OFEM 2 17 o 72, FEMFEERIZ 1L,
Mirai DM~ V7 = 7 % %E L, Mirai IZHHEH LAN ~O
DoS ¥ a < FaBIL 72~y = 7 HAl Mirai 2%
L, FRICHW, EBERLD, BREFRI-oTH
P Mirai B4t - SCEIFOHH LAN 7 — & 2 IVI DZEH)
Vo B Y AT ASROFRATHAIRE S TN
LI EERMEHETE, 8510, 7Ly Ty 7T~
F TNy FEORHREN TSN L CEwiitrsd 5 2 & %
EVEFFMICL VRL, w72 bEH S Wik
THHI xR L. Tz, XT3 =< ZADFiE L
T, REHXD Y OYE ORI B LAN O i/ AR
WMEHbhS W EEERELA. REFRI VAT 2128
WA D L9 7% DoS WWEHED A v £ —TVTE 2D
CIFLARCERMEETE DL 2 E0 s, BEHIT IV HAR
TORFEIZBWTIE, EHWTETHL I L EMHERLL.

5.2 SHEORE

ASHOMEL LT, 4.3 W TR EH W L COREH
ROINT + —~< v AMEE, B LAN 7 — ¥ DRSO
BEf, o CPU T =727 F ¥ TOEENDHITFONL.
AW TlE, AT =5 20— F VIR ETLFEEL -
TWAY, 74 Ly Ty VMR T — & 2o —
INNEEITRE LERT AL BT 52 L TL ) FEH
W73kl 0. ZOBOBRELE LT, —BN7%HHE LAN
Ty DT —F N1 EEH/20) A0MB LR THL ZE
BhFTohsb, 22T, FEOABDFNIHSE L7-Hik LAN
WAHOHBICER L) TV 8 A 47— 5 EMi AR [28] %
HAAR, T—Y mOREELFRTLIEEZONS.
B, BEHRE, vy 7L AR REETH B Y
AT LT =)V KBRS 2R TEa i, v~ v o
TITHI SN A 2 &2 SRR ETTRE 2 BiEE & v 2 5 7%,
HLEFTENMN R TH 5720, FEL TTRTOMF
MTFECL > THIE SN2V EZERT L LN EL
b, S5, BEHFNE, HERREEORITH 720, TV
Y7 OWA - B2 TR, L L, BRESRTES
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NTRT— 7 o~y 2 7 2 TE 7284, RS
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Wz b, L7zdso T, IVLIZT X T DM T3 o [l
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VY 2 T O - BRER S Tk e L3 - BEli A
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TRETH 5 DR T 2 UENH 5.

SENH

[1]

2]

3]

[4]

[5]

(6]

[7]

8]

[9]

[10]

[11]

[12]

[13]

Miller, C. and Valasek, C.: Remote Exploitation of
an Unaltered Passenger Vehicle, Black Hat USA 2015,
pp-1-91 (Aug. 2015).

Ezaki, T., Date, T. and Inoue, H.: An Analysis Platform
for the Information Security of In-vehicle Networks Con-
nected with the External Networks, The 10th Interna-
tional Workshop on Security (IWSEC2015), Advances
in Information and Computer Security (LNCS 9241),
pp-301-315 (Aug. 2015).

Nie, S., Liu, L. and Du, Y.: Free-Fall: Hacking Tesla
from Wireless to CAN Bus, Black Hat USA 2016, pp.1—
16 (Aug. 2016).

Automotive Grade Linux: Automotive Grade Linux,
available from (https://www.automotivelinux.org) (ac-
cessed 2018-05-30).

Automotive Grade Linux Wiki: AGL Distribution, avail-
able from (https://wiki.automotivelinux.org/agl-distro)
(accessed 2018-11-10).

International Organization for Standardization: Road
vehicles, controller area network (CAN), Part 1: Data
link layer and physical signaling, ISO IS11898-1 (2015).
B g8, MR &, SRR, BENEE, SRl
Ayt — V@GR CAN OERER L AT 4, &
TIEHOBE PR CRE A, Vol.J99-A, No.2, pp.118-130
(2016).

Dariz, L., Selvatici, M., Ruggeri, M., Costantino, G. and
Martinelli, F.: Trade-off analysis of safety and security in
CAN bus communication, 2017 5th IEEFE International
Conference on Models and Technologies for Intelligent
Transportation Systems (MT-ITS), pp.226-231 (June

2017).
il 76, FHHILE, R, SR R b

7= 7 1B A RERIER Y AT LA DIRE, SCIS2015,
pp-1-7 (Jan. 2015).

SR, LhEt, FhHmE, H e, AR,
AHENG ¢ EEE L T — N B OMEREEEIC ID N — A S
VR LAN 7= UEV AT 4, av¥a—F &
Fa)T 4RI YL 2016 FLE, pp.391-396 (Oct.

2016).
SORACOM: SORACOM Direct, available from
(https://soracom.jp/services/direct/) (accessed 2018-
05-30).

Chae, K., Kim, D., Jung, S., Choi, J. and Jung, S.: Evi-
dence Collecting System From Car Black Boxes, Con-
sumer Communications and Networking Conference
(CCNC), 2010 Tth IEEE, pp.1-2, IEEE (2010).

Nilsson, D.K. and Larson, U.E.: Conducting foren-
sic investigations of cyber attacks on automobile in-
vehicle networks, Proc. 1st International Conference

© 2019 Information Processing Society of Japan

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

on Forensic Applications and Techniques in Telecom-
munications, Information, and Multimedia and Work-
shop, p.8, ICST (Institute for Computer Sciences,
Social-Informatics and Telecommunications Engineer-
ing) (2008).

Mansor, H., Markantonakis, K. and Akram, R.N.: Log
Your Car: The Non-invasive Vehicle Forensics, The 13th
IEEE ISPA 2015, pp.1-8 (2016).

KAFN, AR, FEw—, BAAR— <~y = T
DIz DPRBFEIHEE =5 22V AT L=V b L—
ATUE, THHALELS 256 SRS, Vol.b5, No.9, pp.2034-2046
(2014).

Cuckoo Foundation: Cuckoo Sandbox, available from
(https://cuckoosandbox.org) (accessed 2017-12-01).
Microsoft: Windows Sysinternals — Sysmon, available
from (https://docs.microsoft.com/en-us/sysinternals/
downloads/sysmon) (accessed 2017-12-01).

NSA: SELinux, available from (https://www.nsa.gov/
what-we-do/research /selinux/) (accessed 2018-09-08).
HAT SR, AR, & FH#, HHBEE I TOMOYO
Linux % H\ 72 Linux ¥V 7 = 7 OB T BRI S 2
T -0 RE, avEa—ytkXa) 7oKy
7 4 2016 F3C4E, pp.518-525 (Oct. 2016).

Pr/GEW, BEKRMG, MEEA, RN, EHRRE, H#H
1, BmIEREE, XA D TANA AR TANE w270
Y ABEEMREEY —VORE, A a—Y X)) T g
YA Y L 2017 @A, pp.480-486 (Oct. 2017).
FL ¥ FX A 271 Mirai, available from (http://blog.
trendmicro.co.jp/?s=mirai) (ZH# 2018-05-30).

Github: Mirai-Source-Code, available from (https://
github.com/jgamblin/Mirai-Source-Code) (accessed
2017-11-01).

BEEIT L 40 AR — b 80/TCP 124} 3 % Mirai K v b @
Y2 HET 57 7 L ADEINIZOWT, available from
(http://www.npa.go.jp/cyberpolice/important /2018 /
201806131.html) (ZH 2018-06-16).

Branco, R.R., Barbosa, G.N. and Neto, P.D.: Scientific
but not academical overview of malware anti-debugging,
anti-disassembly and anti-vim technologies, Black Hat
USA 2012 (Aug. 2012).

Schallner, M.: Beginners guide to basic linux anti anti
debugging techniques, Code-Break Magazine, Security
& Anti-Security — Attack & Defense (2006).
Bluetooth: Bluetooth Profile A2DP, available from
(https://www.bluetooth.org/docman/handlers/
DownloadDoc.ashx?doc_id=260859&vId=290074) (ac-
cessed 2018-09-28).

Bluetooth:  Bluetooth Profile HFP, available from
(https://www.bluetooth.org/docman/handlers/
downloaddoc.ashx?doc_id=292287) (accessed 2018-09-
28).

RPAEH, e, JFLHZ, HHENG 5 LAN b
T4y IR AT LT D) T IV A LT — L
G, av¥a—sExa) T4 BRI YL 01T
4, pp.1469-1474 (Oct. 2017).

801



BRI F=EwEE Vol.60 No.3 791-802 (Mar. 2019)

K B%

2018 4F L B L K AEHRELF 3B 1
TR, 2018 4F & 0 SRR
SRR K A B K e v R S i g
FHE LR IERE, BB EICBI A~
W 2 THERLEE Ay T =7 D
IDS - IPS OHFZEFH S (e

o

L EHz

1987 fE R TR E T TR AR
. 1989 KB K PR FBE Lg%
BHE T THELB T, 1989~2000 4
ERKERLERA ST, 1998 55
e Uit Bk FE AT R 5 BE K 15 Rk A0
FeRHE L AR FAL R 7,
(T27). 2000~2007 ERRA ST A > 7 — % v MEEIITE
B L OBAEHIRIZE T v 7. 2007 4E X ) LBV K
FRFPEE MBI TERE, BUE R R RS, LA
N7 —=2120% 055 KERLHBHEOFERLF 21 7 112D
W, ZOlEEEeEF 27 REE 70 b3 VIZET A
JeBZE IS, EIEHEE Y%, [EEE £2A.

(IE&R)

HH AX<1IL

(IE%R)

2002 AT L2365 S5 B M A A ORI
M- BTV AT A THEIET. 2008
2% B Rk BOT K S eI Rk 7
ZeRHE LRI T, M (T%%). 2008
ENIAEE R R A F 7 HF9E R, 2011 4F
A LEEEEMFRPBEZZET,
2016 4F X 1) F5 BB HOR K BE R AR A s R
VF—HEHEE. BRNEIN Y AT A, iy bT— 2,
F— FEE AV XY ATy a—T 1 ¥ SO
IChEF. BTMHREES%, IEEE, ACM £28.

© 2019 Information Processing Society of Japan

B A0F

1988 4F KPR AL T 255 1.5
FHEESE. 1991 4R [F KRR BE 2 T
SRR LR R R, AR
PR HpE T3 B B4 2 46T, 2002
2% B Rk B R B R Rt
¥ vy —Bh#dE, 2005 E KK
BTG e R B Bd%, 2011 4E RIS R BTG HE
Wkt Edz, BEICE S, it (T%). SRy 27
L, IVFRATFTATYATL, Z2XFFY AT ¥ a—F+1
Y7 OWFERSE e E. BT EHEE Y%, IEEE, ACM

=H.

(IE%H)

802



