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Study of Supporting Risk Perception and Communication in
Cybersecurity Incident Response
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Abstract: We analyze the cognitive problems in multiple departments of an organization collaborating in incident response and
normal business operations when cyberattacks happen. We show that the incident management process of cyberattacks depends
on CSIRT's risk perception in situation awareness that is the start point of the process. We discuss that communication mistakes
and mismatched situation awareness between departments would occur due to the difference in the risk perception about
cyberattack: information based on CSIRT’s risk perception may not be easy for other departments to understand. On the basis of
the discussion, we propose a risk perception and communication assistance system for organizations in cyberattack response,
which provides information about a cyberattack and its impact in various ways of expression easy for each person to understand.
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Figure 1 Incident management process|3].
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Table 1  Overview of NIST cyber security framework[6].

Function Category

Identify Asset Management

Business Environment

Governance

Risk Assessment

Risk Management Strategy

Supply Chain Risk Management

Protect Identity Management and Access Control

Awareness and Training

Data Security

Information Protection Processes and Procedures

Maintenance

Protective Technology

Detect Anomalies and Events

Security Continuous Monitoring

Detection Processes

Respond Response Planning

Communication

Analysis

Mitigation

Improvements

Recover Recover Planning

Improvements

Communication

(2) NICE 7 L—L7—%
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Figure 2 Model of situation awareness ([9][10]) .
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Situation awareness in cyber incident response.
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