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Study on effects of the serious game
to learn how to use SNS safely for employees

AYA HAGIYA™' MIDORI INABAT!

Abstract: Information that employees post in their private use of SNS (social networking service) has been reported to be risks
for security attacks against corporations or organizations. One of the measurements against these risks would be the education of
the employees about how to use SNS safely. However, it has shown that many employees are reluctant to learn security and that
their information security awareness are considerably low. Therefore, we developed the serious game to teach proper usage of SNS
with fun and to increase their information security awareness. The learning contents were selected from the textbook about safe
usage of SNS, such as what information is safe to share and how to select their privacy setting. We created the serious game to
learn the same contents. The aim of this study is to find out facilitating effects of the serious game on the information security
awareness about safe use of the SNS. We performed an experiment to compare these effects in learning between using the textbook
and the serious game. Results showed that the learning using the serious game more increased the information security awareness
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than that using the textbook.

Keywords: Information security awareness, Corporate education, Serious game, SNS

1. [FL®IZ

¥, MHBAERT2HEREX 2 7 xR D 1 2l

TEEBITHTHHERH D, HEEBOITENIIET gtk %
ISP A NR—BEN BB D Y AT L BT LTI, it
EB-ANOEVOFEHREX2 VT 4 ICETH1TE (DL,
MEREF =2V T 4178 L F D) BWRETHD, 12721,
HREX 2 V7 A HYEDR, EEBE—-ANOL D OITEZH
Hil4 52 LIERAGETH D, £ 2 CTHRRE, BBICE-T
WMEEDOEREX 2V 7T TN T HEMEmDLZ &
HET.

LL, BHREX2U T 42OV THESZ LIIRETH
LEDAA—VRRENTOWDEORERDD, ZDX)
A A—=TURNERE X2 )T BT A2 D TR
HETHT 2720, F—2BREEALLBEE 0/ 7 4
N INTWD[L,2,3,4,5], BlziE. EHLBlIEEFx=
UTARR TeEXFaAL ) RELL, 20 F—T AR

Tl e x =) 7 0 RFEBRERY:
Graduate School of Information Security INSTITUTE of Information Security

(© 2019 Information Processing Society of Japan

FMEOEWR—= RFF—LT, [T NREY (74 v
TR ICHEE Lo R IL oW TSI R E L
T5, HEEET 0 ST AR EEA L &
T, MEEBLRELATRYMHLZ 2L L. HFE
WROMBITHRN D -T2 bR LTz, £, R LIE, X
LARNLBEDOEWSRAY — R R SE5FE2 AL
LT, A= B Toar s oY EREL WS, (707
Lz TEfdRE &) VS BERE ., BT X
2T A X AT OEMITERE L, =2 —F N A FHEEZBN
T —ALTHEATND D BIZ, BEDOFRWIZAT— KOG
BERET DR EZRE LT,
COXIIHEREOBMARER X2V T T3
L2FVERT =L EROEE T 0 7T ARREINTE
T, RSN TV RVRELH S, (EEB LI, BHR
X a7 4 RITER S AT AL B R E T IE v
LB 2, BBHICERE 2V 7 T8 E L S RWEER



IPSJ SIG Technical Report

HDHZENEMENTNA[T,8,9,10], ZDXKIRUEER
WIEREX 2 ) 7 1 TEE FT S L0 . [Bo0E
WEX2 VT o WO MERL TSR0 & DfE
(BB LT, TBEHERMW £59) #@mEd 52 &
MEETHDEEZOND, REINTT — L0 %l
STHET 07T ML, HREX 2V T IS D Mk
ZEGTHIENT, BNFEBHESODL AL LT
FURAB T a VINEENTWLBINRH H[3,4], BRMPEN
S s —FH. BoFRlEMmE S I R"+oThd
MEbH D EHREND, BlxIE, HC, £ENRT 4
2H vy a rBRICL DT Fu—F T, FBNRELD
HRZEELTH, B HARZOWEICEET LI L%
ﬁT%&wuﬁmeﬂm%MﬁTé LY, Z

DERBE D S 572D IEIMFE & OmMEROILA LITHIC
B OITEIZ R DR | ﬁobﬁT%A%ﬁﬁfézﬁﬂ

HDHEBEZBIND, BT, BEHBHTOBEBIERS.,
X2V T 4o 0Ty btns T U AEBRiIc k57
Tu—F Tk, HEEAFOITHNEREHRT HHER L
RO, ATy MIBN LA E ER S 2 L xE
LWEWS HThd,

FELIX, ChOOMBESEME L, B o FRidz
SEHLRELT, WBHFEHRTEBNICATES ZIE X
BEIWELHAICER L, £, ZoREEFEE IR L
TR RT D2, F—2BXeBHA L, 20Xk
IRBET 0T T AL, KL - RE[L]THHRE LTV D,
ZOBE, EEB~OFEREX 2V T A BB DL HEM
BESNA L HEa—%F L, =—XOENWHENREHE
BoRE L, Tohnb TEERAARAT— A 28 A
THET 17 7 LB L i Lo, 2O 2 R L.

SN, =—XOEWHEHENEDO—D L L TEITFLRT
F@m«@ HYIREHRERB L X2 V7 4T 2H
n LT 5,

PLED X TR ETIE, SNS ~DOERB LX)

T A RENWCDONT, kil Uz B2 e BRI
27 —LBEROFEET 077 2 EER L, £z, TOH
DERHEEmDDIFIZONT, TH X MEROHE S 1
7T N ek LT,

2. EEIOT S LD - 1R

21 HERB

BEIZ 2 < OARZEOHMBRIZI VT, SNS ~ZEFH #0f A
DFFENFTRE & R D EWMA KR L TUTWIT R0 &0 5 NE
OEHREF =V 7 A HENEE X, EEB 51X, SNS ~
EHESHBICET 2HRC. A BHOMAERE &R
HZEIWEEEZHL>TWA[I2], LML, EEIZITES 2V
T A BREOBRIEFECAPFAR S A EEFIHAL TNEZY
B OBEK LARWIRSCEEN D, BX L WIE#RBzRN
TOINTNE D T 2EEBIEM I TVD[13], TSNS ~D

(© 2019 Information Processing Society of Japan

Vol.2019-SPT-32 No.22
2019/3/8

EBIEWMBFE ] LW EEX 2 T o TENCR L CHE T
DHNEIL, SNSDOtEX =2 VT 4 REICET 28 E . EE
ZHh D N E SNS ~OBRFANRICET 257 & 35,

22 EEATXA IOV L
SNS (BT 2 #E AT % A b Tld, TrendMicro £E 54
HENTHBHERY A F[14, 15, 16]L 0| A TRE
LIcHBENRICHY T 2 EE 25 L. 7% R MZE
LT, MVMARST IEERDRNI I, B 5
DR, Uo<K Dadid 10 pRREDR LD L) ITHHE
L7z, RECIIXLFOHT, #2PRITRV, AEIFLLTO &
B THD,
1) SNS CRHERMGFOFEITEX LD
B B G AERE T
- Bl 5e & OBBlEC, HENTTE, EBITHOEEL KT
WCABT %
2) ‘eI y MIRAOLE
« Xy N TR ITEANEREZ AR L2y
X2 T A RECHLDOEEETLD
C RERNCNE & B

23 FERT—LTOTS L
7u¢§Aia)H—A7I—f&3)%ﬁ7i—f#
L END, BLWA =V =l o> THBREEF
6&9\7/7wt/g£V§®ﬁ£J%A—z&btf
— AB LR EIER LTc, 7% A M T a s T A LRk,
fRE LT 10 RBREORFERH & 705 & 9 IZREH LT,
a) T—L72—ATCOBBLEDOA =V —TTDL
B Ths,
BB AWIE. SOoRE, BOF, BOoFELMHRLOLZD
FTThHD, BOTIEA~— M7+ BLOSNS 2~ T
7=
- BEOLEFFEOFEIHW, BOFOENETORESL
WLTLED,
cFEOLFEFBLLRRbVIZHLWVWA~— T %25
WCE 2, £72, BONENBOLERT DI L5
Rz, HLWSNS 7oy Ma1ED Z L &7 Lz,
ZIMHEDFIE, WRLBRSTEBOTERELED D,
FEE PEER) 1T, KOFOMUGZBERT 5,
CEDTIE, BHEONTT, BOTOLOLLWT Y
VEERFEL (KD, 74u—35Z L TENERGT S,
CEDTHU Y RAOBRBAR (A vE—URBEERLY)
DD, HOFIIE L G AR 0 N2 ICEEE WY
LT, BOFORERGINCEAT 275 E RS LT Tn <,
CAHLCESE . ZOTIXBOTOFRSEFTERLE T, B
5,
B) fEih 7 = — X Tlk, KOFNBOFITH L, 728 W
EEOEENSITEZ LN TEEZONIOWTHEHRT S



IPSJ SIG Technical Report

(02), BOFOHEEOLEHSVESEZERY LT, OEH
DFDOT R FTHD ERETE =D, QBT LK
BigDipper@Facebook

BigDipper BigDipper & AZ EIMAFRWIIVET.
2018/11/4(B) 20:10

B 1 F—ammEsl (B oF o)
Figure 1 Example of the page of the game (Boy’s tweet).

B 2 F— i (R )
Example of the page of the game (Explanation).

Figure 2

13, BENAEOIR, FEOLEOESICER L0, @
EYNoletXa UTAREDKEFRTHY, &I\ ol
ETHNTAED TH-T=00, O3 mERLE,

3. FR
31 BW

RETFEOTF— LA TOHBE 0 77 K, HHISMNT
CLTHELETFANEBRXRTOHEE e/ 7 AI1I2C, [
CHENEE TN THERE L ERHHE O ICFEm ST,
%ﬁﬁ%:)74§ﬁ®¢@ HAOHEekic 7 7 u—F9
L0t =20 b 2> A v SAFEINHERT S
DT ;tfotb\#}:ﬁnﬁé Hte¥= )7 0 BEFkom Ex
T A edI FREF 2V T A BERT Vo — M) 2 T
MR T A b ZHE L, F—2BX, 207 *x
A MERIZL T, HE T 07T LAEERIRDOENITED
LB NRHLODMERTHZEERNET D,

32 A&
EBRIGHEIIAMIRESIE 2@ L CTEE L 20 b
50 (DB 34 4 THD, DEEFZITMERICEHO TS
FTHDH I L. 2)Twitter & 5 VX Facebook 74 7 > | & £F
STNDHIED2 HEBMGEMHELE LTRR LI, MhEH
72 34 AR, BLEICOWTHH%ICR 5 L9 ICRE
LoD, 174 T22 7V —FZE8Y YT, 1207 )L—
TNETHFART, I 1207 V=TI 7F—AIZ L -

(© 2019 Information Processing Society of Japan

Vol.2019-SPT-32 No.22
2019/3/8

f@m’%#éinﬁ?A“”%ﬁwto
EE2AROEFIHIZT, (1) SNS OFAIRBLT > — b,
BIOL (2 )ha%&tﬂ'rz V7 4 Bik7 v — NeFEh Lz,
Z D%, (3) SNS GBI T A MEFEM L=, DT A
MIREWNT, 2E a7 MRV HATH botz, &Kk
W2, BE (3) OF AN, (4) Tl I 8ETs7 07
— M&FEHE L7,

(1) FIFRBT v r— b
ZOT U — hTiE, ERBABENEIEL DX DT SNS
THI REEHRLTWDHD, ARHICH > TWD &K
C2Z &R0 Eiflid oIl BICk LTTo 7,
DOBFEV D SNS I3 Twitter & Facebook D EH 5 TI ) ?
@D SNS ZHBI L FNONLEVIED E L= ?
@D®D SNS #HIE, PO L WVWOMEE TR ST £+ ?
@D?D SNS Z#EUE, EDOL BWVOHMETHY D BERE
L TWETH?
@& TNDINSTH VY FEFSTHETHM?
®SNS Z b TV D BB T ) 2
@DSNS I BTz T TWDHZ LT £+1?
(5] ZBATEFIZ, EOVoTARTHS TVET
P2
@SNS IZIZED L O RNFEERINTOVET 2
OZHEOHEHEDLONTND T H T T, #A SNS (2
FEAEZROND LIRS TWVDHEDNHI > TWVE
T2

(2) BHREeX2 VT4 BT 7r— 1
BREBE X, 598, & 11 HEEICTER L,

A tEHREXF =2V T 4 ICHT 5B A RT 2EM

OF#HEx=2 V)T 4 1T > TOET D,

QbR NEBAT - TV A IEREFX =2 U 7T 4 DD DITH)
B TLTIES,

Of#Ex=2 VT 4 OOOITENE, T XTOANHDH
HFTITOMERNH D EBRVWETN? LEETEI R
A BEHRIZENTIZEEN,

@EREX 2V 7 4 IBT HHEL N T T IZDONTHI-
TWETH? [HoTW5D | ZBRALFIZ, HlxiXED
WoZNETL & 90

OZHFOELITITEX 2 U T A IZBHTHIHESCKY v —,
N—NABHVETN? [hd] ZBRAENGIX, ZOR
FIZOWTHI > TWETN?

B. X2V T 4 BEOLELEHERT L EM

OFEREX 22U T AIZONT DKL ST LITSES &
BWEF )N

C. HFHEX 2V T A HBBEICBITEEROEIEE MRS

2B

DEREXF 22U T IOV TOEFKEE->Z LTI,



IPST SIG Technical Report

HHREX 2V T 4 DD OITEE L7 25 LEVE
T2 LR TEI BoBBEBRIZENTIZE N,

D. X2V 7 A BHE OB LR 52 EM

@FHtxa )T OMHEFHFOZET (QFD) 77
JVITEL D LRVt 0?2 ERR T Bo-HBE%
HEIZENTLZE,

E. BHREXF=2 VT HBELY bEOAEELHRAT D

B

@O+ VT 4 HiliRnHUE, ZTEENERES 2
UT A IZDOWTHDMEX RN ERBNETN?

WA % —%y F 74 % (NTT,docomo,au,/ 7 k3
778 BHDIEREX2 VT 000K ETH
X, ZEEREHREF 2 ) T IO WTHALE TN
LEWEFTN?

OSOMEBEOEREX = U 7 s HYEFERFHICERE X
2 VT 4 DR ETIIE, THENEHREX 2V
T AICOWTHIDLET RN E BNET N2

(3) SNS fafRMFEHT A b

SNS fERRMERRM T A M, HE S v 7 T L EMAT#HIZE
M U7z, k% 7235 IS8T D SNS #Fg % S A, Zh
FNRENE D E 5 JEHEE (1, THREETH D, 2,F
bELLHETHDH. 3 ELHLELNZIRN ., 4,6bFVEET
172, 5,22 TIER) CTRIZ I, £MiX, ToXy
VLR ICHAFELEPHAEDINT NS,

O TEBIETHL TWEEWEBEET A, AL i2kn

Lpolz ! HORE S TZNET, )

ZORMIE, RA7 SNS Rk & Uiz, HENETIL [¥#5
0 G RO ARIIEZ D ITEEICEENHERICH
HEEZL Y | E Vo HBBIRRINTVDEN, O/
EEOENIZBEY Ly, I ZeThsD] LEIZEL
%a. EREORBERE W & E2RT,

@ MERITRD L, oL TT R, SHIFER
EREETT, BEAOX LTI —T, oL —E.
ZOMIX. HENED S L, HEEH I & TERLA
WEHRBAR ) ICEENE b0 TH D, [BEEICEENDHE
W) OFICEBERE BN AEFRBH > WD, LD
22 Tld7ewv) LRIE LG, BREDOEEAE WD

L ERT,

@ I5Hb—HP, REORIBY F, 235 5EL L
7oA BICR LT 30 A ERBL TWE LTz, ZAR
ST o Thho TWEH AR Lo 2D, BL
g L7-vWed, ) (BEEEL)

ZOME, HENAEDI L, HEZLINE [—faA
ELTHEZ DR EEFORE, BF) KHBEINHHOT
HD, L0 [ZETERN LRE LSS, BRIt
BMAEN L ETRT,

@ 72 VBT SOWICREREFEE LET | 3K

(© 2019 Information Processing Society of Japan

Vol.2019-SPT-32 No.22
2019/3/8

3 SNSERRMEFRFHT A M L=Z5E

Figure 3  Pictures used in the SNS risk recognition test
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