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A Study of a Token-based Authorization Mechanism for the

International On-demand Network

Abstract: The NSI standard-based international on-demand network has been constructed over multiple
R&E networks around the world. Such a network service requires a federation mechanism of authentication
and authorization and an API, which allows application programs to control the network resources. In order
to accelerate construction of international research platforms, we have developed a token authentication-based
REST API mechanism. The mechanism enables to collaborate the GakuNin federation, the Shibboleth-based
access management federation in Japan, and control the international on-demand network. Our experiment
shows the feasibility of a constructing an international research platform using the developed API.
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globalid = "sinet:{}".format(str (uuid.uuid4()))
sourcestp = "Name of source STP"

sourcevlan = "Source VLAN ID"

deststp = "Name of destination STP"

destvlan = "Destination VLAN ID"

stplist = [List of names of way-stop STPs]

bandwidth = "Required bandwidth"

starttime = ’YYYY-MM-DDThh:mm:ss+ssss’

endtime = ’YYYY-MM-DDThh:mm:ss+ssss’
providernsa = ’SINET Aggregator’
headers = {

’>Content -Type’: ’application/json’,

>Authorization’: ’Bearer {}’.format(token)}
## Reserve
url = ’https://ENDPOINT-URL/reservations’

payload = json.dumps ({

’globalid’: globalid,
’sourcestp’: sourcestp,
’sourcevlan’: sourcevlan,
’deststp’: deststp,
’destvlan’: destvlan,
’bandwidth ’: bandwidth,

’starttime’: starttime,

’endtime’: endtime,
’providernsa’: providernsa,
’stplist’: stplist})

requests.post (url, headers=headers,

## Commit

url = ’https://ENDPOINT-URL/reservations/’
+ urllib.parse.quote(globalid)

payload = json.dumps ({’operation’: ’commit’})

requests.put(url, headers=headers, data=payload)

## Provision
payload = json.dumps({’operation’: ’provision’})

requests.put (url, headers=headers, data=payload)
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