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A Frame Injection-based Stress Test Method
to an AP in WPA2-Enterprise Mode

Abstract: There are many APs in WPA2-Enterprise mode in organizations, and many Wi-Fi clients are
connected. When updating Wi-Fi environment because of a shortage of Wi-Fi bandwidth and a performance
limit of the AP, we need to perform a stress test on the existing Wi-Fi environment and the new one. By
using IEEE 802.11 frame injection, our proposed method emulates the connection processing of multiple
clients. Therefore it generates the load like when many clients try to connect to the AP all at once. In
the evaluation, we compared the load by the proposed method and the load when actually connecting many
clients.
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Table 1 Equipment of the evaluation
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AP-1 AP

+ Allied Telesis AT-T Q4400
AP-2 AP

- GIGABYTE GB-BXCE-2955
+ OS : Debian 9

- CPU : Intel Celeron Processor 2955U
-RAM : 4 GB

+ WLAN : Planex GW-900D
AR LAN 2547V b

- Fujitsu ESPRIMO K556/M

+ OS : Ubuntu 18.04 LTS

- CPU : Intel Core i3-6100T
-RAM : 8 GB

+ WLAN : Planex TL-WN725N
+ OS : Ubuntu 18.04 LTS

AR LAN 2547V b

- OS : Ubuntu 18.04 LTS

- CPU : Intel Core 15-6400
-RAM : 8 GB

+ WLAN : Atheros AR5BHB112
R LAN 275147V b

- OS : Ubuntu 18.04 LTS

- CPU : Intel Core i5-6400
-RAM : 8 GB

+ WLANTI : Planex GW-900D

* WLAN2 : Planex GW-900D

Client-1~16
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Client-18
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RS i | e NIC H &g o
5 -mmmll E ~

Emulated clients | £
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L —AHEA L monitor E— NIZL BT —XDZEEHHAL
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*3 https://github.com/aircrack-ng/rt18812au/tree/v5.1.5
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