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open close mmap munmap | mprotect fstat
progl 103 103 191 69 54 28
prog2 99 99 195 71 55 29
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prog4 102 102 198 73 56 30
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total 485 485 920 336 261 138
shmget shmat shmdt uname getpid |personality)|
24 12 8 8 1 4
24 12 8 8 1 4
24 12 8 8 1 4
24 12 8 8 1 4
18 9 6 6 1 3
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4 18 1 3 1 632
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3 13 1 3 1 476
19 82 5 15 5 3022

33 NEREMBAESZDOBRE

METIETH D FHEETEEY AT AOFYNEE T
JLZ2 I L 72 TOMOYOLinux 3 A2 J 2 ALBRRE R 254k o I
] OWEFIZ SWT LTS R .

331 HIENRDEFRE

FIEEATE IS AT ANEASNDRE L LT, BUIRT
IEFE VTR (KA R OS A Linux) TEESNTWDHE
ERRLETHDN, SHBIFNE~ T VRETORE L X
T ZEPBESND D, Ev BB~
O 7 CUEIFM 2 RET 2 L ENH H[10]. =D, X
WRTIEESY T VR LU~ VU BREE F NS L,
SLBRRER 2 HE T 5.

3.3.2 TOMOYOLinux QHItHE— FIZ&k 2N BB EILAIE
332 HCER LERAMARET V0 VT A%
TOMOYOLinux O&Hl#E— F (F4) TE/EIE, 0
B OWIE 2170, e — F &2 oflEE— KT
ENTFOF— S~y RPRRELTNWDLONFEMNT 5.

(© 2019 Information Processing Society of Japan

Vo0l.2019-DPS-178 No.8
Vol.2019-CSEC-84 No.8
2019/3/4

# 4 TOMOYOLinux O£ — K

FEE—F 7Aa774L i

BEOH—FIVERKICBIETS (AH LAV
#HE—F (disabled) 0

cTORRERPRY S —IGERLTHEFLAL
#BVE—F (learning) 1 =L ]

- FROBEERY —ICEBEM

cTORRERHFRY V—IGERLTHEFLAL
BRE—F (permissive) 2 - %EHA

cTORRERDRY - ICBRLEDIEESTS
#HE—F (enforcing) 3 =R L]

3.3.3 TOMOYOLinux @R Y L—H A XDEILIZ & 5 LER

FEZEDRE

VAT A= NETIEORY —F v 7 ITBNT
RV =T 7 ANDT 7 ANHF AR (FAALH) DAL
MRS 5 2 2 B A |ET 5 728, TOMOYOLinux 23 4)
(T — NS T528) THEER) T9RE oW ) O3
BT, RY =0 R AL UEEEMS ST 5E81T, LB
MICENTE T OREELHE 2 520 ET 5.

4. FHMsEER
41 REBEAETOT S L

P SEER TiE, 322 TR L7efdgE 7w 7 J A %Y
5.1 127”91 Y, progl.o 205 progS.o £TD 5 SOWHET 1
7T ARIEFICAHE L, TONHEEMEARNET ST e s T
AEAER L 7. ALERIRER & B E 21 getrusage B %k
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clock_gettime(start)

fork O | @ #|RYAS541 (proglo) |
| -

execve (/bin/sh) <___

wait ()

exitn

getrusage ()

clock_gettime(end)
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HZX FOS Ubuntu 16.04 LTS Windows10
72 ~0OS - Ubuntu 16.04 LTS
Linux#— =L 4.4.0-138-generic 4.4.0-138-generic
TOMOYOLinux 2.5.0 2.5.0
CPU Intel Core 2 Duo U7600 Intel Core i7-7500
AT 2GB 4GB
Ll¥vv>a
32KB 32KB
(instruction)
Ll¥vv>a
32KB 32KB
(data)
L2Fvvia 2048KB 256KB
L3Fvvia - 4096KB
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TOMOYO#2) 4.23 3.62 0.44
sEE—F 7.35 6.70 85% 047 7%
wRE—F 7.35 6.71 85% 0.48 7%
HHIE— I 7.37 6.73 86% 0.47 6%

*£ 7 FE-UBREC 25 ALEERE ] O R HE (R 72
HEE—F [R5 LEEMmS)] 2—FB/Ems)
TOMOYO#E%h 0.03 0.01
FBEE-F 0.02 0.02
ERE-F 0.04 0.02
BEIE—F 0.02 0.02
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PRI BT LTI 6~7% & W\ 9 i b 72 WEIE TH 5 2
ALBRIREFE] D PE N3 B & 47z
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TOMOYO##h 1.65 1.29 0.29
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