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IoT˟˕˚́ƪˁʍɾʠʍʶ˫̅˚ஞʊʧʪ
˟˕˚́ƪˁε࣭ࡰ٫Ɣ࢈ˉˋ˘˲ʍଥΠʇೆї
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ҩ๗ƕࢫʍ IoT(Internet of Things)ʊɩɣʅʎƒ˙ˢʶˋ (ʽ˳˻ƒˍ̅ˇƒ˿ˮ˕˚ƒ࠘ʉʈ)ɫॲ२

ɸʪˍ̅ˇƪ˙ƪˑஉɫ˟˕˚́ƪˁʱ૾ɷʅਏ࠷ऊɴʫʪƓɲɥɶɾ˙ƪˑɫ˩˻ʶˢˉ࣮൙உʱʟ

ʆɡܪƒ૾࣭ʎদ๑ʍ˟˕˚́ƪˁɫ๑ɣʨʫʪƓɶɪɶƒIoTʆʎƒˉˋ˘˲ʍഐʉӊɫ࣪

ʪɾʠƒૢՑՁʱީӑɰʪ۞َʣƒ˰˽ʸʹʴԈɶɾޟكՑʍখʊʧʪ۞َʍ˼ˋˁɫ܊ʝʪƓʝ

ɾƒઅՑఉʍ˙ˢʶˋࣣʆʍε࣭ࡰ٫ʣ࢈ʎƒ१ఉࣣʍॣตʊʧʩܪʉ࣪ɫਵɣƓɲɥɶɾѳʊ

ɶƒ˟˕˚́ƪˁਜʆԘߏƔ࢈ɸʪൣʡɡʪɫƒԘߏ˙ƪˑʍࡘʣ࢈ʍೱѯɫɬɮƒʝɾƒ

࢈ʊߢԨɫɪɪʂʅɶʝɥѳɫɡʪƓචۮʆʎƒ˚˻ˤ˕ˁഷஞஉʍʶ˫̅˚ʱഒউɸʪՑఉʱ˟˕

˚́ƪˁՑՁࣣʊഒޚధપɸʪɲʇʆε࣭ʱয়৹ɮࡰ٫ɶƒஆҮѫࢊʱє৳ʊঔʩɶњఉʇɸʪˉˋ

˘˲ʱଥΠɸʪƓˉ˱˷˾ƪˉ˹̅ɩʧʒࠄՑʱ๑ɣɾೆїʊʧʩƒଥΠˉˋ˘˲ɫڇຆ 100%ʱηߡ

ɶʃʃƒ଼ຆʱ 90%Τࣣʆ৳ଜε࣭ʶ˫̅˚ʱࡰ٫ʆɬƒɪʃƒҩʌ 3ೋΤௐʆε࣭٫ઢƔ࢈ɫњఉ

ʇʉʪɲʇʱӂ௳ɶɾƓ

ʿƪ́ƪ˛ƕIoTƒ˟˕˚́ƪˁε࣭٫ઢƒʶ˫̅˚ஞ
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1. ʎɷʠʊ

IoT(Internet of Things)ʊɩɣʅʎƒ˙ˢʶˋ (ʽ˳˻ƒ

ˍ̅ˇƒ˿ˮ˕˚ƒ࠘ʉʈ)ɫ˟˕˚́ƪˁখɶƒˍ̅

ˇƪ˙ƪˑஉʱ࣭ߢਏ࠷ऊɸʪƓˍ̅ˇƪ˙ƪˑʎ˩˻ʶ

ˢˉ࣮൙உʱʟɲʇɫਵɮƒՑηߡʍɾʠφଜʍˍ

ʿ˷˼˘ʵ˾˫˽ɫ˟˕˚́ƪˁʊ֑ʠʨʫʪƓ

φʊƒ˟˕˚́ƪˁʱ૾ɷɾЫӊɪʨʍˉˋ˘˲ʗʍ
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ऋ௬உʍ۞َʎƒˉˋ˘˲ʱʊഒɴʫɾє৳˟˕

˚́ƪˁࣣʊӊɶʅۥ२ɶƒɼʍ௬ࡰອʱઈɥ˄ƪ˚

ʸʹʶഒʆʍ௬ࡰອॣڌʣԘߏʊʧʂʅ҉ಜʆɬʪƓ

φൣƒഐʉ۞َƒɸʉʮʀƒ˟ ˕˚́ƪˁՑՁʣ˃ƪ

˨˽உʊɶʅ۞َࠖɫ૰খƔഐʊҔഷʱۼɣƒ

ૢՑՁʱީӑɰʪ۞َʣƒ˰˽ʸʹʴԈɶɾޟكՑʱഐ

ʊখɸʪɲʇʊʧʪ۞َʊɸʪݼʡࡥ๗१ɫ܊

ɣƓφʊƒICTˇƪ˥ˋʱۥ२ɸʪˉˋ˘˲ʎƒ௬߾

ɫॣڌɴʫɾ˙ƪˑˍ̅ˑƪஉʍʊۥયɴʫƒഐʉ

ˍʿ˷˼˘ʵɫӂൃɴʫʪƓɶɪɶƒIoTˉˋ˘˲ʱۥ२

ɸʪ IoT˟˕˚́ƪˁʎƒˍ̅ˇƪஉɫ٦ഐௐʉʈʊঙપ

ɴʫƒഐʊφ˸ƪˈɫׯʄɮɲʇɫʆɬʪΦપʊۥ

२ɴʫʪɾʠƒഐʉӊɫɶɣƓ
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ɲɥɶɾഐʉ۞َʍࡰ٫ʣƒ۞َʊɸʪ࢈ʱۼ

ɥൣʇɶʅƒයઐՑՁஉɫݼՑఉʱߡʃˏ˧˚ʸʹʴ

Ցఉʱಡɸʪɲʇɫ۵ɧʨʫʪƓऩɫ๑ɸʪˣˏ˅̅

உʍՑՁʊ˰˽ʸʹʴݼՑఉʉʈʱಡɴɺʪݼʎ

φʆɡʪƓɶɪɶƒIoT˟˕˚́ƪˁʱۥ२ɸʪˍ̅

ˇƪஉʍ˙ˢʶˋʎƒΜїʉՑՁɫ๑ɣʨʫʪɲʇɫਵɮƒ

ɼʍʧɥʉˏ˧˚ʸʹʴՑఉʱۼࠄɸʪɲʇɫ१ఉࣣʍॣ

ตʆܪʉ࣪ɫਵɣƓɲʍɾʠƒ˟˕˚́ƪˁࣣƒɡʪ

ɣʎƒˁ˻ʸ˛ࣣʆ۞َʱ٫ઢƔ࢈ɸʪൣɫॐਵɮ٫

ஒɴʫʅɬɾƓ

˟˕˚́ƪˁࣣʆƒഐʉۥ२ഷۡʱε࣭ʇɶʅࡰ٫

ɸʪʊʎƒ۞َʊʇʡʉɥ૾ऊׅࣳʍഷஞʱਠɧʉɰʫʏ

ʉʨʉɣƓɸʉʮʀƒՑՁɪʨʈʍՑՁʗƒʈʍʧɥʉ

୩ʆ˙ƪˑɫਏऊɴʫʅɣʪɪƒʇɣʂɾ˟˕˚́ƪˁ

˾ʶ˶ʍ˚˻ˤ˕ˁ (Τђƒ˟˕˚́ƪˁ˚˻ˤ˕ˁ)ʍ

ഷஞʱਠɧʪ๗ɫɡʪƓ˟˕˚́ƪˁՑՁࣣʊ࡞ɪ

ʨࠄɴʫʅɣʪ Simple Network Management Protocol

(SNMP) [1]ʎƒഐʉ˯ƪ˚ʣʶ̅ˑ˧ʹƪˋʍࣳੌ

Ƹ˙ƪˑ˼̅ˁ˾ʶ˶ƹʍԘߏʣƒຽঋˣ˃˕˚ॐஉʍكࡘ

ડʎࠪமʆɬʪɫƒࣣ՝˟˕˚́ƪˁ˚˻ˤ˕ˁʎఐΈʆ

ɬʉɣƓ࡞ƒ˟˕˚́ƪˁ˚˻ˤ˕ˁʍഒউʱۼɥࠬઞ

ʇɶʅʎƒIDS(Intrusion Detection System)உʱ๑ɣʅƒ

ˣ˃˕˚ʍˬʶ˿ƪ˛ʱʠʅഒউɸʪDPI (Deep Packet

Inspection)ɫەɮ๑ɣʨʫʅɬɾƓɶɪɶƒIDSʎ˟˕˚

́ƪˁʍ௬ࡰອഒʊڎലʊঙપɸʪ๗ɫɡʩƒഉॐʍ

ˍ̅ˇƪ˟˕˚́ƪˁʱʟ IoT˟˕˚́ƪˁʆʎࠪமʆ

ɬʪ࣮൙ʊڌʩɫɡʪ [2]Ɠʝɾƒڎല˙ƪˑˣ˃˕˚ʍ

ˬʶ˿ƪ˛ʍۥ२ʱۼʉɥɾʠƒ૾ऊ१ఉʗʍϾʎಜ

ɰʨʫʉɣƓ

ɲɥɶɾѳʊ࢈ɸʪɾʠƒ̇ ƪˑˣ˃˕˚ʍˬʶ˿ƪ

˛ʎഒউɺɹƒ˟ ˕˚́ƪˁ˚˻ˤ˕ˁʱࢬɴɣ࢈ೱѯʆ

ఐΈњఉʇɸʪ˩˿˚˅˽ʇɶʅƒInternet Protocol Flow

Information eXportƸIPFIXƹ[3]Ƹɡʪɣʎ NetFlow [4]Ɠ

ΤђƒNetFlowʇ՝ƹɫೀࢀѓɴʫƒਵɮʍ˟˕˚́ƪˁ

ՑՁʆ๑њఉʇʉʩʃʃɡʪƓNetFlowʊՂʄɮε࣭٫

ʡॐਵɮଥΠɴʫʅɣʪࠬࡰ [5] [6]ƓɶɪɶƒNetFlow

ʱ๑ɣɾ˟˕˚́ƪˁ˚˻˧ʵ˕ˁʍഒউ࢈ʎƒ˟˕˚

́ƪˁ˚˻ˤ˕ˁ (Flow)࣮൙ʱφઊࡘตɶƒࡘตঢʆഒ

উ࢈ʱۼࠄɸʪੌحɫՂචʆɡʪƓɸʉʮʀƒࡘԛ

ʍʴƪʿ˘ˁ˓˵ɫ৳ଜɴʫʅɩʩƒFlowॐɫਵɣʇث

ɮʉ܊ೱѯɫ࢈ตʊʇʡʉɥ˟˕˚́ƪˁೱѯƔഒউࡘ

ʩƒ୩ʍ܊ɣε࣭ഒউ࢈ʎۼࠄʆɬɹƒ࢈ʊߢԨɫ

ɪɪʂʅɶʝɥѳɫɡʪƓ

ࣣ՝ʱԧʞƒචٰ֖ʆʎƒສʍ˟˕˚́ƪˁ˚˻ˤ˕

ˁ࣮൙ʍࡘตʱۼʉʮɹƒഐʉ۞َʊʧʪ˟˕˚́ƪ

ˁ˚˻ˤ˕ˁʍε࣭ʱ˟˕˚́ƪˁՑՁࣣʆʶ˫̅˚ʇɶ

ʅࡰ٫ɶƒয়৹ɣ࢈ʱњఉʇɸʪˉˋ˘˲ʱଥΠɸʪƓ

චٰ֖ʍٯۿʎߣʍ૾ʩʆɡʪƓ

• IoT˟˕˚́ƪˁʊɩɣʅƒഐʉ۞َʊԪໞɸʪ

˟˕˚́ƪˁ˚˻ˤ˕ˁʍε࣭ࣳੌʱʶ˫̅˚ʇɶʅ

ଜձɶɾƓʝɾƒஆҮʶ˫̅˚ʍౙॲʱNetFlow࣮൙

ʊՂʄɣʅࡰ٫Ɣ૾ઢɸʪՑఉʱ˟˕˚́ƪˁՑՁࣣ

ʊഒޚధಡɶƒ߭ஞʊӊжɸʪˉˋ˘˲ʱଥΠ

ɶɾƓ

• ଥΠˉˋ˘˲ʱƒNetFlow ࣮൙ʊՂʄɮ on-box pro-

gramming ɫњఉʉˋʶ˕˓ʱ๑ɣʅࠄɶɾƓʝɾ

ଥΠˉˋ˘˲ʍ१ఉʱƒIoT˟˕˚́ƪˁʱ৳ଜɶɾ

ˉ˱˷˾ƪˉ˹̅֊ʒࠄՑʊʧʩೆїɶɾƓɼʍٗѢƒ

१ఉʱൃʀʃʃƒഒʉжஊਤ୩Ɣॴ୩ʆ৳ଜɴʫʪ

ε࣭ࡰ٫Ɣ࢈ɫњఉʆɡʪɲʇʱߪɶɾƓ

2. IoT˟˕˚́ƪˁʊɩɰʪ˚˻ˤ˕ˁε࣭
ʶ˫̅˚

IoT˟˕˚́ƪˁʊɩɣʅ৳ଜɴʫʪഐʉ۞َʍɥ

ʀƒறʊࡰ٫ɫࡥ๗ʇʉʪʡʍʇɶʅΤђɫ֣ɱʨʫʪƓ

( 1 ) ഐ˼̅ˁʍঔછƸε࣭ଖ߃ƹƔখ

( 2 ) ίऺɶʉɣஞݴʱɸʪઐයʍഐʉখ

චছʆʎƒɲʫʨʊжɸʪ˟˕˚́ƪˁ˚˻ˤ˕ˁʍഷ

ஞʱʶ˫̅˚ʇɶʅଜձɶƒɼʫʨʍൣࡰ٫ʊʃɣʅմ

ɸʪƓ

2.1 Removal Anomaly

Ƹ1ƹʎƒ೧ঙɴʫʅɣʪ LAN ˃ƪ˨˽ʱ˟˕˚́ƪ

ˁՑՁɪʨসƒɡʪɣʎঔછɶƒૢՑՁஉʱૻљɶʅ

ɸƓɲʍʧɥʊɶʅॲɷʪঔછࣳੌʱখɸʪɲʇʱ

Removal Anomaly (RA)ʶ˫̅˚ʇଜձɸʪƓ

φʉTCP/IPʱ๑ɣʪʴ˩˼˃ƪˉ˹̅ʆʎƒLAN

˃ƪ˨˽ɫসɴʫɾഐʉΦપʊʧʂʅʎƒ˅˟ˁ

ˉ˹̅ɫ˼ˍ˕˚ɴʫʪஉʍࣛڇɫ՟ɬƒʴ˩˼˃ƪˉ˹

̅˾˫˽ʆʍ࣡Ҧʇɶʅࡰ٫ʆɬʪƓɶɪɶƒഐʉΦ

પʊʧʂʅʎॐೋɪʨॐഒʍˑʶ˲ʴʸ˚ɫॲɷʪʝʆ٫

খɴʫʪʇƒε࣭ʆɬɹƒʝɾƒˑʶ˲ʴʸ˚ৈʊࡰ

ʇɶʅࡰ٫ʆɬʉɣƓ

RAʎƒ˃ƪ˨˽ɫഐʊφଜߢԨƒ˟˕˚́ƪˁɪ

ʨഒછɴʫɾࣳੌʇʉʪɾʠƒIoT˟˕˚́ƪˁʱۥ२ɸ

ʪɸʘʅʍ˟˕˚́ƪˁՑՁɫഐ˼̅ˁʍࣳੌഷѓʱ૾

ઢʆɬʫʏƒࡰ٫ʆɬʪƓɶɪɶƒഐ˼̅ˁʍࣳੌʊՂ

ʄɮ RAʍ٫ઢƔ૾ઢʊʎƒഐʶ̅ˑ˧ʹƪˋࣳੌԘߏ

Ցఉƒԛ˟˕˚́ƪˁʱ૾ɷɾ SNMPՑఉஉʍࠄɫ

๗ʆɡʪƓɶɾɫʂʅƒΜїʉයઐʍ˟˕˚́ƪˁՑՁ

ʱʟ IoT˟˕˚́ƪˁʍۥ२ՑՁɸʘʅɫಡɸʪɲʇ

ʎՎʆɬʉɣƓ

φൣƒRA ʆʎ˟˕˚́ƪˁ˚˻ˤ˕ˁɫຌʫʉɣߢԨ

ɫॲɷʪɾʠƒIoT˟˕˚́ƪˁʊɩɰʪˍ̅ˇƪʍʧɥ
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 1 ˚˻ˤ˕ˁε࣭ʶ˫̅˚࠱ല
࣌ ଜձ Ə ϒڀ

Removal Anomaly

(RA)

৳ଜ˚˻ˤ˕ˁ

ʍଖ߃

LAN ˃ƪ˨˽

ʍসƔঔછ

Addition Anomaly

(AA)

৳ଜҤ˚˻ˤ˕

ˁʍౙॲ

ओ՜ઐයʍૻљ

(DoS)

Scan Anomaly

(SA)

খঢॐʍε࣭

ਕљ

˯ƪ˚ˋʿ˵̅

(DDoS)

ʊ࣭ߢ˙ƪˑɫॲ२Ɣਏऊɴʫƒˁ˻ʸ˛ʊਏऊɴʫʅɣ

ʪৈଥʍٿʆʎ˟˕˚́ƪˁʍࣣຌഒʊઅΦߢԨɡɾʩ

ʊ৳ଜɴʫʪ˟˕˚́ƪˁ˚˻ˤ˕ˁສɫॲ२ɴʫʉɣƒ

ɡʪɣʎƒৌɮ˚˻ˤ˕ˁɫʉɣࣳੌʇʉʂɾߢʆƒ٫

ࡀњఉʆɡʪƓˍ̅ˇƪ˟˕˚́ƪˁʆʎƒφଜԨӊʆࡰ

Վʊ˙ƪˑਏऊɫۼʮʫʪ৳ଜɫњఉʉ࣪ɫਵɮƒɼ

ʍ࣪ƒॲ२Ɣਏऊɴʫʪ୩ɫࢭʉɣ࣪ʆʡԣਢʱۼ

ɥߢԨɫ˙ƪˑॲ२ࡀՎʧʩ૫ɰʫʏࡰ٫ʆɬʪƓ

2.2 Addition Anomaly

Ƹ2ƹʇɶʅʎƒʝɹƒ۞َ๑ʍઐයʱओɾʊ IoT˟˕˚

́ƪˁʊখɶƒ۞َʱۼɥƒɡʪɣʎƒओ՜খɴʫʪ

ઐයʱࣦʂࠪʂʅ۞َʱۼɥɲʇɫҮஆɸʪƓࠖگʎƒແ

ɧʏƒओ՜খˍ̅ˇƪɫখৈɪʨ˰˽ʸʹʴԈɶʅ

ɣɾƸɡʪɣʎƒখگʊԈɶɾƹࣳੌʉʈʆॲɷʪƓ

૾࣭ƒެ๑ɶʉɣ˟˕˚́ƪˁՑՁʍʶ̅ˑ˧ʹƪˋ

Ƹഐ˯ƪ˚ƹʱۄʇɶʅɩɮɲʇʆƒৈࠖʍओɾʉઐය

ʍখʎඍɯɲʇɫʆɬʪƓʝɾƒRAʇடํƒɸʘʅʍ

˟˕˚́ƪˁՑՁɫഐ˼̅ˁʍࣳੌഷѓʱʶ˫̅˚ʇɶ

ʅࡰ٫ʆɬʫʏƒ৳ଜҤʍઐයɫ˟˕˚́ƪˁখɴʫɾ

२ՑՁۥʆ٫ઢʆɬʪƓɶɪɶƒIoT˟˕˚́ƪˁʍߢ

ɸʘʅʊɲʫʨʍݼɫ߀ɴʫʪɲʇʎƒՎʆɬʉɣƓ

ʝɾƒࠖگʍƒԈઐයʍখʍ࣪ʎƒഐ˼̅ˁࣳੌɫ

ഷѓɸʪɲʇ߭ɫε࣭ࣳੌʆʎʉɣɾʠࡰ٫ʆɬʉɣƓ

φൣƒ۞َɫ DoS(Denial of Service)ʆɡʂɾ࣪ƒओ

ɾʉ˟˕˚́ƪˁ˚˻ˤ˕ˁɫॲ२ɴʫʪƓɸʉʮʀ۞

َઐයʊʧʂʅƒφଜॐƔๆສʍ˟˕˚́ƪˁ˚˻ˤ˕ˁ

ɫओɾʊॲɷʪƓɲʍʧɥʊॲɷʪε࣭ࣳੌʱ Addition

Anomaly(AA)ʶ˫̅˚ʇଜձɸʪƓ

ˍ̅ˇƪ˟˕˚́ƪˁʆʎƒ˙ˢʶˋࣣʆʍ˙ƪˑॲ२

୩உɫɡʨɪɷʠଜʠʨʫʪɾʠƒॲ२ɴʫʪ˚˻ˤ˕

ˁʱٵʆɬʪƓɶɾɫʂʅƒˍ̅ˇƪ˟˕˚́ƪˁʊɩ

ɰʪ AAʍਵɮʎࡰ٫њఉʆɡʪƓɸʉʮʀƒঙଜɶɾਏ

ऊٿɪʨਏऊঢʗʍઅΦߢԨɡɾʩʍ˟˕˚́ƪˁ˚˻

ˤ˕ˁສɫƒঙଜΤࣣʊॲɷɾƒɡʪɣʎƒঙଜҤʍਏऊ

ɪʨƒɡʪɣʎঙଜҤʍਏऊঢʗƒओɾʊ˟˕˚́ƪˁٿ

˚˻ˤ˕ˁɫॲɷɾߢʆࡰ٫њఉʆɡʪƓɶɪɶƒऩɫ

ઐයʱ๑ɣʪ࣪Ƹʸʹ˨˨˻ʸˊ̅˂உƹƒ˟˕˚́ƪˁ

˚˻ˤ˕ˁສʍʞʆʍ౧ലʎܪʇʉʪƓ

Switch Switch Switch

Flow

Collector

Flow

Analysis

(a) NetFlow ˫ƪˋˉˋ˘˲

Switch Switch Switch

Controller

Flow

Analysis

Flow

Analysis

Flow

Analysis

(b) ଥΠˉˋ˘˲

ऺ 1 ˟˕˚́ƪˁ˚˻ˤ˕ˁഒউƔ࢈ʍʴƪʿ˘ˁ˓˵

2.3 Scan Anomaly

Ƹ2ƹʇɶʅʎƒDDoS(Distributed Denial of Service)ʱ

ʇɶʅƒʍ˟˕˚́ƪˁௐʍઐයʱࣦʂࠪʪஞݴʱ

ƒࣦʂࠪʩњఉʉઐɥઐයʍখʡҮஆɸʪƓɲʍ࣪ۼ

යʱ૦݀ɸʪɾʠƒ˯ƪ˚ˋʿ˵̅ɡʪɣʎɼʫʊɸʪ

ஞݴɫۼʮʫʪƓɸʉʮʀƒ˚˻ˤ˕ˁສʇɶʅʎࢬɴɣ

ɫƒ૾࣭ʍӜஞʆʎٵʨʫʉɣॐʍਏऊঢʇʍԨʆ૾ऊʱ

ɸʪઐයʍ૦ݥʞʪƓɲʍʧɥʊƒ˟˕˚́ƪˁௐʊਮߒ

݀ʱۼɥ˟˕˚́ƪˁ˚˻ˤ˕ˁɫॲ२ɴʫʪࣳੌʱ Scan

Anomaly(SA)ʶ˫̅˚ʇଜձɸʪƓ

SAʎƒίऺɶʉɣओɾʉਏऊٿɪʨƒɡʪɣʎƒओɾʉ

ਏऊঢʗʍ˟˕˚́ƪˁ˚˻ˤ˕ˁɫॲɷɾߢʆƒAA

ʇடํʍൣʆࡰ٫ɫњఉʆɡʪƓɶɪɶƒ৳ଜɴʫʪ౹

Ωௐʆʍ૾ऊʍ࣪ƒɸʉʮʀƒIoT˟˕˚́ƪˁʱۥ२

ɸʪՑՁԨʆʍ૾ऊɫ࣭ۼߢʮʫʪׅࣳʆʎƒਏऊٿʣਏ

ऊঢʍڌଜɫܪʇʉʪƓφൣƒ˯ƪ˚ˋʿ˵̅ʆʎƒ૾

࣭ʧʩʡਵɣॐʍਂࠬʇʍԨʆʍ૾ऊʱߒʞʪɲʇʊʉʪ

ʇ۵ɧʨʫʪƓɶɾɫʂʅƒɼʍʧɥʉࣳੌʇʉʂɾɲʇ

ɫԣਢɴʫɾߢʆʶ˫̅˚ʇɶʅࡰ٫ɸʪɲʇʎњఉʆ

ɡʪƓ

3. ଥΠˉˋ˘˲

ѼƧʎƒৈছʆߪɶɾ IoT˟˕˚́ƪˁʊɩɰʪ˟˕˚

́ƪˁ˚˻ˤ˕ˁʍε࣭ʶ˫̅˚ʱƒ˟˕˚́ƪˁՑՁࣣ

ʆࡰ٫Ɣ࢈ɸʪˉˋ˘˲ʱଥΠɸʪƓචছʆʎƒଥΠˉ

ˋ˘˲ʍʴƪʿ˘ˁ˓˵ɩʧʒࠄʊʃɣʅࡲʘʪƓ

3.1 ʴƪʿ˘ˁ˓˵

ऺ 1 ʎƒଥΠˉˋ˘˲ʍʴƪʿ˘ˁ˓˵ (ऺ 1(b))ʱՍ

ਮʍ NetFlow˫ƪˋʍˉˋ˘˲ (ऺ 1(a))ʇʍಐʊʧʩ

ɶɾʡʍʆɡʪƓߪ

Սਮˉˋ˘˲ʆʎƒFlow Collector ʇڐʏʫʪഒʆ

˟˕˚́ƪˁ˚˻ˤ˕ˁ࣮൙ (Flow)ʱࡘตɶƒഒউ (Flow

Analysis)ʱۼʂɾʍʀƒ๗ʊжɷʅ˟˕˚́ƪˁՑՁ

(Switchʉʈ)ʱॣڰɸʪੌحɫՂචʇʉʪƓFlow˙ƪˑ

ʎ࣭ߢ˚˻ˤ˕ˁɫຌʫʅɣʪʇɬƒʊॲ२ɴʫʪɾ

ʠƒ˟˕˚́ƪˁೱѯƒɩʧʒഒউ࢈ʍೱѯʱڄنɸʪ

ɫ๗ʇʉʪƓ૾࣭ʎˇ̅˩˼̅˂ɴʫɾݼൣ Flow˙ƪ
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EEM(Embedded 
Event Manager) NetFlow

Controller

LXC

Network OS (IOS, NX-OS, etc…)

Rule 
Executor 

Event
Detector

�� ��� �� 
	� ���

���� ���	�

NetFlow Buffer

Rule Table

Network 
Configuration Module

ऺ 2 २ۥ˲˘ˋˉ

ˑʱଜՎʊࡘɸʪƓ

ଥΠˉˋ˘˲ʎƒ˟ ˕˚́ƪˁ˚˻ˤ˕ˁʍഒউʱƒ࡞

ʍʧɥʊ˟˕˚́ƪˁՑՁҤʆഒউɸʪʍʆʎʉɮƒ˟˕

˚́ƪˁՑՁࣣ (on-box)ʆۼࠄɸʪʴƪʿ˘ˁ˓˵ʱʇ

ʪƓࣣ՝ʴƪʿ˘ˁ˓˵ʊɩɣʅʎƒˉˋ˘˲ৌʱॣ

ɸʪڰ Controllerɪʨʍߪʊ࡞ʂʅƒSwitchஉʍ˟˕

˚́ƪˁՑՁࣣʆ FlowʍഒউʱۼʉɥƓഒউʍٗѢƒʶ

˫̅˚ʇɶʅ٫ઢɴʫɾ࣪ƒஆҮʶ˫̅˚ɫ٫ઢɴʫ

ɾɲʇʱ Controller ʊ૾ઢɸʪƓε࣭ʶ˫̅˚ɫ٫ઢɴ

ʫƒ˟ ˕˚́ƪˁՑՁࣣʆ࢈ɫ๗ʇ౧છʆɬʪ࣪ʎƒ

Controllerʊʶ˫̅˚ʇɶʅ૾ઢɸʪʚɪƒ૰খ Switchஉ

ʱॣڰɶӊƔଖ߃உʍ࢈ʱɸʪɲʇʡњఉʇɸʪƓɲ

ʫʊʧʂʅƒε࣭ʶ˫̅˚ʊɸʪळਤʉ࢈ɫʆɬʪƓ

˘ˋˉʍ˟˕˚́ƪˁՑՁʍदѓʊʇʡʉɣƒଥΠׯ

˲ʍʴƪʿ˘ˁ˓˵ʎࠄڇʉʡʍʇʉʂʅɬʅɩʩƒ೩

֊їҾʍ˟˕˚́ƪˁՑՁʆɡʂʅʡƒLinux˅̅˘˜

உʱ๑ɣɾ on-box programmingʣ NetFlow࣮൙ʍࣆޖ

ɫњఉʇʉʩʃʃɡʪƓචٰ֖ʆʎƒɼʍʧɥʉ on-box

programming њఉʉ˟˕˚́ƪˁՑՁʱ๑ɣʅƒଥΠʴƪ

ʿ˘ˁ˓˵ʊՂʄɮˉˋ˘˲ʱࠄɶƒڇࠄ१ʱӂ௳ɶɾƓ

3.2 ࠄ

චছʆʎƒѼƧɫ߀ࠄɶɾଥΠˉˋ˘˲ʍࠄʊʃɣ

ʅࡲʘʪƓऺ 2 ʎƒଥΠˉˋ˘˲ʍ˟˕˚́ƪˁՑՁࣣ

ʍՑఉۥ२ʱߪɶʅɣʪƓଥΠˉˋ˘˲ʎƒon-box pro-

gramming Ԗֻʱଥ֯ɸʪ˟˕˚́ƪˁՑՁࣣʆஞݴɸʪ

˩˿˂˻˲˴ˊ˷ƪ˽ʇɶʅஞݴɸʪƓࠄʊʎƒCisco

Systemsࠔॷ L3ˋʶ˕˓ Catalyst 9300ʱ๑ɣɾƓචˋ

ʶ˕˓ʎƒNetFlow࣮൙ʍ๑ʣ ʶ˫̅˚࢈ʱۼʉɥ

ɾʠʍ APIʱଥ֯ɶʅɩʩƒட APIʱ๑ɣɾ˩˿˂˻˲

ʱ Linux Containers(LXC) [7] ࣣʆஞݴɴɺʪɲʇɫʆɬ

ʪƓΤђʆҺՑఉ๗য়ʊʃɣʅজɸʪƓ

ऺʍ Rule Executorʎƒ˽ƪ˽ʍԛƔۼࠄʱۼʉɥ

Ցఉ๗য়ʆɡʪƓ˽ƪ˽ʎƒʶ˫̅˚ʇƒʶ˫̅˚ʊж

ɶʅۼࠄɸʪۼࠄƸAction: ˩˿ˍˋ՟ஞƔଖ߃ʉʈƹ

ʍৠʍࡘʆɡʩƒControllerɪʨ฿ɧʨʫʪƓActionʇ

ɶʅʎƒஆҮ˟˕˚́ƪˁՑՁʆʶ˫̅˚ʊɸʪж࢈

ʱۼࠄɺɹControllerʗ૾ઢ (pass-through)ɸʪஞݴʡ

ɡʪƓɲʍ࣪ƒʶ˫̅˚ʊɸʪ࢈ʎ Controllerʊʅ

ɸʪƓۼࠄ

Rule Executor ʊʝʫʪʶ˫̅˚ʎƒEvent Detector

ʊɩɣʅƒߣʍ૾ʩ٫ઢɸʪƓʝɹƒNetwork OS ʇɶ

ʅ IOS [8], NX-OS [9]உɫอɸʪ Embedded Event Man-

ager(EEM) [10]ʇڐʏʫʪՑఉʱ๑ɣʪɲʇʆƒແɧʏƒ

SNMP MIB [11]ʍɡʪડɫ᪸ડʱГɧʪ࣪ʊౙॲɸʪ

ʶ˫̅˚ƒ˽ƪ˘ʵ̅˂˘ƪ˨˽ʍഷѓʱɸʶ˫̅˚ʉ

ʈʱ٫ઢɴɺʪƓɲʫʨʶ˫̅˚ʎƒRule Executorʊୟ

ɴʫʪƓRAʶ˫̅˚ƒAAʶ˫̅˚ʍɥʀƒஆҮˋʶ˕

˓ɫʡʃഐ˯ƪ˚ʗʍઐයʍখƔঔછɫڀϒʇʉʪʡ

ʍʎƒɲʍ EEMʊʧʂʅࡰ٫њఉʆɡʪƓ

ʝɾƒSAʶ˫̅˚ƒɡʪɣʣ RA, AA ʶ˫̅˚ʍɥʀ

˟˕˚́ƪˁ˚˻ˤ˕ˁʍഒউɫ๗ʇʉʪʡʍʊʃɣʅ

ʎƒNetFlow࣮൙ (˧˿ƪ ID, ਏऊٿʴ˛˾ˋ, ਏऊঢʴ

˛˾ˋƒ˯ƪ˚ಀ, ௬ອʶ̅ˑƪ˧ʹƪˋ ʉʈɪʨۥ२

ɴʫʪ)ʱࠪமɶƒφଜʍԣਢՎԨˢ˕˧ʳƸFlow Bufferƹ

ʊળঋɶɾɥɧʆഒউ࢈ʱۼʉɥɲʇʆ٫ઢɸʪƓEEM

ʆʎƒˋʶ˕˓ʍҺ˯ƪ˚ʍ˚˻˧ʵ˕ˁʍຌ௬ສʍഷஞ

ɫ᪸ડʱ૨ɧɾɲʇʱࡰ٫ʆɬʪƓචࠄʆʎƒAAʣ SA

ʍʶ˫̅˚ࡰ٫ʊɩɣʅƒɲʍ˚˻ˤ˕ˁࡰ٫ɫʉɴʫɾ

ʍʞ࣪ NetFlow࣮൙ʍˢ˕˧ʳʗʍળঋʱҟɸʪɲ

ʇʆƒੂʉNetFlow࣮൙ࠪமʍʼƪˢ˪˕˛ʱڄݵɶʅ

ɣʪƓ

Actionʊਂஆɸʪஞݴʎƒon-box programmingʊʧʂ

ʅۼࠄʆɬʪ Python˩˿˂˻˱̅˂ڶڊʱ๑ɣʅࠄɶ

ɾƓIoT˟˕˚́ƪˁʊɩɣʅ AA, RA ʉʈɫ՟ɬɾ࣪

ʊжɸʪ࢈ʍ ActionʇɶʅƒNetwork OSʍ Net-

work Configuration API ʱ๑ɣʅƒVirtual Routing and

Forwarding (VRF) [12]ʊʧʪє৳˟˕˚́ƪˁʍഒʱ

ଜњఉʇɶɾƓ

3.3 ʶ˫̅˚ഒউ࢈

චࠄʊɩɣʅʎƒEvent DetectorʊʅƒNetFlow࣮൙

ʱ๑ɣʅƒRA, AA, SA ʍҺʶ˫̅˚࢈ࡰ٫ʱۼɥƓRA

ʎƒߣɫ२ງɸʪɪʈɥɪʍ౧ଜʊʧʩࡰ٫ɸʪƓ

∆D

W
≤ Tmin

ɾɿɶƒW ʎƒԣਢՎԨ (ʸʵ̅˛ʸˇʶˌ)ƒ∆Dʎƒঢ

ʍԣਢܗߢΤگʊԣਢɴʫɾ˚˻ˤ˕ˁ (ԣਢՎԨʊɩɰ
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ʪਏ˙ƪˑສ (ˢʶ˚ॐ))ƒTmin ʎƒђڌડʇʉʪ๑

ς (અΦߢԨɡɾʩਏ˙ƪˑສƸˢʶ˚ॐ))ʍɶɬɣ

ડʆɡʪƓࣣ՝ɫ२ງɸʪ࣪ƒ৳ଜɴʫʪ˚˻ˤ˕ˁɫ

ॲɷʅɣʉɣɾʠƒε࣭ʇ౧છɸʪƓ

AA ʎƒߣʱෂɾɸɪʈɥɪʍ౧ଜʊʧʩࡰ٫ɸʪƓ

Tmax ≤
∆D

W

Tmax ʎƒࣣڌડʇʉʪ๑ςʍɶɬɣડʆɡʪƓࣣ՝

ɫ२ງɸʪ࣪ƒ৳ଜɴʫʪΤࣣʍ˚˻ˤ˕ˁɫॲɷʅɣ

ʪɾʠƒε࣭ʇ౧છʆɬʪƓIoT˙ˢʶˋɫଖ߃ɶʅɣʪ

ʇɬƒTmax = 0 ʆɡʪƓ

SAʎƒߣɫෂɾɴʫʪɪʈɥɪʍ౧ଜʊʧʩࡰ٫ɸʪƓ

Cmax <
∆P

W

CmaxʎƒࣣڌડʇʉʪઅΦߢԨɡɾʩʍ૾ऊਂࠬॐƒ∆P

ʎƒঢʍԣਢܗߢΤگʊԣਢɴʫɾ૾ऊਂࠬॐʆɡʪƓࣣ

՝ɫ२ງɸʪʉʨʏƒε࣭ʇ౧ଜɸʪƓઅՑఉʍˍ̅ˇƪ

ʆɡʫʏƒ˙ƪˑਏऊঢʎՂචʊȣʃʆɡʩƒW ɫ˙ƪ

ˑਏऊࡀՎʇફɸʪʇɬƒCmax = 1ʇʉʪƓ

W , Tmin, Tmax, Cmax ʎƒɼʫɽʫƒʈɲɪʨƒʈɲ

ʗƒʈʍʧɥʉ˙ƪˑਏɫۼࠄɴʫʪɪʊʧʂʅ଼ঔ

ʉঙଜɫഷѓɸʪƓɶɾɫʂʅƒචࠄʊɩɣʅʎƒIoT

˟˕˚́ƪˁࣣʆʍˍ̅ˇƪʍ՟ஞʣଖ߃ʊʇʡʉʂʅƒ

Controllerʱ૾ɷɾ˽ƪ˽ʍφʇɶʅ૾ઢɸʪƓ

4. ೆї

4.1 १ఉࡰ٫

ଥΠˉˋ˘˲ʍࡰ٫१ఉʱƒݣࠄʍ˟˕˚́ƪˁ˚˻

ˤ˕ˁ˙ƪˑʱ๑ɣɾˉ˱˷˾ƪˉ˹̅ʊʧʂʅೆїɶɾƓ

4.1.1 ೆїࠞ୩

ʱ๑ɣɾƓߣ१ఉʍೆїࠞ୩ʇɶʅʎࡰ٫

• precision(଼ຆ)

˫ʊౙॲɶɾε࣭ʶݣࠄɴʫɾʶ˫̅˚ʍɥʀƒࡰ٫

̅˚ʍӘƓ

• recall(ڇຆ)

ƓɴʫɾӘࡰʊౙॲɶɾε࣭ʶ˫̅˚ʍɥʀƒ٫ݣࠄ

• response(жஊߢԨ)

ɴʫʪʝʆʊɪɪʪࡰʍʶ˫̅˚ౙॲɪʨƒ٫ݣࠄ

ԨƓߢ

precisionʍଜձʎߣʍ૾ʩʇɶɾƓ

precision =
TPp

TPp + FPp

TPpʎƒࡰ٫ɴʫɾε࣭ˣ˃˕˚ʍॐƒFPpʎƒࡰ٫ɴʫ

ɾɫƒε࣭ˣ˃˕˚ʆʎʉɪʂɾॐʆɡʪƓφൣƒrecall

ʍଜձʎߣʍ૾ʩʆɡʪƓ
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(d) SA

ऺ 3 ε࣭˚˻ˤ˕ˁˣˑƪ̅ʍແ

recall =
TPe

TPe + FNe

TPe ʎƒࡰ٫ɴʫɾε࣭ʶ˫̅˚Ƹ۞َƹʍॐƒFNe ʎƒ

ɴʫʉɪʂɾε࣭ʶ˫̅˚Ƹ۞َƹʍॐʆɡʪƓࡰ٫

φʊ precisionʇ recallʎ˚˾ƪ˛ʼ˧ʍԪؤʊɡʪƓ

ε࣭٫ઢʊɩɣʅʎƒprecisionʎ 1.0ʊׯɣൣɫວɣɫƒ

1.0ʆʉɣʇɶʅʡƒε࣭ʆʎʉɣࣳੌɫε࣭ʇਠɧʨʫ

ɾʍʞʆɡʩƒɼʫʚʈɬʉฆʆʎʉɣƓφൣƒrecall

ɫ 1.0ʆʎʉɣʇɸʪʇƒε࣭ɫٵɴʫɾɲʇʊʉʩƒ

ฆʇɶʅʎɬɣƓɲʍɾʠƒrecallʱ 1.0ʊൃʀʃʃ

precisionʱݍѓʆɬʪɲʇɫංʝɶɣƓ

responseʎƒݣࠄʊε࣭ʶ˫̅˚ɫౙॲɶɾܗߢɪʨƒ

TPe ʇɶʅԣਢɴʫɾܗߢʝʆʍܿʱɸƓ

4.1.2 ˙ƪˑˍ˕˚

ଥΠˉˋ˘˲ʍࡰ٫१ఉʱ૦ʘʪɾʠƒ˩˻ʶˢˉʊԪ

ɸʪ࣮൙ɫΑʮʫʪ IoT˟˕˚́ƪˁʱ৳ଜɶɾഐ۞

َʶ˫̅˚ʱڇɸʪˣ˃˕˚ʿ˵˩˓˵˙ƪˑʱݴ२ɶ

ɾƓऺ 3ʎƒೆїʊ๑ɣɾ˚˻ˤ˕ˁˣˑƪ̅Ƹॄƹʆ

ɡʪƓ

ऺ 3(a)ʎƒʽ˳˻Ͽਔʱਏ࠷ऊɸʪ˟˕˚́ƪˁʊɩɣ

ʅƒ˙ƪˑਏऊʊછসɸʪ RAʶ˫̅˚ʍແʆɡʪƓɲ

ʍແʎƒ˧˾ƪ˲ɡɾʩต 80Kbyte ʍϿਔ˙ƪˑʱ 10fps

ʆਏऊƒऺʍ 4ೋೝׯʆ˟˕˚́ƪˁʍφʆછস

ࣳੌʇʉʂʅɣʪƓ

ऺ 3(b),3(c) ʎƒAA ʶ˫̅˚ʍແʆɡʪƓऺ 3(b) ʎƒ

ɡʪਏऊٿɪʨƒઅஶʍ۞َ˚˻ˤ˕ˁɫॲ२ɴʫʪׅࣳ

(AA-Singleʇڐʕ)ƒऺ 3(c)ʎƒໞɶʅ۞َ˚˻ˤ˕ˁ

ɫॲ२ɴʫʪׅࣳ (AA-Multiʇڐʕ)ʱڇɶʅɣʪƓ

ऺ 3(d)ʎƒ๑ࠖʊʧʪ˙ƪˑਏʇ˯ƪ˚ˋʿ˵̅ɫ

ɶʅɣʪݥܴ SAʶ˫̅˚ʍແʆɡʪƓɲʍແʆʎƒऺ

ʍƒ5 ೋೝׯɪʨ ˯ƪ˚ˋʿ˵̅ɫౙॲɶʅɩʩƒࢬɴ

ɣˇʶˌʍ˙ƪˑ˚˻ˤ˕ˁɫؽɶʅॲ२ɴʫʅɣʪƓ
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 2 ˉ˱˷˾ƪˉ˹̅ঙଜ
ˣ˻˳ƪˑ ડ

ʶ˫̅˚ࡀࡰ٫Վ 3Ƹೋ)

Tmin 1000Ƹˢʶ˚ƹ

Tmax 100Ƹˢʶ˚ƹ

Cmax 50

ॐ҉ۼߒ 100

ऺʎƒ˸ƪˈӜஞɫܴݥɸʪׅࣳʊɩɰʪऋ௬۞َʍ˙ƪ

ˑˍ˕˚ʆɡʪ CICIDS2017 [13]ɪʨʍॄʆɡʪƓೆї

ʆʎƒCICIDS2017ʍɥʀƒऋ௬ʱ౦ɥ DDoS۞َɫۼʮ

ʫɾǄThursday, July 6, 2017ǅʍ˙ƪˑƸ8ߢԨʊʮɾʪ

ต 5GBʍ˙ƪˑ˚˻ˤ˕ˁʱʟƹʱ๑ɣʅɣʪƓɲʍ

˙ƪˑˍ˕˚ʆʎƒNAT˄ƪ˚ʸʹʶధђʊখɴʫɾ

Windows Vistaˣˏ˅̅ɫ९ˏ˧˚ʸʹʴʍ˒ʸ̅˿ƪ

˛ʊʧʂʅ˰˽ʸʹʴԈɶƒ˟˕˚́ƪˁௐʊਮݥɸʪ

ʍઐයʊɶʅ˯ƪ˚ˋʿ˵̅ɫۼࠄɴʫʅɣʪƓ

ೆїʆ๑ɣɾˣ˻˳ƪˑʎƒ 2ʊߪɶɾ૾ʩʆɡʪƓ

Tmin, Tmax, Cmax ʎƒචೆїʆ๑ɣɾ˙ƪˑˍ˕˚ۈɰ

ʊஆʇ۵ɧʨʫʪડʱঙଜɶɾƓೆїʊɩɣʅʎƒԣਢ

ՎԨ W ʱഷѓɴɺɾƓʶ˫̅˚ࡀࡰ٫Վʎ 3ೋʇɶɾƓ

W ʎ 0f 3000(˱˼ೋ)ʍԨʆ 200˱˼ೋɩɬʊഷѓɴɺ

ɾƓɼʫɽʫʍʶ˫̅˚ʊʃɣʅƒԣਢˑʶ˱̅˂ʱഷѓ

ɴɺƒ100҉ʍۼߒʱۼʂɾƓresponseʍೆїٗѢʍડʎ

ৌۼߒʍഥןડʱɶʅɣʪƓ

4.1.3 RAʍ१ఉ

ऺ 4ʎƒৈࡲʍ˙ƪˑˍ˕˚ʱ๑ɣɾ RAʶ˫̅˚ʍ٫

ɶʅɣʪƓX߶ʎԣਢՎԨWߪ१ఉʱࡰ ʆɡʪƓචऺɩ

ʧʒΤ܇ʍऺʆʎƒW ʊжɷɾٗѢɫಐӇɶʣɸɣʧɥƒ

precision, recall, responseʱடߢʊߪɶʅɣʪƓܾ Y

߶ʎ precision, recallʱƒϞY߶ʎ responseƸೋƹʱɶ

ʅɣʪƓ

W ɫࢬɴɣ౹ΩʆʎƒTminɫƒε࣭ʆʎʉɣࣳੌƒɡʪ

ɣʎƒε࣭ʆɡʪʊʡɪɪʮʨɹ Tminʊɶʉɣࣳੌɫ՟

ɬʅɩʩƒprecision, recall ʇʡʊକђɫٵʨʫʪƓʝɾƒ

жஊߢԨʡ૫ɮʉʂʅɣʪƓɲʍۈإʎW ɫɬɮʉʪʊ

ʃʫʅҔɶʅɩʩƒW = 1400ʍʇɬƒprecision = 0.98,

recall = 1.0, response = 2.1 (ೋ)ʇʉʩƒW > 1400ʆʎ

ʚʇʲʈடɷٗѢʇʉʂɾƓɸʉʮʀƒචೆїʍˣ˻˳ƪ

ˑʆʎƒW ≥ 1400 ʆɡʫʏഒʉ१ఉʱமʪɲʇɫʆ

ɬɾƓ

4.1.4 AAʍ१ఉ

ऺ 5ʎƒAA-Singleʶ˫̅˚ʍࡰ٫१ఉʱߪɶʅɣʪƓ

AAʶ˫̅˚ʎ Tmax ʱ૨ɧʪࣳੌʇʉʂɾߢʆౙॲɸ

ʪƓAA-Singleʎಝ࣭ʊએɣߢԨʊౙʊౙॲɸʪࣛߚ

ʆɡʪɾʠƒW ɫࢬɴɣߢƒԣਢʫɫॲɷƒrecall ɫକ

ђɶʅɣʪƓrecall = 1.0ʇʉʪʍʎƒW = 3000ƒɸʉʮ

ʀʶ˫̅˚ࡀࡰ٫ՎɸʘʅʍՎԨԣਢʱۼʂɾ࣪ʆɡʂ

ɾƓprecisionʎ࣭ʊ 1.0ʆɡʩƒڷʂɾʶ˫̅˚ࡰ٫ʎॲ
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ऺ 4 RA ʍࡰ٫१ఉ

ɷʅɣʉɣƓʝɾƒԣਢɴʫʪʝʆʊɪɪʂɾжஊߢԨʎ

એɮƒW = 3000ʍʇɬƒresponse = 1.54(ೋ)ʆɡʂɾƓ
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ऺ 5 AA-Single ʍࡰ٫१ఉ

ऺ 6 ʎƒAA-Multi ʶ˫̅˚ʍࡰ٫१ఉʱߪɶʅɣʪƓ

,ʎۈإ AA-Single ʇடํʆɡʩƒW ɫࢬɴɣߢʊ recall

ɫକɣƓɾɿɶƒAA-Multiʶ˫̅˚ʎؽՎԨɫ૫ɣɾ

ʠƒԣਢʫʎࢭʉɮɧʨʫʅɣʪƓφൣƒprecision

ʎƒ1200 ≤ W ≤ 2600ʍʇɬƒ1.0ʆɡʪɫƒ2800 ≤ W

ʆࢬɴɮକђɶƒW = 3000ʍʇɬƒprecision = 0.97ʇ

ʉʂʅɣʪƓɲʫʎƒˣ˻˳ƪˑʇɶɾ Tmin = 100 ʆ

ʎƒAA-Multi ʶ˫̅˚ʆʎʉɣࣳੌʱڷʂʅ AA-Multi

ʶ˫̅˚௳ઢɶʅɶʝʂɾɲʇʱɶʅɣʪƓresponse

ʎ 1.5 ೋɪʨ 2 ೋʍડʇʉʂʅɩʩƒW = 1200 ʍߢƒ

response = 1.97(ೋ)ʆɡʂɾƓ

4.1.5 SAʍࡰ٫१ఉ

ऺ 7 ʎƒSA ʶ˫̅˚ʍࡰ٫१ఉʆɡʪ*1Ɠprecision,

responseʎW ɫɬɮʉʪʇକђɶʅɣʪƓW > 1000

ʍʇɬʍ responseʎʚʛ 3ೋʇʉʂɾƓφൣƒW < 1000

ʆʎಝ࣭ʊжஊߢԨɫ૫ɮʉʂʅɣʪƓɲʫʎƒԣਢߢ

Ԩɫએɣʇ SAʶ˫̅˚ʍౙॲʱٵɸӂຆɫ܊ʝʩƒࠄ

ʊʎౙॲɶʅɣʪݣ SAʶ˫̅˚ʍࡰ٫ʫɫॲɷʅɣʪ

*1 Ԩʍ՝ʎɲʍऺʍʞߢʣɸɴʱ۵ຖɶʅжஊٵ log scale ʇ
ʉʂʅɣʪƓ
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ऺ 6 AA-Multi ʍࡰ٫१ఉ
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ऺ 7 SA ʍ१ఉ

ɾʠʆɡʪƓಐӇˢ˻̅ˋʍວɣٗѢɫமʨʫɾʍʎƒ

W = 1200,W = 1400 ʍʇɬʆɡʩƒW = 1200 ʍʇɬ

response = 2.99(ೋ)ƒprecision = 0.90ʇʉʩƒW = 1400

ʍʇɬ response = 2.91(ೋ)ƒprecision = 0.87 ʇʉʂɾƓ

ɣɹʫʡƒrecall = 1.00 ʆɡʪƓ

ೆїʊ๑ɣɾ˙ƪˑˍ˕˚ʆʎƒW ɫɬɮʉʪʊʃ

ʫʅ precisionɫକђɶʅɣʪƒɲʫʎԣਢߢԨɫ૫ɣʇƒ

ऩɫ૾࣭ʍ˟˕˚́ƪˁ๑ʱۼɥஞݴʊɩɣʅ Cmax ʱ

૨ɧʪӂຆɫ܊ʝʩƒFPp ɫਕɧʪɾʠʆɡʪƓ

4.2 Ցࣣʆʍ१ఉࠄ

ଥΠˉˋ˘˲ʍՑఉʱࠄɶɾCatalyst 9300ʎƒx ˃˕

˚ˋʶ˕˓ՑՁʆɡʩƒε࣭ʶ˫̅˚٫ઢʍՑఉʱච

ʂʅɣʉɣƓɶɾɫʂʅƒචՑఉɫˋʶ˕˓ՑՁචʍߡ

Ցఉʆɡʪˣ˃˕˚ਏʍ१ఉʊʆɬʪɿɰϾʱ֊ʛɴ

ʉɣ๗ɫɡʪƓ

ࣣ՝ʱӂ௳ɸʪɾʠƒࡰ٫१ఉʍೆїʆ๑ɣɾ CI-

CIDS2017 [13] ˙ƪˑˍ˕˚ʱ๑ɣʅƒଥΠˉˋ˘˲ɫ

ʱ٫ࣘɶɾƓච˙ƪˑˍ˕˚ʎตՑʊ฿ɧʪϾࠄ 120ව

ʍˣ˃˕˚ʱʞ,ตڎ 19වڎʍ Flowɪʨ२ʪƓೆїʊ

ɡɾʂʅʎƒˣ˃˕˚ॲ२˖ƪ˽ (TCPreplay [14])ʊɶ

ʅࣣ՝˙ƪˑˍ˕˚ʱ௬ອɶʅ˚˻ˤ˕ˁʱॲ२ɶƒචՑ

 3 Ցࣣʆʍ१ఉࠄ

Real ˴ƪ˛

(CPU ೱѯ)

500Mbps

˴ƪ˛

(CPU ೱѯ)

500Mbps

˴ƪ˛

(ਏਤ୩)

ଥΠࠬʉɶ 1% 5% 363.26 Mbps

ଥΠࠬɡʩ 4% 22% 363.91 Mbps

ఉʱࠄɶɾ Catalyst 9300ʊ௬ອɶʅƒ˾ʶ˶ 2খɶ

ɾઐයԨʍ˙ƪˑਏʱۼʂɾƓˣ˃˕˚ॲ२˖ƪ˽ɫࡰ

ອɸʪ˚˻ˤ˕ˁʍςʎঙଜњఉʆɡʩƒචೆїʆʎƒ

ˑʶ˲ˋˑ̅˩ʊɶɾɫʂʅॲ२ɸʪঙଜ (Real˴ƪ˛),

ɩʧʒ 500Mbpsʆॲ२ɸʪঙଜ (500Mbps˴ƪ˛)ʱ๑ɣ

ɾƓʝɾƒۂഥ१ʱൃʃɾʠƒҺكਢʍৈʊˋʶ˕˓ʍ

՟ஞʱۼʂɾƓ

ච٫ࣘʆʎƒଥΠࠬʍอʊɸʪݍ CPUೱѯƒ

ਢɶɾƓكਏਤ୩ʱۄࠄ 3 ʎƒٗۼࠄѢʱʝʇʠɾʡ

ʍʆɡʪƓReal ˴ƪ˛ʆʎƒଥΠࠬʉɶʍ࣪ƒCPU

ೱѯʎ 1 % ʆɡʪʍʊɶƒଥΠࠬɡʩʍ࣪ʎ 4 %

ʇʉʂɾƓʝɾƒ500 Mbps ˴ƪ˛ʆʎƒଥΠࠬʉɶʍ

࣪ 5 %ƒଥΠࠬɡʩʍ࣪ʎ 22 % ʇʉʂɾƓɼʫ

ɽʫƒ˚˻ˤ˕ˁສʊжɷʅ CPUೱѯɫࣣࢸɶʅɩʩƒ

500Mbps˴ƪ˛ʎ Real˴ƪ˛ʇಐʘʅɩʧɼ 5నପ୩ʍ

ೱѯɫɪɪʂʅɣʪɲʇɫʮɪʪƓφൣƒۄࠄਏਤ୩ʎƒ

ɣɹʫʡ 500Mbps˴ƪ˛ʊɩɣʅƒɩʧɼ 363Mbpsɪʨ

364MbpsʇʉʂʅɩʩƒଥΠࠬʍอʊʧʂʅʚʇʲʈ

ܿʎʉɮƒكਢܿڷʍ౹ΩʊʝʂʅɣʪƓ

ΤࣣʧʩƒଥΠˉˋ˘˲ʊʧʂʅ˚˻ˤ˕ˁʊжɷɾ

CPUೱѯࣣࢸʎٵʨʫʪʡʍʍƒˣ˃˕˚ਏ१ఉʗʍ

ϾʎʚʇʲʈʉɣɲʇɫʮɪʂɾƓ

5. ɩʮʩʊ

˥˕˂˙ƪˑʍӜ๑ʱਛदɸʪɾʠƒ˩˻ʶˢˉ࣮൙

ɫਵɮΑʮʫʪ IoT˟˕˚́ƪˁʆʎ˙ƪˑЄʉʈʍ

ʝʂʅɣʪƓʇɮʊ܊๗१ɫࡥɸʪɲʇʍڄنάʱ IoT

˟˕˚́ƪˁʆࡥ๗ʉഐʉ۞َʊɶʅʎƒळਤʉ

ౙٵʇжɫ๗֑ɴʫʪƓ࡞ʍ SNMPʱ๑ɣɾ˟˕˚

́ƪˁՑՁʍԘߏʆʎƒ30ೋପ୩ʍฆɣʮɺԨӊʆʶ̅

ˑ˧ʹƪˋࣳੌʍε࣭ࡰ٫ɫۼʮʫʅɬʅɩʩƒഐ۞َ

ʊɸʪжਤ୩ʇɶʅഒʇʎڊɧɹƒʝɾƒࡥ๗ʉε

࣭ʱࡰ٫ʆɬʉɣฆɫɡʂɾƓೆїʆߪɶɾ૾ʩƒଥΠ

ˉˋ˘˲ʆʎ˟˕˚́ƪˁ१ఉʱକђɴɺʪɲʇʉɮ 3ೋ

ΤђʍжஊߢԨɫڇࠄʆɬʪƓɸʉʮʀƒഐ۞َʊж

ɸʪε࣭ʶ˫̅˚ʗʍжਤ୩ʱ 1/10ʊએɸʪɲʇɫ

њఉʆɡʪƓଥΠˉˋ˘˲ʎƒׯφʊʉʩʃʃɡʪ

on-box programming ɫњఉʉ˟˕˚́ƪˁՑՁʱ๑ɣʅ

ɰʊ˅ˋ˚Ɣ१ఉƔۈњఉʆɡʩƒIoT˟˕˚́ƪˁࠄ

Μৌ१ʍˢ˻̅ˋɫࠪʫɾݼʇʉʩமʪʇ۵ɧʅɣʪƓ

φൣƒଥΠˉˋ˘˲ʆݥڇ๑ɣʅɣʪʶ˫̅˚ൣࡰ٫
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ʎಐӇˉ̅˩˽ʆɡʩƒೆїʆߪɶɾ૾ʩƒ଼ঔʉˣ˻

˳ƪˑʍঙଜɫࡥ๗ʆɡʪƓறʊऩɫ˟˕˚́ƪˁʱ๑

ɸʪׅࣳʊɩɣʅʎƒ଼ঔʊε࣭ʱ٫ઢɸʪˣ˻˳ƪˑঙ

ଜʎɶɣƓʧʩॴ୩܊ɣε࣭ࡰ٫ʍൣʊʃɣʅʎƒॐ

ਵɮʍ٫ஒɫʉɴʫʅɣʪƓਜ਼ʉʡʍʇɶʅʎƒ˚˻

ˤ˕ˁʍࡀՎ१ʊહɶɾൣ [15]ƒʺ̅˚˿˦ƪʊՂʄ

ɮൣࡰ٫ [16]ƒε࣭ࣳੌʍՑҗӌࡌʊՂʄɮࠬ [17]ʉ

ʈɫɡʪƓɲʍʧɥʉ܊୩ʉ౧ଜൣʱ଼๑ɸʪɲʇʆƒ

ऩɫ๑ɸʪ˟˕˚́ƪˁʊɩɣʅʡƒε࣭ʶ˫̅˚ʍ٫

њఉʇ۵ɧʨʫʪƓφൣƒɲʫʨʍ౧ଜൣࣣۈ१ఉʎࡰ

ʎƒࠄɫഉތʇʉʩƒ˼ ˏƪˋʱਵɮࣁಛɸʪɾʠƒۼࠄ

ɫњఉɪƒʈʍପ୩ʍжஊ१ఉɫமʨʫʪɪஉʍೆїɫ

๗ʇʉʪƓʧʩ܊୩ʉ౧ଜൣʍ଼๑ʎƒگܩʍѳʆɡ
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