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A Framework for Building Deception Networks
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Abstract: For targeted or zero-day attacks, which cannot be prevented easily, deception network technolo-
gies are studied. However, existing researches deal with only underlying technologies for deception network.
In this paper, we propose a framework for building deception networks easily. By using this framework,
deceptive replies of network protocols, constructing virtual servers, and management of virtual networks are

performed integratedly.
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Fig. 1 Deception of ARP reply
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Fig. 2 Sequence diagram
of deception of ARP reply
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Fig. 3 Deceptive virtual network
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Fig. 4 Deception of ICMP reply
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Fig. 5 Used network environment
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Y—23—RK 4 3k deception v b7 =225} 5 ping i
1 192.168.137.1 is alive
2 192.168.137.100 is alive
3 192.168.137.129 is alive
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192.168.137.1 is alive
192.168.137.5 is alive
192.168.137.12 is alive
192.168.137.19 is alive
192.168.137.23 is alive
192.168.137.24 is alive
192.168.137.27 is alive
192.168.137.35 is alive
192.168.137.40 is alive
192.168.137.44 is alive
192.168.137.46 is alive
192.168.137.48 is alive
192.168.137.55 is alive
192.168.137.57 is alive
192.168.137.69 is alive
192.168.137.71 is alive
192.168.137.72 is alive
192.168.137.81 is alive
192.168.137.86 is alive
192.168.137.91 is alive
192.168.137.97 is alive
192.168.137.100 is alive
192.168.137.110 is alive
192.168.137.113 is alive
192.168.137.120 is alive
192.168.137.129 is alive
192.168.137.131 is alive
192.168.137.134 is alive
192.168.137.135 is alive
192.168.137.142 is alive
192.168.137.146 is alive
192.168.137.150 is alive
192.168.137.160 is alive
192.168.137.166 is alive
192.168.137.167 is alive
192.168.137.169 is alive
192.168.137.188 is alive
192.168.137.193 is alive
192.168.137.194 is alive
192.168.137.195 is alive
192.168.137.197 is alive
192.168.137.200 is alive
192.168.137.205 is alive
192.168.137.226 is alive
192.168.137.227 is alive
192.168.137.235 is alive
192.168.137.236 is alive
192.168.137.239 is alive
192.168.137.240 is alive
192.168.137.241 is alive
192.168.137.243 is alive
192.168.137.248 is alive
192.168.137.254 is alive
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